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Partner Name Thales

Partner Product CipherTrust Transparent Encryption

Web Site https://cpl.thalesgroup.com/encryption

Version & Platform 7.1.0, Available platforms: Windows, Linux

Product Description CipherTrust Transparent Encryption (CTE) delivers data-at-rest encryption with
centralized key management, privileged user access control, and detailed data ac-
cess audit logging. This protects data wherever it resides: on-premises, across
multiple clouds and within big data, and container environments.



https://cpl.thalesgroup.com/encryption
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1 2
Certification Test Date | May 19 2021
EDB Postgres Ad- | 13.2.5

vanced Server

0oS CentOS Linux 7 (Core)

Memory 2G

Processor Intel ® Xeon ® Processor SP Family ( “Skylake” )
Cloud Platform OpenStack (Kilo)

CPU(s) 1

Core(s) per socket

1

Socket(s)

1

Storage 80 GB
CipherTrust Transpar- | 7.0.0.99

ent Encryption

1 2
Certification Test Date | May 19 2021
EDB Postgres Extended | 11

Server

Postgres-BDR 3.6.25

(0N} CentOS Linux 7
Cloud Platform AWS
Deployment Tool tpaexec v20.11

AR: 74 XY P OFICOWTIX, 8D sample config.yml 7 7 £ L%

i

EZP N

LTS,







13

B/6E  ‘Appendix’

6.1 > )l config.yml 7 71JL

architecture: BDR-Always-ON
cluster_name: bdrtest-always-on-aws
cluster_tags:

Owner: Aziz Rahman

cluster_bucket: bdr-alwayson-azizrahman

cluster_rules:

- cidr_ip: 0.0.0.0/0
from_port: 22
proto: tcp
to_port: 22

- cidr_ip: 10.35.104.176/24
from_port: 0
proto: tcp
to_port: 65535

- cidr_ip: 10.35.250.208/24
from_port: 0

proto: tcp
to_port: 65535
ec2_ami:

Name: RHEL-7.8_HVM_GA-20200225-x86_64-1-Hourly2-GP2
Ovner: 309956199498
ec2_instance_reachability: public
ec2_vpc:
Name: BDR-Test
cidr: 10.35.0.0/16

cluster_vars:
bdr_database: bdrdb
bdr_node_group: bdrgroup
enable_harp: false

RDR—=J1ZH <)
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extra_postgres_extensions:
- pglogical
postgres_coredump_filter: Oxff
preferred_python_version: python3
repmgr_failover: manual
tpa_2q_repositories:
- products/2ndgpostgres/release
packages:

RedHat:

- 1lsof

use_volatile_subscriptions: false

locations:

- Name: a
az: us-east-la
region: us-east-1
subnet: 10.35.104.0/24

- Name: b
az: us-east-1b
region: us-east-1
subnet: 10.35.250.0/24

instance_defaults:
default_volumes:

- device_name: root
encrypted: true
volume_size: 16
volume_type: gp2

- device_name: /dev/xvdf
encrypted: true
vars:

volume_for: postgres_data
volume_size: 64
volume_type: gp2

platform: aws

type: t3.micro

vars:
ansible_user: ec2-user

instances:

- Name: bdrl-a

RDR—=J1ZHK )
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backup: barman-a
location: a
node: 1

role:

- primary

- bdr

- Name: bdr2-a
location: a
node: 2
role:

- primary
- bdr

- Name: bdr3-b
backup: barman-b
location: b
node: 3
role:

- primary
- bdr

- Name: bdr4-b
location: b
node: 4
role:

- primary
- bdr

- Name: standby-a
location: a
node: 5
role:

- primary

- bdr

- readonly
upstream: bdr2-a

- Name: standby-b
location: b
node: 6
role:

- primary
- bdr
- readonly

RDR—=J1ZHK )
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upstream: bdr4-b

- Name: barman-a

location: a

node: 7

role:

- barman

volumes:

- device_name: /dev/xvdf
encrypted: true
vars:

volume_for: barman_data

volume_size: 128
volume_type: gp2

- Name: barman-b

location: b

node: 8

role:

- barman

volumes:

- device_name: /dev/xvdf
encrypted: true
vars:

volume_for: barman_data

volume_size: 128
volume_type: gp2

- Name: pgbouncer-haproxy-a

location: a

node: 9

role:

- pgbouncer

- haproxy

vars:
haproxy_backend_servers:
- bdrl-a
- bdr2-a

volumes:

- device_name: /dev/xvdf
volume_type: none

- Name: pgbouncer-haproxy-b
location: b
node: 10

RDR—=J1ZHK )
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role:

- pgbouncer

- haproxy

vars:
haproxy_backend_servers:
- bdr3-b
- bdr4-b

volumes:

- device_name: /dev/xvdf

volume_type: none

6.1. 3> 7Jl config.yml 7 7JL 17




	‘Partner Information’
	‘Solution Summary’
	‘Configuring the Integration’
	前提条件
	Postgresホスト
	CipherTrustマネージャー
	CipherTrust Managerの設定
	CTEエージェントのインストール

	‘Using Thales CipherTrust Transparent Encryption’
	サンプルユーザーシナリオ

	‘Certification Environment’
	‘Appendix’
	サンプルconfig.yml ファイル


