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CHAPTER
ONE

OVERVIEW

BDR is a PostgreSQL extension providing multi-master replication and datadistribution with advanced conflict man-
agement, data-loss protection, andthroughput up to 5X faster than native logical replication, and enablesdistributed
PostgreSQL clusters with high availability up to five 9s.

Detailed overview about how BDR works is described in theArchitectural Overview chapter.
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CHAPTER
TWO

SUPPORTED POSTGRESQL DATABASE SERVERS

BDR is compatible with PostgresSQL, EDB Postgres Extended and EDB PostgresAdvanced flavors of PostgresSQL
database servers and can be deployed as astandard PG extension. Full compatibility matrix is as follows.

BDR Version PostgreSQL EDB Postgres Ex- | EDB Postgres Advanced
tended

4.0.0 14.1 14.1 14.1

4.0.0 13.5 13.5r1.1.7 13.5

4.0.0 12.9 12.9r1.1.9 12.9

3.7.13.1 13.5 13.5r1.1.7 13.5

3.7.13.1 12.9 12.9r1.1.9 12.9

3.7.13.1 11.14 11.14r2.1.9 11.14

It is important to note that some key BDR features depend on certain corecapabilities being available within the targeted
PostgresSQL database server.Therefore, it is essential for the BDR customers to also adopt the PostgresSQLdatabase
server flavor that is best suited to their business needs. Forexample, if having the BDR feature “Commit At Most Once
(CAMO)” is missioncritical to a BDR customer’s use case, they should not adopt the communityPostgreSQL flavor
for it does not have the core capability required to handleCAMO. The full feature matrix compatibility can be found
inFeature Compatibility appendix.

BDR offers close to native PostgreSQL compatibility. However, some accesspatterns don’t necessarily work as well
in multi-node setup as they do onsingle instance. There are also some limitations in what can be safelyreplicated in
multi-node setting. The chapter Application Usagegoes into detail on how BDR behaves from application development
perspective.

2.1 Architectural Overview

BDR provides loosely-coupled multi-master logical replicationusing a mesh topology. This means that you can write
to any server and thechanges will be sent directly, row-by-row to all theother servers that are part of the same BDR
group.

By default BDR uses asynchronous replication, applying changes onthe peer nodes only after the local commit. An
optionaleager all node replication feature allows for commitingon all nodes using consensus.
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2.1.1 Basic Architecture

Multiple Groups

A BDR node is a member of at least one Node Group, and in the mostbasic architecture there is a single node group
for the whole BDRcluster.

Multiple Masters

Each node (database) participating in a BDR group both receiveschanges from other members and can be written to
directly by the user.

This is distinct from Hot or Warm Standby, where only one masterserver accepts writes, and all the other nodes are
standbys thatreplicate either from the master or from another standby.

You don’t have to write to all the masters, all of the time; it’sa frequent configuration to direct writes mostly to just one
master.

Asynchronous, by default

Changes made on one BDR node are not replicated to other nodes untilthey are committed locally. As a result the data is
not exactly thesame on all nodes at any given time; some nodes will have data thathas not yet arrived at other nodes. Post-
greSQL’s block-based replicationsolutions default to asynchronous replication as well. In BDR,because there are multi-
ple masters and as a result multiple data streams,data on different nodes might differ even whensynchronous_commit
and synchronous_standby_names are used.

Mesh Topology

BDR is structured around a mesh network where every node connects to everyother node and all nodes exchange data
directly with each other. There is noforwarding of data within BDR except in special circumstances such as nodead-
dition and node removal. Data may arrive from outside the BDR cluster orbe sent onwards using native PostgreSQL
logical replication.

Logical Replication

Logical replication is a method of replicating data rows and their changes,based upon their replication identity (usually
a primary key).We use the term logical in contrast to physical replication, which usesexact block addresses and byte-
by-byte replication. Index changes are notreplicated, thereby avoiding write amplification and reducing bandwidth.

Logical replication starts by copying a snapshot of the data from thesource node. Once that is done, later commits are
sent to other nodes asthey occur in real time. Changes are replicated without re-executing SQL,so the exact data written
is replicated quickly and accurately.

Nodes apply data in the order in which commits were made on the source node,ensuring transactional consistency is
guaranteed for the changes fromany single node. Changes from different nodes are applied independently ofother nodes
to ensure the rapid replication of changes.

Replicated data is sent in binary form, when it is safe to do so.

2.1. Architectural Overview 5



BDR (Bi-Directional Replication), Release 4.0.0

High Availability

Each master node can be protected by one or more standby nodes, so any nodethat goes down can be quickly replaced
and continue. Each standby node canbe either a logical or a physical standby node.

Replication continues between currently connected nodes even if one or morenodes are currently unavailable. When
the node recovers, replicationcan restart from where it left off without missing any changes.

Nodes can run different release levels, negotiating the required protocolsto communicate. As a result, BDR clusters
can use rolling upgrades, evenfor major versions of database software.

DDL is automatically replicated across nodes by default. DDL execution canbe user controlled to allow rolling appli-
cation upgrades, if desired.

Limits

BDR can run hundreds of nodes on good enough hardware and network, howeverfor mesh based deployments it’s
generally not recommended to run more than32 nodes in one cluster.Each master node can be protected by multiple
physical or logical standby nodes;there is no specific limit on the number of standby nodes,but typical usage would be
to have 2-3 standbys per master. Standby nodes don’tadd additional connections to the mesh network so they are not
included in the32 node recommendation.

BDR currently has hard limit of no more than 1000 active nodes as this is thecurrent maximum Raft connections
allowed.

BDR places a limit that at most 10 databases in any one PostgreSQL instancecan be BDR nodes across different BDR
node groups. However BDR works best ifonly one BDR database per PostgreSQL instance is used.

The minimum recommended number of nodes in BDR cluster is 3, because with2 nodes the consensus stops working
if one of the node stops working.

2.1.2 Architectural Options & Performance

Characterising BDR performance

BDR can be configured in a number of different architectures, each of which hasdifferent performance and scalability
characteristics.

The Group is the basic building block of a BDR Group consisting of 2+ nodes(servers). Within a Group, each node is in
a different AZ, with dedicated routerand backup, giving Immediate Switchover and High Availability. Each Group has
adedicated Replication Set defined on it. If the Group loses a node it is easilyrepaired/replaced by copying an existing
node from the Group.

Adding more master nodes to a BDR Group does not result in significant writethroughput increase when most tables are
replicated because BDR has to replayall the writes on all nodes. Because BDR writes are in general more effectivethan
writes coming from Postgres clients via SQL, some performance increasecan be achieved. Read throughput generally
scales linearly with the number ofnodes.

The following architectures are available:

e/ Multimaster/Single Group

BDR AlwaysOn

The simplest architecture is just to have one Group, so let’s examine that first:

6 Chapter 2. Supported PostgreSQL database servers
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BDR MultiMaster within one Group
By default, BDR will keep one copy of each table on each node in the Group and anychanges will be propagated to all
nodes in the Group.

Since copies of data are everywhere, SELECTSs need only ever access the local node.On a read-only cluster, performance
on any one node will not be affected by thenumber of nodes. Thus adding nodes will increase linearly the total possible
SELECTthroughput.

INSERTs, UPDATEs and DELETEs (DML) are performed locally, then the changes willbe propagated to all nodes
in the Group. The overhead of DML apply is less than theoriginal execution, so if you run a pure write workload on
multiple nodesconcurrently, a multi-node cluster will be able to handle more TPS than a single node.

Conflict handling has a cost that will act to reduce the throughput. The throughputis then dependent upon how much
contention the application displays in practice.Applications with very low contention will perform better than a single
node;applications with high contention could perform worse than a single node.These results are consistent with any
multi-master technology, they are not a facetor peculiarity of BDR.

Eager replication can avoid conflicts, but is inherently more expensive.

Changes are sent concurrently to all nodes so that the replication lag is minimised. Adding more nodes means using
more CPU for replication, so peak TPS will reduceslightly as each new node is added.

If the workload tries to uses all CPU resources then this will resource constrainreplication, which could then affect the
replication lag.

BDR AlwaysOn

The AlwaysOn architecture is built from 2 Groups, in 2 separate regions. Each Groupprovides HA and IS, but together
they also provide Disaster Recovery (DR), so we referto this architecture as AlwaysOn with Very High Availability.
Tables are created across both Groups, so any change goes to all nodes, not just tonodes in the local Group.

One node is the target for the main application. All other nodes are described asshadow nodes (or “read-write replica”),
waiting to take over when needed. If a nodeloses contact we switch immediately to a shadow node to continue process-
ing. If aGroup fails, we can switch to the other Group. Scalability is not the goal of thisarchitecture.

Since we write mainly to only one node, the possibility of contention between isreduced to almost zero and as a result
performance impact is much reduced.

CAMO is eager replication within the local Group, lazy with regard to other Groups.

Secondary applications may execute against the shadow nodes, though these should bereduced or interrupted if the
main application begins using that node.

Future feature: One node is elected as main replicator to other Groups, limiting CPUoverhead of replication as the
cluster grows and minimizing the bandwidth to other Groups.

2.1.3 Deployment

BDR is intended to be deployed in one of a small number of known-good configurations,using either TPAexec or a
configuration management approachand deployment architecture approved by Technical Support.

Manual deployment is not recommended and may not be supported.

Please refer to the TPAexec Architecture User Manual for your architecture.

Log messages and documentation are currently available only in English.

2.1. Architectural Overview 7
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2.1.4 Clocks and Timezones

BDR has been designed to operate with nodes in multiple timezones, allowing atruly worldwide database cluster.
Individual servers do not need to be configuredwith matching timezones, though we do recommend using log_timezone
= UTC toensure the human readable server log is more accessible and comparable.

Server clocks should be synchronized using NTP or other solutions.

Clock synchronization is not critical to performance, as is the case with someother solutions. Clock skew can impact
Origin Conflict Detection, thoughBDR provides controls to report and manage any skew that exists. BDR alsoprovides
Row Version Conflict Detection, as described in Conflict Detection.

2.2 Application Usage

This chapter looks at BDR from an application or user perspective.

Setting up nodes is discussed in a later chapter, as is replicationof DDL, and various options for controlling replication
usingreplication sets.

2.2.1 Application Behavior

BDR supports replicating changes made on one node to other nodes.

BDR will, by default, replicate all changes from INSERTs, UPDATEs, DELETEsand TRUNCATEs from the source
node to other nodes. Only the final changeswill be sent, after all triggers and rules have been processed. For exam-
ple,INSERT ... ON CONFLICT UPDATE will send either an INSERT or an UPDATEdepending on what occurred
on the origin. If an UPDATE or DELETE affectszero rows, then no changes will be sent.

INSERTS can be replicated without any pre-conditions.

For UPDATEs and DELETEs to be replicated on other nodes, we must be able toidentify the unique rows affected.
BDR requires that a table have eithera PRIMARY KEY defined, a UNIQUE constraint or have an explicit REPLICA
IDENTITYdefined on specfic column(s). If one of those is not defined, a WARNING will begenerated, and later
UPDATEs or DELETEs will be explicitly blocked.If REPLICA IDENTITY FULL is defined for a table, then a unique
index is not required;in that case, UPDATESs and DELETE:s are allowed and will use the first non-uniqueindex that is
live, valid, not deferred and does not have expressions or WHERECclauses, otherwise a sequential scan will be used.

TRUNCATE can be used even without a defined replication identity.Replication of TRUNCATE commands is sup-
ported, but some care must be takenwhen truncating groups of tables connected by foreign keys. When replicatinga
truncate action, the subscriber will truncate the same group of tables thatwas truncated on the origin, either explicitly
specified or implicitlycollected via CASCADE, except in cases where replication sets are defined,see Replication Sets
chapter for further details and examples.This will work correctly if all affected tables are part of the samesubscription.
But if some tables to be truncated on the subscriber haveforeign-key links to tables that are not part of the same (or
any)replication set, then the application of the truncate action on thesubscriber will fail.

Row-level locks taken implicitly by INSERT, UPDATE and DELETE commands willbe replicated as the changes
are made.Table-level locks taken implicitly by INSERT, UPDATE, DELETE and TRUNCATEcommands will also be
replicated.Explicit row-level locking (SELECT ... FOR UPDATE/FOR SHARE) by user sessionsis not replicated,
nor are advisory locks. Information stored by transactionsrunning in SERIALIZABLE mode is not replicated to other
nodes; thetransaction isolation level of SERTALIAZABLE is supported but transactionswill not be serialized across
nodes, in the presence of concurrenttransactions on multiple nodes.

If DML is executed on multiple nodes concurrently then potential conflictscould occur if executing with asynchronous
replication and these must bemust be either handled or avoided. Various avoidance mechanisms are possible,discussed
in the chapter on Conflicts which is alsorequired reading.

8 Chapter 2. Supported PostgreSQL database servers
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Sequences need special handling, described in the Sequenceschapter.

Binary data in BYTEA columns is replicated normally, allowing “blobs” of dataup to 1GB in size. Use of the Post-
greSQL “Large object” facility is notsupported in BDR.

Rules execute only on the origin node, so are not executed during apply,even if they are enabled for replicas.

Replication is only possible from base tables to base tables. That is, thetables on the source and target on the subscription
side must betables, not views, materialized views, or foreign tables. Attempts toreplicate tables other than base tables
will result in an error. DML changes that are made through updatable views are resolved through tobase tables on the
origin and then applied to the same base table name onthe target.

BDR supports partitioned tables transparently, meaning that a partitionedtable can be added to a replication set and-
changes that involve any of the partitions will be replicated downstream.

By default, triggers execute only on the origin node. For example, an INSERTtrigger executes on the origin node
and is ignored when we apply the change onthe target node. You can specify that triggers should execute on both
the originnode at execution time and on the target when it is replicated (“apply time”)by using ALTER TABLE ...
ENABLE ALWAYS TRIGGER, or use the REPLICA optionto execute only at apply time, ALTER TABLE ... ENABLE
REPLICA TRIGGER.

Some types of trigger are not executed on apply, even if they exist on atable and are currently enabled. Trigger types
not executed are

e| Statement-level triggers (FOR EACH STATEMENT)

Per-column UPDATE triggers (UPDATE OF column_name [, ...])

BDR replication apply uses the system-level default search_path. Replicatriggers, stream triggers and index expres-
sion functions may assumeother search_path settings which will then fail when they execute on apply.To ensure this
does not occur, resolve object references clearly usingeither the default search_path only, always use fully qualified
references toobjects, e.g. schema.objectname, or set the search path for a function usingALTER FUNCTION ... SET
search_path = ... for the functions affected.

Note that BDR assumes that there are no issues related to text or othercollatable datatypes, i.e. all collations in use are
available on allnodes and the default collation is the same on all nodes. Replication ofchanges uses equality searches
to locate Replica Identity values, so thiswill not have any effect except where unique indexes are explicitly definedwith
non-matching collation qualifiers. Row filters might be affectedby differences in collations if collatable expressions
were used.

BDR handling of very-long “toasted” data within PostgreSQL is transparent tothe user. Note that the TOAST “chunkid”
values will likely differ betweenthe same row on different nodes, but that does not cause any problems.

BDR cannot work correctly if Replica Identity columns are marked as “external”.

PostgreSQL allows CHECK() constraints that contain volatile functions. SinceBDR re-executes CHECK() constraints
on apply, any subsequent re-execution thatdoesn’t return the same result as previously will cause data divergence.

BDR does not restrict the use of Foreign Keys; cascading FKs are allowed.
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2.2.2 Non-replicated statements

None of the following user commands are replicated by BDR, so their effectsoccur on the local/origin node only:

¢| Cursor operations (DECLARE, CLOSE, FETCH)

¢/ Execution commands (DO, CALL, PREPARE, EXECUTE, EXPLAIN)

*| Session management (DEALLOCATE, DISCARD, LOAD)

¢| Parameter commands (SET, SHOW)

¢| Constraint manipulation (SET CONSTRAINTS)

¢| Locking commands (LOCK)

¢/ Table Maintenance commands (VACUUM, ANALYZE, CLUSTER, REINDEX)

e/ Async operations (NOTIFY, LISTEN, UNLISTEN)

Note that since the NOTIFY SQL command and the pg_notify() functionsare not replicated, notifications are not
reliable in case of failover.This means that notifications could easily be lost at failover if atransaction is committed just
at the point the server crashes. Applications running LISTEN may miss notifications in case of failover.This is regrettably
true in standard PostgreSQL replication and BDR doesnot yet improve on this. CAMO and Eager replication options
do notallow the NOTIFY SQL command or the pg_notify() function.

2.2.3 DML and DDL Replication

Note that BDR does not replicate the DML statement, it replicates the changescaused by the DML statement. So for
example, an UPDATE that changedtwo rows would replicate two changes, whereas a DELETE that did notremove
any rows would not replicate anything. This means that the resultsof execution of volatile statements are replicated,
ensuring there is nodivergence between nodes as might occur with statement-based replication.

DDL replication works differently to DML. For DDL, BDR replicates thestatement, which is then executed on all nodes.
So a DROP TABLE IF EXISTSmight not replicate anything on the local node, but the statement isstill sent to other
nodes for execution if DDL replication is enabled.Full details are covered in their own chapter: [DDL replication].

BDR goes to great lengths to ensure that intermixed DML and DDLstatements work correctly, even within the same
transaction.

2.2.4 Replicating between different release levels
BDR is designed to replicate between nodes that have different majorversions of PostgreSQL. This is a feature designed
to allow majorversion upgrades without downtime.

BDR is also designed to replicate between nodes that have differentversions of BDR software. This is a feature designed
to allow versionupgrades and maintenance without downtime.

However, while it’s possible to join a node with a major version ina cluster, you can not add a node with a minor version
if the clusteruses a newer protocol version, this will return error.

Both of the above features may be affected by specific restrictions;any known incompatibilities will be described in the
release notes.
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2.2.5 Replicating between nodes with differences

By default, DDL will automatically be sent to all nodes. This can becontrolled manually, as described in DDL Repli-
cation, whichcould be used to create differences between database schemas across nodes.BDR is designed to allow
replication to continue even while minordifferences exist between nodes. These features are designed to allowapplica-
tion schema migration without downtime, or to allow logicalstandby nodes for reporting or testing.

Currently, replication requires the same table name on all nodes. A futurefeature may allow a mapping between different
table names.

It is possible to replicate between tables with dissimilar partitioningdefinitions, such as a source which is a normal
table replicating to apartitioned table, including support for updates that change partitionson the target. It can be faster
if the partitioning definition is thesame on the source and target since dynamic partition routing need not beexecuted
at apply time.Further details are available in the chapter on Replication Sets.

By default, all columns are replicated.BDR replicates data columns based on the column name. If a columnhas the
same name but a different datatype, we attempt to cast from the sourcetype to the target type, if casts have been defined
that allow that.

BDR supports replicating between tables that have a different number of columns.

If the target has missing column(s) from the source then BDR will raisea target_column_missing conflict, for which
the default conflict resolveris ignore_if_null. This will throw an ERROR if a non-NULL value arrives.Alternatively,
a node can also be configured with a conflict resolver of ignore.This setting will not throw an ERROR, just silently
ignore any additionalcolumns.

If the target has additional column(s) not seen in the source record then BDR willraise a source_column_missing con-
flict, for which the default conflict resolveris use_default_value. Replication will proceed if the additional columnshave
a default, either NULL (if nullable) or a default expression, but willthrow an ERROR and halt replication if not.

Transform triggers can also be used on tables to provide default valuesor alter the incoming data in various ways before
apply.

If the source and the target have different constraints, thenreplication will be attempted, but it might fail if the rows
fromsource cannot be applied to the target. Row filters may help here.

Replicating data from one schema to a more relaxed schema won’t cause failures.Replicating data from a schema to a
more restrictive schema will be a source ofpotential failures.The right way to solve this is to place a constraint on the
more relaxed side,so bad data is prevented from being entered. That way, no bad data ever arrivesvia replication, so it
will never fail the transform into the more restrictiveschema. For example, if one schema has a column of type TEXT
and another schemadefines the same column as XML, add a CHECK constraint onto the TEXT columnthat enforces
that the text is XML.

A table may be defined with different indexes on each node. By default, theindex definitions will be replicated. Refer
to DDL Replication tospecify how to create an index only on a subset of nodes, or just locally.

Storage parameters, such as fillfactor and toast_tuple_target, may differbetween nodes for a table without problems.
An exception to that is thevalue of a table’s storage parameter user_catalog_table must be identicalon all nodes.

A table being replicated should be owned by the same user/role on each node.Refer to Security and Roles for further
discussion.

Roles may have different passwords for connection on each node, thoughby default changes to roles are replicated to
each node. Refer toDDL Replication to specify how to alter a role password only on asubset of nodes, or just locally.
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2.2.6 Comparison between nodes with differences

Livecompare is a tool used for data comparison on a database, against BDR andnon-BDR nodes. It needs a minimum
number of two connections to compare againstand reach a final result.

From Livecompare 1.3 , you could configure with all_bdr_nodes set. This willsave you from clarifying all the
relevant DSNs for each separate node in thecluster. A BDR cluster has N amount of nodes with connection infor-
mation, butits only the initial and output connection that livecompare 1.3+ needs in orderto complete its job. Setting
logical_replication_mode will state how all thenodes are communicating.

All the configuration is done within a .ini file, named bdrL.C.ini for example.Templates for this configuration file can
be seen within the/etc/2ndq-1livecompare/ location, where they were placed after the packageinstall.

During the execution of LiveCompare, you will see N+1 progress bars, N beingthe number of processes. Once all the
tables are sourced a time will display,as the transactions per second (tps) has been measured. This will continue tocount
the time, giving you an estimate, then a total execution time at the end.

This tool has a lot of customisation and filters. Such as tables, schemas andreplication_sets. LiveCompare can use
stop-start without losing contextinformation, so it can be run at convenient times. After the comparison, asummary
and a DML script are generated so the user can review it. Please applythe DML to fix the found differences, if any.

2.2.7 General Rules for Applications

As discussed above, BDR uses replica identity values to identify the rows tobe changed.Applications can cause diffi-
culties if they insert, delete, and then laterre-use the same unique identifiers.This is known as the ABA Problem. BDR
cannot know whether the rows are thecurrent row, the last row, or much older rows.See https://en.wikipedia.org/wiki/
ABA_problem.

Similarly, since BDR uses table names to identify the table against whichchanges will be replayed, a similar ABA
problem exists with applications thatCREATE, then DROP, and then later re-use the same object names.

These issues give rise to some simple rules for applications to follow:

1. Use unique identifiers for rows (INSERT)2. Avoid modification of unique identifiers (UPDATE)3. Avoid reuse
of deleted unique identifiers4. Avoid reuse of dropped object names

In the general case, breaking those rules can lead to data anomalies anddivergence. Applications can break those rules
as long as certain conditionsare met, but use caution: although anomalies can be unlikely, they are notimpossible. For
example, a row value can be reused as long as the DELETE hasbeen replayed on all nodes, including down nodes. This
might normally occur inless than a second, but could potentially take days if a severe issue occurredon one node that
prevented it from restarting correctly.

2.2.8 Timing Considerations and Synchronous Replication

Being asynchronous by default, peer nodes may lag behind making it’spossible for a client connected to multiple BDR
nodes or switchingbetween them to read stale data.

A queue wait function isprovided for clients or proxies to prevent such stale reads.

The synchronous replication features of Postgres are available to BDRas well. In addition, BDR provides multiple
variants for more synchronousreplication. Please refer to theDurability & Performance Optionschapter for an overview
and comparison of all variants available andits different modes.
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2.2.9 Application Testing

BDR applications can be tested using the following programs,in addition to other techniques.

[TPAexec]

[pgbench with CAMO/Failover options]

[isolationtester with multi-node access]

TPAexec

TPAexec is the system used by EDB to deploy reference TPAarchitectures, including those based on Postgres-BDR.

TPAexec includes test suites for each reference architecture; it alsosimplifies creating and managing a local collection
of tests to be runagainst a TPA cluster, using a syntax as in the following example:

tpaexec test mycluster mytest

We strongly recommend that developers write their own multi-node suiteof TPAexec tests which verify the main ex-
pected properties of theapplication.

pgbench with CAMO/Failover options

pgbench has been extended to allow users to run failover tests whileusing CAMO or regular BDR deployments. The
following new options havebeen added:

- m, --mode=regular|camo|failover
mode in which pgbench should run (default: regular)

--retry
retry transactions on failover

in addition to the above options, the connection information about thepeer node for failover must be specified in
DSNform.

¢/Use "-m camo’ or "-m failover to specify the mode for pgbench.

— The -m failover specification can be used to test failover in

— regular BDR deployments.

¢|Use "--retry to specify whether transactions should be retried when

— failover happens with -m failover mode. This is enabled by default
— for -m camo mode.

Here’s an example invocation in a CAMO environment:

pgbench -m camo -p $nodel_port -h $nodel_host bdrdemo \
"host=$node2_host user=postgres port=$node2_port dbname=bdrdemo"
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The above command will run in camo mode. It will connect to nodel and run the tests; if theconnection to nodel con-
nection is lost, then pgbench will connect tonode2. It will query node2 to get the status of in-flight transactions. Aborted
and in-flight transactions will be retried in camo mode.

In failover mode, if --retry is specified then in-flight transactions will be retried. Inthis scenario there is no way
to find the status of in-flight transactions.

isolationtester with multi-node access

isolationtester has been extended to allow users to run tests on multiplesessions and on multiple nodes. This is used for
internal BDR testing,though it is also available for use with user application testing.

$ isolationtester \

* --outputdir=./iso_output \

* --create-role=logical \
--dbname=postgres \
--server 'dl=dbname=nodel' \
--server 'd2=dbname=node2' \
--server 'd3=dbname=node3’'

Isolation tests are a set of tests run for examining concurrent behaviors inPostgreSQL. These tests require running
multiple interacting transactions,which requires management of multiple concurrent connections, and thereforecan’t be
tested using the normal pg_regress program. The name “isolation”comes from the fact that the original motivation
was to test theserializable isolation level; but tests for other sorts of concurrentbehaviors have been added as well.

It is built using PGXS as an external module.On installation, it creates isolationtester binary file which is run
bypg_isolation_regress to perform concurrent regression tests and observeresults.

pg_isolation_regress is a tool similar to pg_regress, but instead of usingpsql to execute a test, it uses isolation-
tester. It accepts all the samecommand-line arguments as pg_regress. It has been modified to accept multiplehosts
as parameters. It then passes these host conninfo’s along with server namesto isolationtester binary. Isolation tester
compares these server names with thenames specified in each session in the spec files and runs given tests onrespective
servers.

To define tests with overlapping transactions, we use test specificationfiles with a custom syntax, which is described in
the next section. To adda new test, place a spec file in the specs/ subdirectory, add the expectedoutput in the expected/
subdirectory, and add the test’s name to the Makefile.

Isolationtester is a program that uses libpq to open multiple connections,and executes a test specified by a spec file. A
libpq connection stringspecifies the server and database to connect to; defaults derived fromenvironment variables are
used otherwise.

Specification consists of five parts, tested in this order:
server "<name>"

¢ This defines the name of the servers that the sessions will run on. There can be zero or more server “” specifi-
cations. The conninfo corresponding to the names is provided via the command to run isolationtester. This is
described in quickstart_isolationtest.md. This part is optional.

setup { <SQL> }

* The given SQL block is executed once, in one session only, before running the test. Create any test tables or other
required objects here. This part is optional. Multiple setup blocks are allowed if needed; each is run separately,
in the given order. (The reason for allowing multiple setup blocks is that each block is run as a single PQexec
submission, and some statements such as VACUUM cannot be combined with others in such a block.)

teardown { <SQL> }
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* The teardown SQL block is executed once after the test is finished. Use this to clean up in preparation for the
next permutation, e.g dropping any test tables created by setup. This part is optional.

session '<name>"

 There are normally several “session” parts in a spec file. Each session is executed in its own connection. A session
part consists of three parts: setup, teardown and one or more “steps”. The per-session setup and teardown parts
have the same syntax as the per-test setup and teardown described above, but they are executed in each session.
The setup part typically contains a “BEGIN” command to begin a transaction.

» Additionally, a session part also consists of connect_to specification. This points to server name specified in
the beginning which indicates the server on which this session runs.

* connect_to "<name>"
* Each step has the syntax
* step "<name>" { <SQL> }

e where <name> is a name identifying this step, and SQL is a SQL statement (or statements, separated by semi-
colons) that is executed in the step. Step names must be unique across the whole spec file.

permutation '"<step name>"

¢ A permutation line specifies a list of steps that are run in that order. Any number of permutation lines can appear.
If no permutation lines are given, the test program automatically generates all possible orderings of the steps from
each session (running the steps of any one session in order). Note that the list of steps in a manually specified
“permutation” line doesn’t actually have to be a permutation of the available steps; it could for instance repeat
some steps more than once, or leave others out.

Lines beginning with a # are considered comments.

For each permutation of the session steps (whether these are manuallyspecified in the spec file, or automatically gen-
erated), the isolationtester runs the main setup part, then per-session setup parts, thenthe selected session steps, then
per-session teardown, then the mainteardown script. Each selected step is sent to the connection associatedwith its
session.

To run isolation tests in a BDR environment that ran all prerequisite makecommands, follow the below steps,
1. Run make isolationcheck-install to install the isolationtester submodule

2. You can run isolation regression tests using either of the following commands from the bdr-private repo

¢| ‘'make isolationcheck-installcheck"” ‘make isolationcheck-makecheck®

A. To run isolationcheck-installcheck, you need to have two or more postgresqlservers running. Pass the
conninfo’s of servers to pg_isolation_regressin BDR Makefile. Ex: pg_isolation_regress --server
'dl=host=myhost dbname=mydb port=5434' --server 'd2=host=myhostl dbname=mydb port=5432"'

Now, add a .spec file containing tests in specs/isolation directoryof bdr-private/ repo. Add .out file in expected/isolation
directory ofbdr-private/ repo.

Then run make isolationcheck-installcheck

B. Isolationcheck-makecheck currently supports running isolation tests on asingle instance by setting up BDR between
multiple databases.

You need to pass appropriate database names, conninfos of bdr instancesto pg_isolation_regress in BDR
Makefile as follows: pg_isolation_regress --dbname=dbl,db2 --server 'dl=dbname=dbl' --server
'd2=dbname=db2"'

Then run make isolationcheck-makecheck
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Each step may contain commands that block until further action has been taken(most likely, some other session runs
a step that unblocks it or causes adeadlock). A test that uses this ability must manually specify validpermutations,
i.e. those that would not expect a blocked session to execute acommand. If a test fails to follow that rule, isolationtester
will cancel itafter 300 seconds. If the cancel doesn’t work, isolationtester will exituncleanly after a total of 375 seconds
of wait time. Testing invalidpermutations should be avoided because they can make the isolation tests takea very long
time to run, and they serve no useful testing purpose.

Note that isolationtester recognizes that a command has blocked by lookingto see if it is shown as waiting in the
pg_locks view; therefore, onlyblocks on heavyweight locks will be detected.

2.2.10 Performance Testing & Tuning

BDR allows you to issue write transactions onto multiple master nodes.Bringing those writes back together onto each
node has a cost inperformance that you should be aware of.

First, replaying changes from another node has a CPU cost, an I/O costand it will generate WAL records. The resource
usage is usually lessthan in the original transaction since CPU overheads are lower as a resultof not needing to re-execute
SQL. In the case of UPDATE and DELETETtransactions there may be I/O costs on replay if data isn’t cached.

Second, replaying changes holds table-level and row-level locks that canproduce contention against local workloads.
The CRDT (Conflict-free Replicated Data Types) and CLCD (Column-Level Conflict Detection) featuresensure you
get the correct answers even for concurrent updates, but theydon’t remove the normal locking overheads. If you get
locking contention,try to avoid conflicting updates and/or keep transactions as short aspossible. A heavily updated row
within a larger transaction will causea bottleneck on performance for that transaction. Complex applicationsrequire
some thought to maintain scalability.

If you think you’re having performance problems, you’re encouragedto develop performance tests using the bench-
marking tools above. pgbenchallows you to write custom test scripts specific to your use caseso you can understand
the overheads of your SQL and measure the impactof concurrent execution.

So if “BDR is running slow”, then we suggest the following:

1. Write a custom test script for pgbench, as close as you can make it to the production system’s problem case.2. Run
the script on one node to give you a baseline figure.3. Run the script on as many nodes as occurs in production,
using the same number of sessions in total as you did on one node. This will show you the effect of moving to
multiple nodes.4. Increase the number of sessions for the above 2 tests, so you can plot the effect of increased
contention on your application.5. Make sure your tests are long enough to account for replication delays.6.
Ensure that replication delay isn’t growing during your tests.

Use all of the normal Postgres tuning features to improve the speedof critical parts of your application.

2.2.11 Assessing Suitability

BDR is compatible with PostgreSQL, but not all PostgreSQL applications aresuitable for use on distributed databases.
Most applications are already, orcan be easily modified to become BDR compliant. Users can undertake anassessment
activity in which they can point their application to a BDR-enabledsetup. BDR provides a few knobs which can be set
during the assessment period.These will aid in the process of deciding suitability of their application ina BDR-enabled
environment.
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Assessing updates of Primary Key/Replica Identity

BDR cannot currently perform conflict resolution where the PRIMARY KEY is changedby an UPDATE operation. It
is permissible to update the primary key, but you mustensure that no conflict with existing values is possible.

When running on EDB Postgres Extended, BDR provides the following configurationparameter to assess how fre-
quently the primary key/replica identity of any tableis being subjected to update operations.

Note that these configuration parameters must only be used for assessment only. They can be used on a single node BDR
instance, but must not be used on a productionBDR cluster with two or more nodes replicating to each other. In fact, a
nodemay fail to start or a new node will fail to join the cluster if any of theassessment parameters are set to anything
other than IGNORE.

bdr.assess_update_replica_identity = IGNORE (default) | LOG | WARNING | ERROR

By enabling this parameter during the assessment period, one can log updates tothe key/replica identity values of a
row. One can also potentially block suchupdates, if desired. E.g.

CREATE TABLE public.test(g int primary key, h int);
INSERT INTO test VALUES (1, 1);

SET bdr.assess_update_replica_identity TO 'error';
UPDATE test SET g = 4 WHERE g = 1;
ERROR: bdr_assess: update of key/replica identity of table public.test

Apply worker processes will always ignore any settings for this parameter.

Assessing use of LOCK on tables or in SELECT queries

Because BDR writer processes operate much like normal user sessions, they are subject tothe usual rules around row
and table locking. This can sometimes lead to BDR writerprocesses waiting on locks held by user transactions, or even
by each other.

When running on EDB Postgres Extended, BDR provides the followingconfiguration parameter to assess if the appli-
cation is taking explicit locks.

bdr.assess_lock_statement = IGNORE (default) | LOG | WARNING | ERROR

Two types of locks that can be tracked are:

explicit table-level locking (LOCK TABLE ...) by user sessions

explicit row-level locking (SELECT ... FOR UPDATE/FOR SHARE) by user sessions

By enabling this parameter during the assessment period, one can track (or block) such explicitlocking activity. E.g.

CREATE TABLE public.test(g int primary key, h int);
INSERT INTO test VALUES (1, 1);

SET bdr.assess_lock_statement TO 'error';
SELECT * FROM test FOR UPDATE;
ERROR: bdr_assess: "SELECT FOR UPDATE" invoked on a BDR node

SELECT * FROM test FOR SHARE;
ERROR: bdr_assess: "SELECT FOR SHARE" invoked on a BDR node

(continues on next page)
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(continued from previous page)

SET bdr.assess_lock_statement TO 'warning';
LOCK TABLE test IN ACCESS SHARE MODE;
WARNING: bdr_assess: "LOCK STATEMENT" invoked on a BDR node

2.3 PostgreSQL Configuration for BDR

There are several PostgreSQL configuration parameters that affect BDRnodes. Note that these parameters could be set
differently on each node,though that is not recommended, in general.

2.3.1 PostgreSQL Settings for BDR

BDR requires these PostgreSQL settings to run correctly:

¢l "'wal_level® - Must be set to "logical’, since BDR relies upon logical decoding.

“shared_preload_libraries’ - This must contain "bdr’, though may also contain

— other entries before or afterwards, as needed, however ‘pglogical’ must not

— be included

“track_commit_timestamp® - Must be set to 'on' for conflict resolution to

— retrieve the timestamp for each conflicting row.

BDR requires these PostgreSQL settings to be set to appropriate values,which vary according to the size and scale of
the cluster.

“logical_decoding_work_mem® - memory buffer size used by logical decoding.

— Transactions larger than this will overflow the buffer and be stored

— temporarily on local disk. Default 64MB, but can be set much higher.

"max_worker_processes’ - BDR uses background workers for replication

— and maintenance tasks, so there need to be enough worker slots for it to

work correctly. The formula for the correct minimal number of workers is:

one per PostgreSQL instance + one per database on that instance + four

per BDR-enabled database + one per peer node in the BDR group + one for each

writer enabled per peer node in the BDR group, for each database.

Additional worker processes may be needed temporarily when node is being

removed from a BDR group.

‘max_wal_senders’ - Two needed per every peer node.

18 Chapter 2. Supported PostgreSQL database servers



BDR (Bi-Directional Replication), Release 4.0.0

‘max_replication_slots® - Same as ‘max_wal_senders’.

‘wal_sender_timeout’® and “wal_receiver_timeout® - Determine how

— quickly a node considers its CAMO partner as disconnected or
— reconnected; see CAMO Failure Scenarios for
— details.

Note that in normal running for a group with N peer nodes, BDR will requireN slots/walsenders. During synchroniza-
tion, BDR will temporarily use anotherN - 1 slots/walsenders, so be careful to set the above parameters high enoughto
cater for this occasional peak demand.

With parallel apply turned on, the number of slots needs to be increased toN slots from above formula * writers. This
is because the max_replication_slotsalso sets maximum number of replication origins and some of the function-
alityof parallel apply uses extra origin per writer.

When WAL Decoder is enabled, the WAL decoder process will require one extra replication slot per BDR group.

The general safe recommended value on a 4 node BDR Group with a single databaseis just to set
max_replication_slots and max_worker_processes to somethinglike 50 and max_wal_senders to at least 10.

Note also that changing these parameters requires restarting the local node:max_worker_processes,
max_wal_senders, max_replication_slots.

Applications may also wish to set these parameters. Please see chapter on[Durability & Performance Options] for
further discussion.

¢| “synchronous_commit® - affects the durability and performance of BDR replication

— in a similar way to physical replication.

“synchronous_standby_names® - same as above

2.3.2 EDB PG Extended and EDB PG Advanced Settings for BDR

The following Postgres settings need to be considered for commit atmost once (CAMO), a feature that is only available
for BDR incombination with PG Extended. Some of these are only available inPG Extended; others already exist in
the community version, but onlybecome relevant with BDR in combination with CAMO.

¢| “synchronous_replication_availability - Can optionally be “async’

for increased availability by allowing a node to continue and

commit after its CAMO partner got disconnected. Under the default

value of wait, the node will wait indefinitely, and proceed to

commit only after the CAMO partner reconnects and sends

confirmation.

“snapshot_timestamp™ - Turns on the usage of

— timestamp-based snapshots and sets the timestamp to use.
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2.3.3 BDR Specific Settings

There are also BDR specific configuration settings that can be set.Unless noted otherwise, values may be set by any
user at any time.

Conflict Handling

“bdr.default_conflict_detection® - Sets the default conflict detection method

— for newly created tables; accepts same values as

— bdr.alter_table_conflict_detection()

Global Sequence Parameters

“bdr.default_sequence_kind® - Sets the default [sequence kind] (sequences).

DDL Handling

“bdr.default_replica_identity - Sets the default value for 'REPLICA IDENTITY®

— on newly created tables. The REPLICA IDENTITY defines which information is
— written to the write-ahead log to identify rows which are updated or deleted.
— The accepted values are:

— % DEFAULT - records the old values of the columns of the primary key, if any (this is the default Post-
greSQL behavior). - FULL - records the old values of all columns in the row. - NOTHING - records no
information about the old row.

— See PostgreSQL documentation for more details.

— BDR can not replicate UPDATEs and DELETEs on tables without a PRIMARY KEY or UNIQUE constraint,
unless the replica identity for the table is FULL, either by table-specific configuration or via bdr.
default_replica_identity.

—| If bdr.default_replica_identity is DEFAULT and there is a “UNIQUE® o
—,constraint on the table, it will not be automatically picked up as "REPLICA
< IDENTITY . It needs to be set explicitly at the time of creating the.
—table, or afterwards as described in the documentation above.

— Setting the replica identity of table(s) to FULL increases the volume of WAL written and the amount of data
replicated on the wire for the table.

“bdr.ddl_replication’ - Automatically replicate DDL across nodes (default

- ‘50n79) .
— This parameter can be only set by bdr_superuser or superuser roles.

— Running DDL or calling BDR administration functions with bdr.dd1l_replication = off can create
situations where replication stops until an administrator can intervene. See the DDL replication chapter for
details.
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— A LOG-level log message is emitted to the PostgreSQL server logs whenever bdr.ddl_replication is
set to off. Additionally, a WARNING-level message is written whenever replication of captured DDL
commands or BDR replication functions is skipped due to this setting.

“bdr.role_replication’ - Automatically replicate ROLE commands across nodes

(default “on”). This parameter is settable by a superuser only. This setting

only works if bdr.ddl_replication is turned on as well.

Turning this off without using external methods to ensure roles are in sync across all nodes may cause
replicated DDL to interrupt replication until the administrator intervenes.

See Role manipulation statements in the DDL replication chapter for details.

"bdr.ddl_locking®™ - Configures the operation mode of global locking for DDL.

This parameter can be only set by bdr_superuser or superuser roles.

Possible options are:

— % off - do not use global locking for DDL operations - on - use global locking for all DDL operations
- dml - only use global locking for DDL operations that need to prevent writes by taking the global
DML lock for a relation

A LOG-level log message is emitted to the PostgreSQL server logs whenever bdr.ddl_replication is
set to off. Additionally, a WARNING message is written whenever any global locking steps are skipped due
to this setting. It is normal for some statements to result in two WARNINGs, one for skipping the DML lock
and one for skipping the DDL lock.

¢| "bdr.truncate_locking® - False by default, this configuration option sets the

— TRUNCATE command’s locking behavior. Determines whether (when true) TRUNCATE
— obeys the bdr.dd]_locking setting.

Global Locking

"bdr.ddl_locking® - Described above.

¢| "bdr.global_lock_max_locks"™ - Maximum number of global locks that can be

— held on a node (default 1000). May only be set at Postgres server start.

¢| "bdr.global_lock_timeout® - Sets the maximum allowed duration of any wait

— for a global lock (default 10 minutes). A value of zero disables this timeout.

¢| "bdr.global_lock_statement_timeout™ - Sets the maximum allowed duration of

— any statement holding a global lock (default 60 minutes).

— A value of zero disables this timeout.

¢l "bdr.global_lock_idle_timeout ™ - Sets the maximum allowed duration of

— idle time in transaction holding a global lock (default 10 minutes).

— A value of zero disables this timeout.
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Node Management

“bdr.replay_progress_frequency” - Interval for sending replication position

— info to the rest of the cluster (default 1 minute).

“bdr.standby_slot_names”® - Require these slots to receive and confirm

— replication changes before any other ones. This is useful primarily when

— using physical standbys for failover or when using subscribe-only nodes.

Generic Replication

“bdr.writers_per_subscription® - Default number of writers per

— subscription (in BDR this can also be changed by

— bdr.alter_node_group_config for a group).

"bdr.max_writers_per_subscription’ - Maximum number of writers

— per subscription (sets upper limit for the setting above).

"bdr.xact_replication® - Replicate current transaction (default "on").

— Turning this off will make the whole transaction local only, which means the transaction will not be visible to
logical decoding by BDR and all other downstream targets of logical decoding. Data will not be transferred
to any other node, including logical standby nodes.

— This parameter can be only set by the bdr_superuser or superuser roles.

— This parameter can only be set inside the current transaction using the SET LOCAL command unless bdr.
permit_unsafe_commands = on.

! Note * Even with transaction replication disabled, WAL will be generated but those changes will be filtered away
on the origin.

!l Warning * Turning off bdr.xact_replication will lead to data inconsistency between nodes, and should only
be used to recover from data divergence between nodes or in replication situations where changes on single nodes are
required for replication to continue. Use at your own risk.

*| "bdr.permit_unsafe_commands® - Option to override safety check on commands

— that are deemed unsafe for general use.
— Requires bdr_superuser or PostgreSQL superuser.

!l Warning * The commands that are normally not considered safe may either produce inconsistent results or break
replication altogether. Use at your own risk.

“bdr.batch_inserts® - How many consecutive inserts to one table within

— asingle transaction turns on batch processing of inserts for that table.

— This option allows replication of large data loads as COPY internally, rather than set of inserts. It also how
the initial data during node join is copied.
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“bdr.maximum_clock_skew’

— This specifies what should be considered as the maximum difference between the incoming
transaction commit timestamp and the current time on the subscriber before triggering bdr.
maximum_clock_skew_action.

— This checks if the timestamp of the currently replayed transaction is in the future compared to the current
time on the subscriber; and if it is, and the difference is larger than bdr.maximum_clock_skew, it will do
the action specified by the bdr.maximum_clock_skew_action setting.

— The default is -1, which means: ignore clock skew (the check is turned off). It is valid to set O as when
the clock on all servers are synchronized, the fact that we are replaying the transaction means it has been
committed in the past.

“bdr.maximum_clock_skew_action’

— This specifies the action to take if a clock skew higher than bdr.maximum_clock_skew is detected.
— There are two possible values for this option:

— = WARN - Log a warning about this fact. The warnings are logged once per minute (the default) at the
maximum to prevent flooding the server log. - WAIT - Wait for as long as the current local timestamp
is no longer older than remote commit timestamp minus the bdr.maximum_clock_skew.

bdr.standby_slot_names

This option is typically used in failover configurations to ensure that thefailover-candidate streaming physical replica(s)
for this BDR nodehave received and flushed all changes before they ever become visible to anysubscribers. That
guarantees that a commit cannot vanish on failover to astandby for the provider.

Replication slots whose names are listed in the comma-separatedbdr . standby_slot_names list are treated specially
by the walsenderon a BDR node.

BDR’s logical replication walsenders will ensure that all local changesare sent and flushed to the replication slots in
bdr.standby_slot_namesbefore the node sends those changes to any other BDR replicationclients. Effectively it
provides a synchronous replication barrier between thenamed list of slots and all other replication clients.

Any replication slot may be listed in bdr . standby_slot_names; bothlogical and physical slots work, but it’s generally
used for physical slots.

Without this safeguard, two anomalies are possible where a commit can bereceived by a subscriber then vanish from
the provider on failover becausethe failover candidate hadn’t received it yet:

For 1+ subscribers, the subscriber may have applied the change but the new

— provider may execute new transactions that conflict with the received change,
— as it never happened as far as the provider is concerned;

and/or

For 2+ subscribers, at the time of failover, not all subscribers have applied

— the change.The subscribers now have inconsistent and irreconcilable states
— because the subscribers that didn’t receive the commit have no way to get it

— Now.
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Setting bdr.standby_slot_names will (by design) cause subscribers tolag behind the provider if the provider’s
failover-candidate replica(s) are notkeeping up. Monitoring is thus essential.

Another use-case where the bdr.standby_slot_names is useful is when usingsubscriber-only, to ensure that the
subscriber-only node doesn’t move aheadof any of the other BDR nodes.

bdr.standby_slots_min_confirmed

Controls how many of the bdr. standby_slot_names have to confirm beforewe send data to BDR subscribers.

bdr.writer_input_queue_size

This option is used to specify the size of the shared memory queue usedby the receiver to send data to the writer process.
If the writer process isstalled or making slow progress, then the queue might get filled up, stallingthe receiver process
too. So it’s important to provide enough shared memory forthis queue. The default is IMB and the maximum allowed
size is 1GB. While anystorage size specifier can be used to set the GUC, the default is kB.

bdr.writer_output_queue_size

This option is used to specify the size of the shared memory queue usedby the receiver to receive data from the writer
process. Since the writer isnot expected to send a large amount of data, a relatively smaller sized queueshould be
enough. The default is 32kB and the maximum allowed size is IMB.While any storage size specifier can be used to set
the GUC, the default iskB.

bdr.min_worker_backoff_delay

Rate limit BDR background worker launches by preventing a given workerfrom being relaunched more often than
everybdr.min_worker_backoff_delay milliseconds. Time-unit suffixes are supported.

I Note * This setting currently only affects receiver worker, which means it primarily affects how fast a subscription
will try to reconnect on error or connection failure.

The default is 1s. The delay is a time limit applied from launch-to-launch,so the default value of 1s limits of workers
to at most once (re)launchesper second.

If the backoff delay setting is changed and the PostgreSQL configuration isreloaded then all current backoff waits will
be reset. Additionally, thebdr .worker_task_reset_backoff_all() function is provided to allow theadministrator
to force all backoff intervals to immediately expire.

A tracking table in shared memory is maintained to remember the last launchtime of each type of worker. This tracking
table is not persistent; it iscleared by PostgreSQL restarts, including soft-restarts during crash recoveryafter an unclean
backend exit.

The view "bdr.worker_tasks <monitoring#bdr.worker_tasks>"__may be used to inspect this state so the adminis-
trator can see any backoffrate-limiting currently in effect.

For rate limiting purposes, workers are classified by “task”. This key consistsof the worker role, database oid, sub-
scription id, subscription writer id,extension library name and function name, extension-supplied worker name, andthe
remote relation id for sync writers. NULL is used where a givenclassifier does not apply, e.g. manager workers don’t
have a subscription IDand receivers don’t have a writer id.
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CRDTs

“bdr.crdt_raw_value® - Sets the output format of [CRDT Data Types](crdt).

The default output (when this setting is off) is to return only the current

value of the base CRDT type (for example, a bigint for crdt_pncounter).

When set to on, the returned value represents the full representation of

the CRDT value, which can for example include the state from multiple nodes.

Max Prepared Transactions

‘max_prepared_transactions® - Needs to be set high enough to cope

with the maximum number of concurrent prepared transactions across

the cluster due to explicit two-phase commits, CAMO or Eager

transactions. Exceeding the limit prevents a node from running a

local two-phase commit or CAMO transaction, and will prevent all

Eager transactions on the cluster.

May only be set at Postgres server start.

(EDB Postgres Extended)

Eager Replication

“bdr.commit_scope’ - Setting the commit scope to “global’ enables

— eager all node replication (default 1ocal).

“bdr.global_commit_timeout® - Timeout for both stages of a global

— two-phase commit (default 60s) as well as for CAMO-protected transactions
— in their commit phase, as a limit for how long to wait for the CAMO
— partner.

I1! Note * This is only available on EDB Postgres Extended.

Commit at Most Once

“bdr.enable_camo® - Used to enable and control the CAMO feature.

Defaults to off. CAMO can be switched on per transaction by

setting this to remote_write, remote_commit_async, or

remote_commit_flush. For backwards-compatibility, the values
on, true, and 1 set the safest remote_commit_flush mode.

While false or 0 also disable CAMO.
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"bdr.standby_dsn® - Allows manual override of the connection

— string (DSN) to reach the CAMO partner, in case it has changed since
— the crash of the local node. Should usually be unset.

— May only be set at Postgres server start.

"bdr.camo_local_mode_delay”® - The commit delay that applies in

— CAMO’s Local mode to emulate the overhead that normally occurs with
— the CAMO partner having to confirm transactions. Defaults to 5 ms.

— Setting to 0 disables this feature.

“bdr.camo_enable_client_warnings ™ - Emit warnings if an activity is

— carried out in the database for which CAMO properties cannot be
— guaranteed. This is enabled by default. Well-informed users can choose
— to disable this to reduce the amount of warnings going into their logs.

11! Note * This is only available on EDB Postgres Extended.

Transaction streaming

“bdr.default_streaming_mode"™ - used to control transaction streaming by

the subscriber node. Permissible values are: off, writer, file, auto.

— Defaults to auto. If set to off, the subscriber will not request

— transaction streaming. If set to one of the other permissible values, the

— subscriber will request transaction streaming and the publisher will provide

— this if it supports them (support is available from BDR 4.0 with PostgreSQL

— 14, EDB Postgres Extended 13 and EPAS 14) and configured at group level. For

— more details, see Transaction Streaming.

Timestamp-based Snapshots

“bdr.timestamp_snapshot_keep” - For how long to keep valid snapshots for the

— timestamp-based snapshot usage (default 0, meaning do not keep past snapshots).
— Also see snapshot_timestamp above.

— (EDB Postgres Extended)
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Monitoring and Logging

"bdr.debug_level® - Defines the log level that BDR uses to write

— its debug messages. The default value is debug2. If you want to see

— detailed BDR debug output, set bdr.debug_level = 'log'.

“bdr.trace_level® - Similar to the above, this defines the log level

— to use for BDR trace messages. Enabling tracing on all nodes of a
— BDR cluster may help EDB Support to diagnose issues.
— May only be set at Postgres server start.

11! Warning * Setting bdr.debug_level or bdr.trace_level to a value >= log_min_messages can produce a
very large volume of log output, so it should not be enabled long term in production unless plans are in place for log
filtering, archival and rotation to prevent disk space exhaustion.

“bdr.track_subscription_apply® - Track apply statistics for

— each subscription.

“bdr.track_relation_apply’ - Track apply statistics for each

— relation.

“bdr.track_apply_lock_timing® - Track lock timing when tracking

— statistics for relations.

Internals

“bdr.raft_keep_min_entries’ - The minimum number of entries to keep in the

— Raft log when doing log compaction (default 100). The value of 0 will disable
— log compaction. **WARNING: If log compaction is disabled, the log will

— grow in size forever.** May only be set at Postgres server start.

"bdr.raft_response_timeout - To account for network failures, the

— Raft consensus protocol implemented will time out requests after a

— certain amount of time. This timeout defaults to 30 seconds.

“bdr.raft_log_min_apply_duration’® - To move the state machine

forward, Raft appends entries to its internal log. During normal

operation, appending takes only a few milliseconds. This poses an

upper threshold on the duration of that append action, above which

an INFO message is logged. This may indicate an

actual problem. Default value of this parameter is 3000 ms.
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"bdr.raft_log_min_message_duration’ - When to log a consensus request.

— Measure round trip time of a bdr consensus request and log an
— INFO message if the time exceeds this parameter. Default value

— of this parameter is 5000 ms.

"bdr.raft_group_max_connections’ - The maximum number of connections

— across all BDR groups for a Postgres server. These connections carry
— bdr consensus requests between the groups’ nodes. Default value of this

— parameter is 100 connections. May only be set at Postgres server start.

“bdr.backwards_compatibility” - Specifies the version to be

backwards-compatible to, in the same numerical format as used by

bdr.bdr_version_num, e.g. 30618. Enables exact behavior of a

former BDR version, even if this has generally unwanted effects.

Defaults to the current BDR version. Since this changes from release

to release, we advise against explicit use within the configuration

file unless the value is different to the current version.

“bdr.track_replication_estimates’ - Track replication estimates in terms

of apply rates and catchup intervals for peer nodes. This information can

be used by protocols like CAMO to estimate the readiness of a

peer node. This parameter is enabled by default.

(EDB Postgres Extended)

“bdr.lag_tracker_apply_rate_weight - We monitor how far behind peer nodes

are in terms of applying WAL from the local node, and calculate a moving

average of the apply rates for the lag tracking. This parameter specifies

how much contribution newer calculated values have in this moving average

calculation. Default value is 0.1.

(EDB Postgres Extended)
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2.4 Node Management

Each database that is member of a BDR group must be represented by its ownnode. A node is an unique identifier of
such a database in the BDR group.

At present, each node can be a member of just one node group; this may beextended in later releases. Each node may
subscribe to one or moreReplication Sets to give fine-grained control over replication.

A BDR Group may also contain zero or more sub-groups, allowing a varietyof different architectures to be created.

2.4.1 Creating and Joining a BDR Group

For BDR, every node has to have a connection to every other node. To makeconfiguration easy, when a new node joins,
it automatically configures allexisting nodes to connect to it. For this reason, every node, includingthe first BDR node
created, must know the PostgreSQL connection string(sometimes referred to as a DSN, for “data source name”) that
other nodescan use to connect to it. Both formats of connection string are supported.So you can use either key-value
format, like host=myhost port=5432 dbname=mydb,or URI format: postgresql://myhost:5432/mydb.

The SQL function bdr. create_node_group() is used to create the BDR groupfrom the local node. Doing so acti-
vates BDR on that node and allows othernodes to join the BDR group (which consists of only one node at that point).At
the time of creation, you must specify the connection string that other nodes will use to connect to this node.

Once the node group is created, every further node can join the BDRgroup using the bdr. join_node_group () func-
tion.

Alternatively, use the command line utility bdr_init_physical tocreate a new node, using pg_basebackup (or a
physical standby) of an existingnode. If using pg_basebackup, the bdr_init_physical utility can optionallyspecify
the base backup of the target database only, as opposed to the earlierbehaviour of backup of the entire database cluster.
This should make this activitycomplete faster, and also allow it to use less space due to the exclusion ofunwanted
databases. If only the target database is specified, then the excludeddatabases get cleaned up and removed on the new
node.

!l Warning * Only one node at the time should join the BDR node group, or be parted from it. If a new node is being
joined while there is another join or part operation in progress, the new node will sometimes not have consistent data
after the join has finished.

When a new BDR node is joined to an existing BDR group or a node is subscribedto an upstream peer, before replication
can begin, the system must copy theexisting data from the peer node(s) to the local node. This copy must becarefully
coordinated so that the local and remote data starts outidentical; it is not sufficient to just use pg_dump yourself. The
BDRextension provides built-in facilities for making this initial copy.

During the join process, the BDR extension will synchronize existing datausing the provided source node as the ba-
sis, and creates all metadatainformation needed for establishing itself in the mesh topology in the BDRgroup. If the
connection between the source and the new node disconnects duringthis initial copy, the join process will need to be
restarted from thebeginning.

The node that is joining the cluster must not contain any schema or datathat already exists on databases in the BDR
group. We recommend that thenewly joining database is empty except for the BDR extension. However,it’s important
to that all required database users and roles are created.

The schema synchronization can be optionally skipped using synchronize_structureparameter of bdr.
join_node_group() function in which case the schema mustexist on the newly joining node already.

We recommend that the source node which has the best connection (i.e. is closest) is selected as the source node for
joining, since that lowers the timeneeded for the join to finish.

The join procedure is coordinated using the Raft consensus algorithm, whichrequires most existing nodes to be online
and reachable.
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The logical join procedure (which uses bdr. join_node_group () function)performs data sync doing COPY operations
and will use multiple writers(parallel apply) if those are enabled.

Node join can execute concurrently with other node joins for the majority ofthe time taken to join. Only one regular node
at a time can be in either ofthe states PROMOTE or PROMOTING, which are typically fairly short.The subscriber-only
nodes are an exception to this rule, and they can becocurrently in PROMOTE and PROMOTING states as well.

Note that the join process uses only one node as the source, so can beexecuted when nodes are down, if a majority of
nodes are available.This can cause a complexity when running logical join:During logical join, the commit timestamp
of rows copied from the sourcenode will be set to the latest commit timestamp on the source node.Committed changes
on nodes that have a commit timestamp earlier than this(because nodes are down or have significant lag) could conflict
with changesfrom other nodes; in this case, the newly joined node could be resolveddifferently to other nodes, causing a
divergence. As aresult, we recommendnot to run a node join when significant replication lag exists between nodes;but if
this is necessary, run LiveCompare on the newly joined node tocorrect any data divergence once all nodes are available
and caught up.

pg_dump may fail when there is concurrent DDL activity on the source nodebecause of cache lookup failures.
Since bdr.join_node_group() uses pg_dumpinternally, it may fail if there is concurrent DDL activity on the source
node.Retrying the join should work in such a case.

Joining a Heterogeneous Cluster

BDR 4.0 node can join a BDR cluster running 3.7.x at a specificminimum maintenance release (e.g. 3.7.6) or a mix
of 3.7 and 4.0 nodes.This procedure is useful when user wants to upgrade not just the BDRmajor version but also the
underlying PostgreSQL majorversion. This can be achieved by joining a 3.7 node running onPostgreSQL 12 or 13 to
a BDR cluster running 3.6.x onPostgreSQL 11. Of course, the new node can also berunning on the same PostgreSQL
major release as all of the nodes in theexisting cluster.

BDR ensures that the replication works correctly in all directionseven when some nodes are running 3.6 on one Post-
greSQL major release andother nodes are running 3.7 on another PostgreSQL major release. Butit’s recommended that
the user quickly bring the cluster into ahomogenous state by parting the older nodes once enough new nodes hasjoined
the cluster. Care must be taken to not run any DDLs that mightnot be available on the older versions and vice versa.

A node joining with a different major PostgreSQL release cannot usephysical backup taken via bdr_init_physical
and the node must joinusing the logical join method. This is necessary because the majorPostgreSQL releases are not
on-disk compatible with each other.

Note that when a 3.7 node joins the cluster using a 3.6 node as asource, certain configuration such as conflict resolution
configurationsare not copied over from the source node. The node must be configuredafter it has joined the cluster.

Connection DSNs and SSL (TLS)

The DSN of a node is simply a 1ibpq connection string, since nodes connectusing 1ibpq. As such, it can contain any
permitted 1ibpqg connectionparameter, including those for SSL. Note that the DSN must work as theconnection string
from the client connecting to the node in which it isspecified. An example of such a set of parameters using a client
certificate isshown here:

sslmode=verify-full sslcert=bdr_client.crt sslkey=bdr_client.key
sslrootcert=root.crt

With this setup, the files bdr_client.crt, bdr_client.key androot.crt must be present in the data directory on
each node, with theappropriate permissions.For verify-full mode, the server’s SSL certificate will be checked toen-
sure that it is directly or indirectly signed with the root.crt CertificateAuthority, and that the host name or address
used in the connection matches thecontents of the certificate. In the case of a name, this can match a SubjectAlterna-
tive Name or, if there are no such names in the certificate, theSubject’s Common Name (CN) field.Postgres does not
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currently support Subject Alternative Names for [Paddresses, so if the connection is made by address rather than name,
it mustmatch the CN field.

The CN of the client certificate must be the name of the user making theBDR connection.This is usually the user
postgres. Each node will require matchinglines permitting the connection in the pg_hba. conf file; for example:

hostssl all postgres 10.1.2.3/24 cert
hostssl replication postgres 10.1.2.3/24 cert

Another setup could be to use SCRAM-SHA-256 passwords instead of clientcertificates, and not bother about verifying
the server identity as long asthe certificate is properly signed. Here the DSN parameters might be just:

sslmode=verify-ca sslrootcert=root.crt

...and the corresponding pg_hba. conf lines would be like this:

hostssl all postgres 10.1.2.3/24 scram-sha-256
hostssl replication postgres 10.1.2.3/24 scram-sha-256

In such a scenario, the postgres user would need a .pgpass filecontaining the correct password.

2.4.2 Witness Nodes

If the cluster has an even number of nodes, it may be beneficial to createan extra node to help break ties in the event of
a network split (ornetwork partition, as it is sometimes called).

Rather than create an additional full-size node, you can create a micro node,sometimes called a Witness node. This is
a normal BDR node thatis deliberately set up not to replicate any tables or data to it.

2.4.3 Logical Standby Nodes

LLIT3

BDR allows you to create a “logical standby node”, also known as an “offloadnode”, a “read-only node”, “receive-only
node” or “logical read replicas”.A master node can have zero, one or more logical standby nodes.

With a physical standby node, the node never comes up fully, forcing it tostay in continual recovery mode.BDR allows
something similar. bdr. join_node_group has the pause_in_standbyoption to make the node stay in half-way-joined
as a logical standby node.Logical standby nodes receive changes but do not send changes made locallyto other nodes.

Later, if desired, use bdr.promote_node() to move the logical standby into afull, normal send/receive node.

A logical standby is sent data by one source node, defined by the DSN inbdr. join_node_group. Changes from all
other nodes are received from this onesource node, minimizing bandwidth between multiple sites.

There are multiple options for high availability:

If the source node dies, one physical standby can be promoted to a master.

— In this case, the new master can continue to feed any/all logical standby nodes.

If the source node

dies, one logical standby can be promoted to a full node and replace the source

in a failover operation similar to single master operation. Note that if there

are multiple logical standby nodes, the other nodes cannot follow the new master,

so the effectiveness of this technique is effectively limited to just one logical
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— standby.

Note that in case a new standby is created of an existing BDR node,the necessary replication slots for operation are not
synced to thenew standby until at least 16 MB of LSN has elapsed since the groupslot was last advanced. In extreme
cases, this may require a full16 MB before slots are synced/created on the streaming replica. Ifa failover or switchover
occurs during this interval, thestreaming standby cannot be promoted to replace its BDR node, as thegroup slot and
other dependent slots do not exist yet.

On EDB Postgres Extended and EDB Postgres Advaced, this is resolvedautomatically. The slot sync-up process on
the standby solves this byinvoking a function on the upstream. This function moves the group slot in theentire BDR
cluster by performing WAL switches and requesting all BDRpeer nodes to replay their progress updates. The above
causes thegroup slot to move ahead in a short timespan. This reduces the timerequired by the standby for the initial
slot’s sync-up, allowing forfaster failover to it, if required.

On PostgreSQL, it is important to ensure that slot’s sync up has completed onthe standby before promoting it. The
following query can be run on thestandby in the target database to monitor and ensure that the slots havesynced up with
the upstream. The promotion can go ahead when this queryreturns true.

SELECT true FROM pg_catalog.pg_replication_slots WHERE
slot_type = 'logical' AND confirmed_flush_1lsn IS NOT NULL;

It is also possible to nudge the slot sync-up process in the entire BDRcluster by manually performing WAL switches
and by requesting all BDRpeer nodes to replay their progress updates. This activity will causethe group slot to move
ahead in a short timespan, and also hasten theslot sync-up activity on the standby. The following queries can be runon
any BDR peer node in the target database for this:

SELECT bdr.run_on_all _nodes('SELECT pg_catalog.pg_switch_wal()"');
SELECT bdr.run_on_all_nodes('SELECT bdr.request_replay_progress_update()');

Use the monitoring query from above on the standby to check that thesequeries indeed help in faster slot sync-up on
that standby.

Logical standby nodes can themselves be protected using physical standby nodes,if desired, so Master-
>LogicalStandby->PhysicalStandby. Note that you cannotcascade from LogicalStandby to LogicalStandby.

Note that a logical standby does allow write transactions, so the restrictionsof a physical standby do not apply. This can
be used to great benefit, sinceit allows the logical standby to have additional indexes, longer retentionperiods for data,
intermediate work tables, LISTEN/NOTIFY, temp tables,materialized views, and other differences.

Any changes made locally to logical standbys that commit before the promotionwill not be sent to other nodes. All
transactions that commit after promotionwill be sent onwards. If you perform writes to a logical standby, you areadvised
to take care to quiesce the database before promotion.

You may make DDL changes to logical standby nodes but they will not bereplicated, nor will they attempt to take global
DDL locks. BDR functionswhich act similarly to DDL will also not be replicated. See [DDL Replication].If you have
made incompatible DDL changes to a logical standby,then the database is said to be a divergent node. Promotion of
a divergentnode will currently result in replication failing.As a result, you should plan to either ensure that a logical
standby nodeis kept free of divergent changes if you intend to use it as a standby, orensure that divergent nodes are
never promoted.
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2.4.4 Physical Standby Nodes

BDR also enables the creation of traditional physical standby failover nodes. These are commonly intended to directly
replace a BDR node within the cluster after a short promotion procedure. As withany standard Postgres cluster, a node
may have any number of thesephysical replicas.

There are, however, some minimal prerequisites for this to work properly due to the use of replication slots and other
functional requirements in BDR:

¢| The connection between BDR Primary and Standby uses streaming

— replication through a physical replication slot.

*| The Standby has:

— % recovery.conf (for PostgreSQL <12, for PostgreSQL 12+ these settings should be in postgres.
conf):

- - ‘primary_conninfo’ pointing to the Primary

- - ‘primary_slot_name’ naming a physical replication slot on the Primary to be.
—used only by this Standby

% postgresqgl.conf:

-| - “shared_preload_libraries = 'bdr'', there can be other plugins in the list.
—as well, but pglogical must not be included

- - “hot_standby = on’

- - “hot_standby_feedback = on’

¢| The Primary has:

— x postgresql.conf:

- - "bdr.standby_slot_names’™ should specify the physical

replication slot used for the Standby's "primary_slot_name .

While this is enough to produce a working physical standby of a BDR node, there are some additional concerns that
should be addressed.

Once established, the Standby requires sufficient time and WAL traffic to trigger an initial copy of the Primary’s other
BDR-related replication slots, including the BDR group slot. At minimum, slots on a Standby are only “live” and will
survive a failover if they report a non-zero confirmed_flush_lsn as reported by pg_replication_slots.

As a consequence, physical standby nodes in newly initialized BDR clusters with low amounts of write activity should
be checked before assuming a failover will work normally. Failing to take this precaution can result in the Standby
having an incomplete subset of required replication slots necessary to function as a BDR node, and thus an aborted
failover.

The protection mechanism that ensures physical standby nodes are up to dateand can be promoted (as configured bdr.
standby_slot_names) affects theoveral replication latency of the BDR Group as the group replication onlyhappens
once the physical standby nodes are up to date.
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For these reasons it’s generally recommended to use either logical standby nodesor subscribe-only group instead of
physical stanby nodes because they bothhave better operational characteristics in comparison.

You can can manually ensure the group slot is advanced on all nodes(as much as possible), which helps hasten the
creaation of BDR-relatedreplication slots on a physical standby using the following SQL syntax:

SELECT bdr.move_group_slot_all_nodes();

Upon failover, the Standby must perform one of two actions to replacethe Primary:

1. Assume control of the same IP address or hostname as the Primary.2. Inform the BDR cluster of the change in
address by executing the bdr.alter_node_interface function on all other BDR nodes.

Once this is done, the other BDR nodes will re-establish communication with the newly promoted Standby -> Primary
node. Since replication slots are only synchronized periodically, this new Primary may reflect a lower LSN than ex-
pected by the existing BDR nodes. If this is the case, BDR will fast-forward each lagging slot to the last locationused
by each BDR node.

Take special note of the bdr.standby_slot_names parameter aswell. Tt is important to set in a BDR cluster where
there is a Primary -> Physical Standby relationship or when using subscriber-only groups.

BDR maintains a group slot that always reflects the state of the cluster node showing the most lag for any outbound
replication. With the addition of a physicalreplica, BDR must be informed that there is a non-participating node member
that will, regardless, affect the state of the group slot.

Since the Standby does not directly communicate with the other BDR nodes, the standby_slot_names parameter
informs BDR to consider named slots as necessary constraints on the group slot as well. When set, the group slot will
be held if the Standby shows lag, even if the group slot would have normally been advanced.

As with any physical replica, this type of standby may also be configured as a synchronous replica. As a reminder, this
requires:

On the Standby:

— % Specifying a unique application_name in primary_conninfo

On the Primary:

— * Enabling synchronous_commit
— % Including the Standby application_name in synchronous_standby_names

It is possible to mix physical Standby and other BDR nodes insynchronous_standby_names. CAMO and Eager
All Node Replication usedifferent synchronization mechanisms and do not work with synchronousreplication. Please
make sure synchronous_standby_names does notinclude the CAMO partner (if CAMO is used) or no BDR node at
all (ifEager All Node Replication is used), but only non-BDR nodes, e.g. athe Physical Standby.

2.4.5 Sub-Groups

A Group may also contain zero or more sub-groups. Each sub-group can beallocated to a specific purpose within the
top-level parent group. Thenode_group_type specifies the type when the sub-group is created.
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Subscriber-Only Groups

As the name suggests, this type of node onlysubscribes to replication changes from other nodes in the cluster, butno
other nodes receive replication changes from subscriber-onlynodes. This is somewhat similar to Logical Standby
nodes, but in contrastto Logical Standby, the subscriber-only nodes are fully joined node tothe cluster. They can
receive replication changes from all other nodesin the cluster and hence they are not impacted by unavailability orparting
of any one node in the cluster.

A subscriber-only node is a fully joinedBDR node and hence it receives all replicated DDLs and acts on those.
Italso uses Raft to consistently report its status to all nodes in thecluster. The subscriber-only node does not have
Raft voting rights andhence neither can become a Raft leader nor participate in the leaderelection. Also, while it
receives replicated DDLs, it does notparticipate in DDL or DML lock acquisition. In other words, a currentlydown
subscriber-only node won’t stop a DML lock being acquired.

The subscriber-only node forms the building block for BDR Treetopology. In this topology, there are a small num-
ber of fully activenodes, replicating changes in all directions, and there are a largenumber of subscriber-only nodes
that only receive changes, but neversend any changes to any other node in the cluster. This topology avoidsconnection
explosion caused due to a large number of nodes, yet provideextremely large number of leaf nodes that can be used
to consume thedata.

In order to make use of subscriber-only nodes, the user must firstcreate a BDR group of type ‘subscriber-only’.
It should be a subgroup ofthe group from which the member nodes will receive the replicationchanges. Once the
subgroup is created, all nodes that intend to becomesubscriber-only nodes should join the subgroup. More than
onesubgroup of ‘subscriber-only’ type can be created and they can havedifferent parent groups.

Once a node successfully joins the ‘subscriber-only’ subgroup, it willbecome a subscriber-only node and start
receiving replication changesfor the parent group. Any changes made directly on the subscriber-onlynode will not
be replicated.

See bdr.create_node_group () to know how to create a subgroup of aspecific type and belonging to a specific parent
group.

Notes

Since a subscriber-only node doesn’t replicate changes to any node inthe cluster, it can’t act as a source for syncing
replication changeswhen a node is parted from the cluster. But if the subscriber-onlynode had already received
and applied replication changes from theparted node that no other node in the cluster currently has, then thatwill cause
inconsistency between the nodes.

For now, this can be solved by setting bdr.standby_slot_namesand bdr.standby_slots_min_confirmed ap-
propriately so that thereis always a fully active BDR node that is ahead of the subscriber-onlynodes.

This may be improved in a future release. We may either allowsubscriber-only nodes to be ahead in the repli-
cation and then use themas replication source for sync or simply provide ways to optionallyremove the inconsistent
subscriber-only nodes from the cluster whenanother fully joined node is parted.
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2.4.6 Decoding Worker

BDR4 provides an option to enable decoding worker process that performsdecoding once, no matter how many nodes
are being sent data. This introduces anew process, the wal decoder, on each BDR node. One WAL Sender process
stillexists for each connection, but these processes now just perform the task ofsending and receiving data. Taken
together these changes reduce the CPUoverhead of larger BDR groups and also allow higher replication throughputsince
the WAL Sender process now spends more time on communication.

enable_wal_decoder is an option for each BDR group, which is currentlydisabled by default. bdr.
alter_node_group_config() can be used to enable ordisable WAL decoder for a BDR group.

When WAL decoder is enabled, BDR stores Logical Change Request (LCR, inshort) files to allow buffer-
ing of changes between decoding and when allsubscribing nodes have received data. LCR files are stored under
thepg_logical directory within each local node’s data directory. The number andsize of the LCR files will vary
as replication lag increases, so this will alsoneed monitoring. The LCRs not required by any of the BDR nodes are
cleanedperiodically. The interval between two consecutive cleanups is controlled bybdr.lcr_cleanup_interval,
which defaults to 3 minutes. The cleanup isdisabled when bdr.lcr_cleanup_interval is zero.

When disabled, logical decoding is performed by the WAL Sender process for eachnode subscribing to each node. In
this case, no LCR files are written.

Even though WAL decoder is enabled for a BDR group, following GUCs control theproduction and usage of LCR per
node. By default these are false. Forproduction and usage of LCRs we need WAL decoder to be enabled for the
BDRgroup and these GUCs to be set to true on each of the nodes in BDR group.

"bdr.enable_wal_decoder® - when turned " false it stops WAL decoder, if

— running, and any WAL Senders using LCRs are restarted to use WAL. When true
— along with the BDR group config, a WAL decoder is run to produce LCR and WAL
— Senders use LCR.

"bdr.receive_lcr® - when "true’ on the subscribing node, it requests WAL

— Sender on the publisher node to use LCRs if available.

Notes

As of now, a WAL decoder decodes changes corresponding to the node where it isrunning. A Logical standby is sent
changes from all the nodes in BDR groupthrough a single source. Hence a WAL sender serving a Logical standby can
notuse LCRs right now.

A Subscriber-only node receives changes from respective nodes directly and hencea WAL sender serving a Subscriber-
only node can use LCRs.

Even though LCRs are produced, the corresponding WALS are still retained similarto the case when Decoding Worker
is not enabled. In future, it may be possibleto remove WAL corresponding the LCRs, if they are not required otherwise.

For reference, the first 24 characters of an LCR filename are similar to thosein a WAL filename. The first 8 characters of
the name are all ‘0’ right now.In future they are expected to represent the TimeLineld similar to the first 8characters of
a WAL segment filename. The following sequence of 16 charactersof the name is similar to the WAL segment number
which is used to track LCRchanges against the WAL stream. However, please note that logical changes arereordered
according to the commit order of the transactions they below to.Hence their placement in the LCR segments does not
match the placement ofcorresponding WAL in the WAL segments. The set of last 16 characters representssub-segment
number within an LCR segment. Each LCR file corresponds to asub-segment. LCR files are binary and variable sized.
The maximum size of anLCR file can be controlled by bdr.max_lcr_segment_file_size, whichdefaults to 1GB.

EDB Postgres Extended 13 and above is required for this feature to work.
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2.4.7 Node Restart and Down Node Recovery

BDR is designed to recover from node restart or node disconnection.The disconnected node will automatically rejoin
the group by reconnectingto each peer node and then replicating any missing data from that node.

When a node starts up, each connection will begin showingbdr.node_slots.state = catchup and begin replicating
missing data.Catching-up will continue for a period of time that depends upon theamount of missing data from each
peer node, which will likely increaseover time, depending upon the server workload.

If the amount of write activity on each node is not uniform, the catchup period from nodes with more data could take
significantly longer than other nodes.Eventually, the slot state will change to bdr.node_slots.state = streaming.

Nodes that are offline for longer periods of time, such as hours or days,can begin to cause resource issues for various
reasons. Users should not planon extended outages without understanding the following issues.

Each node retains change information (using onereplication slotfor each peer node) so it can later replay changes to
a temporarily unreachable node.If a peer node remains offline indefinitely, this accumulated change informationwill
eventually cause the node to run out of storage space for PostgreSQLtransaction logs (WAL in pg_wal), and will likely
cause the database serverto shut down with an error similar to this:

PANIC: could not write to file "pg_wal/xlogtemp.559": No space left on device

...or report other out-of-disk related symptoms.
In addition, slots for offline nodes also hold back the catalog xmin, preventing vacuuming of catalog tables.

On EDB Postgres Extended, offline nodes also hold back freezing of data toprevent losing conflict resolution data(see:
Origin Conflict Detection).

Administrators should monitor for node outages (see: monitoring)and make sure nodes have sufficient free disk space.
If the workload ispredictable, it may be possible to calculate how much space is used over time,allowing a prediction
of the maximum time a node can be down before criticalissues arise.

Replication slots created by BDR must not be removed manually. Shouldthat happen, the cluster is damaged and the
node that was using theslot must be parted from the cluster, as described below.

Note that while a node is offline, the other nodes may not yet have receivedthe same set of data from the offline node,
so this may appear as a slightdivergence across nodes. This imbalance across nodes is corrected automaticallyduring
the parting process. Later versions may do this at an earlier time.

Replication Slots created by BDR

On a BDR master node, the following replication slots arecreated automatically:

¢/ One *group slot*, named "“bdr_<database name>_<group name>" ;

N-1 *node slots*, named "bdr_<database name>_<group name>_<node

— name>", where N is the total number of BDR nodes in the cluster,
— including direct logical standbys, if any.

The user must not drop those slots: they have been created automaticallyby BDR, and will be managed by BDR, which
will drop them when/if necessary.

On the other hand, replication slots required by software like Barmanor logical replication can be created or dropped,
using the appropriate commandsfor the software, without any effect on BDR.Ensure that slot names used by other
software do not begin with theprefix bdr_.
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For example, in a cluster composed by 3 nodes alpha, beta andgamma, where BDR is used to replicate the mydb
database, and theBDR group is called mygroup:

Node “alpha’ has three slots:

— % One group slot named bdr_mydb_mygroup

— * Two node slots named bdr_mydb_mygroup_beta and

“bdr_mydb_mygroup_gamma"

Node “beta’ has three slots:

— % One group slot named bdr_mydb_mygroup

— % Two node slots named bdr_mydb_mygroup_alpha and

“bdr_mydb_mygroup_gamma"

Node “gamma’ has three slots:

— s One group slot named bdr_mydb_mygroup

— * Two node slots named bdr_mydb_mygroup_alpha and

“bdr_mydb_mygroup_beta’

Group Replication Slot

The group slot is an internal slot used by BDR primarily to track what’s theoldest safe position that any node in the
BDR group (including all logicalstandbys) has caught up to, for any outbound replication from this node.

The group slot name is given by the function bdr.local_group_slot_name().

The group slot can:

*| join new nodes to the BDR group without having all existing nodes

— up and running (although the majority of nodes should be up), without
— incurring data loss in case the node which was down during join starts

— replicating again

part nodes from cluster consistently, even if some nodes have not

— caught up fully with the parted node

hold back the freeze point to avoid missing some conflicts (EDB Postgres Extended)

keep the historical snapshot for timestamp based snapshots (EDB Postgres Extended)

The group slot is usually inactive, and is only fast-forwarded periodicallyin response to Raft progress messages from
other nodes.

WARNING: Do not drop the group slot. Although usually inactive, itis still vital to the proper operation of the BDR
cluster. If it is dropped,then some or all of the above features will stop working and/or may haveincorrect outcomes.
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Hashing Long Identifiers

Note that the name of a replication slot - like any other PostgreSQLidentifier - cannot be longer than 63 bytes; BDR
handles this byshortening the database name, the BDR group name and the name of thenode, in case the resulting slot
name is too long for that limit. Theshortening of an identifier is carried out by replacing the final sectionof the string
with a hash of the string itself.

As an example of this, consider a cluster that replicates a databasenamed db20xxxxxxxxxxxxxxxXx (20 bytes long)
using a BDR group namedgroup20xxxxxxxxxxxxx (20 bytes long); the logical replication slotassociated to node
A30XXXXXXXXXXXXXXXXXXXXXXxxXXxXX (30 bytes long)will be called:

bdr_db20xxxx3597186_group20xbe9cbd0®_a30xxxxxxxxxxxxx7f304a2

...since 3597186, be9cbd® and 7£304a2 are respectively the hashesof db20XXXXXXXXXXXXXXXX,
group20xxxxxxXXxXxXxXxxX anda3fxXXXXXXXXXXXXXXXXXXXXXXXXXX.

2.4.8 Removing a Node From a BDR Group

Since BDR is designed to recover from extended node outages, you must explicitly tell the system if you are removing
a nodepermanently. If you permanently shut down a node and do not tellthe other nodes, then performance will suffer,
and eventuallythe whole system will stop working.

Node removal, also called parting, is done using the bdr . part_node () function. You must specify the node name (as
passed during node creation)to remove a node. The bdr.part_node() function can be called from any activenode in
the BDR group, including the node that is being removed.

Just like the join procedure, parting is done using Raft consensus and requires amajority of nodes to be online to work.

The parting process affects all nodes. The Raft leader will manage a votebetween nodes to see which node has the
most recent data from the parting node.Then all remaining nodes will make a secondary, temporary, connection to
themost-recent node to allow them to catch up any missing data.

A parted node still is known to BDR, but won’t consume resources. Anode my well be re-added under the very same
name as a parted node.In rare cases, it may be advisable to clear all metadata of a partednode with the function bdr.
drop_node().

Uninstalling BDR

Dropping the BDR extension will remove all the BDR objects in a node,including metadata tables. This can be done
with the followingcommand:

DROP EXTENSION bdr;

If the database depends on some BDR-specific objects, then the BDRextension cannot be dropped. Examples include:

Tables using BDR-specific sequences such as timeshard or galloc

Column using CRDT data types

Views that depend on some BDR catalog tables

Those dependencies must be removed before dropping the BDR extension,for instance by dropping the dependent
objects, altering the columntype to a non-BDR equivalent, or changing the sequence type back tolocal.
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! Warning * Dropping the BDR extension must only be performed if the node has been successfully parted from its
BDR node group, or if it is the last node in the group: dropping BDR metadata will break replication to/from the other
nodes.

!l Warning * When dropping a local BDR node, or the BDR extension in the local database, any preexisting session
might still try to execute a BDR specific workflow, and therefore fail. The problem can be solved by disconnecting the
session and then reconnecting the client, or by restarting the instance.

There is also a bdr . drop_node () function, but this is used only inemergencies, should there be a problem with parting.

2.4.9 Listing BDR Topology
Listing BDR Groups

The following (simple) query lists all the BDR node groups of whichthe current node is a member (will currently return
one row only):

SELECT node_group_name
FROM bdr.local_node_summary;

The configuration of each node group can be displayed using a morecomplex query:

SELECT g.node_group_name

, hs.pub_repsets

, hs.sub_repsets

, g.node_group_default_repset AS default_repset

, node_group_check_constraints AS check_constraints
FROM bdr.local_node_summary ns

JOIN bdr.node_group g USING (node_group_name);

Listing Nodes in a BDR Group

The list of all nodes in a given node group (e.g. mygroup) can beextracted from the bdr .node_summary view as shown
in the followingexample:

SELECT node_name AS name
, hode_seq_id AS ord
, peer_state_name AS current_state
, peer_target_state_name AS target_state
, interface_connstr AS dsn

FROM bdr.node_summary
WHERE node_group_name = 'mygroup';

Note that the read-only state of a node, as shown in thecurrent_state or in the target_state query columns, is
indicatedas STANDBY.
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List of Node States

"NONE™ : Node state is unset when the worker starts, expected to be set quickly

— to the current known state.

"CREATED : “bdr.create_node()" has been executed, but the node is not a

— member of any BDR cluster yet.

"JOIN_START : "bdr.join_node_group() begins to join the local node to an

— existing BDR cluster.

"JOINING : The node join has started and is currently at the initial sync phase,

— creating the schema and data on the node.

"CATCHUP" : Initial sync phase is completed; now the join is at the last step

— of retrieving and applying transactions that were performed on the upstream

— peer node since the join started.

"STANDBY : Node join has finished, but not yet started to broadcast changes.

— All joins spend some time in this state, but if defined as a Logical Standby,

— the node will continue in this state.

"PROMOTE" : Node was a logical standby and we just called bdr.promote_node to

— move the node state to ACTIVE. These two PROMOTEstates have to be coherent
— to the fact, that only one node can be with a state higher than STANDBY but
— lower than ACTIVE.

"PROMOTING" : Promotion from logical standby to full BDR node is in progress.

"ACTIVE  : The node is a full BDR node and is currently “ACTIVE . This is the

— most common node status.

"PART_START : Node was "ACTIVE' or "STANDBY and we just called bdr.part_node

— to remove the node from the BDR cluster.

"PARTING : Node disconnects from other nodes and plays no further part in

— consensus or replication.

"PART_CATCHUP  : Non-parting nodes synchronize any missing data from the

— recently parted node.
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"PARTED : Node parting operation is now complete on all nodes.

Only one node at a time can be in either of the states PROMOTE or PROMOTING.

2.4.10 Node Management Interfaces

Nodes can be added and removed dynamically using the SQL interfaces.

bdr.create_node

This function creates a node.

Synopsis

bdr.create_node(node_name text, local_dsn text)

Parameters

‘node_name"~ - name of the new node; only one node is allowed per

—|database. Valid node names consist of lower case letters, numbers,

hyphens and underscores.

"local_dsn® - connection string to the node

Notes

This function just creates a record for the local node with the associatedpublic connection string. There can be only
one local record, so once it’screated, the function will error if run again.

This function is a transactional function - it can be rolled back and thechanges made by it are visible to the current
transaction.

The function will hold lock on the newly created bdr node until the end ofthe transaction.

bdr.drop_node

Drops a node. This function is not intended for regular use andshould only be executed under the instructions of
Technical Support.

This function removes the metadata for a given node from the localdatabase. The node can be either:

¢| The **local** node, in which case all the node metadata is removed,

- including information about remote nodes;
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*|A **remote** node, in which case only metadata for that specific

— node is removed.

Synopsis

bdr.drop_node(node_name text, cascade boolean DEFAULT false, force boolean DEFAULT false)

Parameters
¢| "'node_name" - Name of an existing node.
¢| "cascade’ - Deprecated, will be removed in the future
¢| "force® - Circumvents all sanity checks and forces the removal of

all metadata for the given BDR node despite a possible danger of

causing inconsistencies. A forced node drop is to be used by

Technical Support only in case of emergencies related to

parting.

Notes

Before you run this, you should already have parted the node using bdr.part_node().

This function removes metadata for a given node from the local database. The nodecan be either the local node, in
which case all the node metadata are removed,including info about remote nodes are removed; or it can be the remote
node, inwhich case only metadata for that specific node is removed.

! Note * BDR4 can have a maximum of 1024 node records (both ACTIVE and PARTED) at one time. This is
because each node has a unique sequence number assigned to it, for use by timeshard sequences. PARTED nodes are
not automatically cleaned up at the moment; should this become a problem, this function can be used to remove those
records.

bdr.create_node_group

This function creates a BDR group with the local node as the only member of the group.
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Synopsis

bdr.create_node_group (node_group_name text,
* parent_group_name text DEFAULT NULL,
join_node_group boolean DEFAULT true,
node_group_type text DEFAULT NULL)

Parameters

¢| "'node_group_name" - Name of the new BDR group; as with the node

—|name, valid group names must consist of lower case letters, numbers

—| and underscores, exclusively.

¢| "parent_group_name’ - The name of the parent group for the subgroup.

¢| "join_node_group - This helps a node to decide whether or not to join

— the group being created by it. The default value is true. This is used
— when a node is creating a shard group that it does not want to join.

— This can be false only if parent_group_name is specified.

¢| 'node_group_type’ - The valid values are NULL, 'subscriber-only', 'datanode',

‘read coordinator’ and ‘write coordinator’. ‘subscriber-only’ type is

— used to create a group of nodes that only receive changes from the

— fully joined nodes in the cluster, but they never send replication

— changes to other nodes. See [Subscriber-Only Nodes] for more details.

— Datanode implies that the group represents a shard, whereas the other

— values imply that the group represents respective coordinators.

— Except ‘subscriber-only’, the rest three values are reserved for future use.

— NULL implies a normal general purpose node group will be created.

Notes

This function will pass request to local consensus worker that is running forthe local node.

The function is not transactional. The creation of the group is a backgroundprocess, so once the function has finished,
the changes cannot be rolled back.Also, the changes might not be immediately visible to the current transaction;the
bdr.wait_for_join_completion can be called to wait until they are.

The group creation does not hold any locks.
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bdr.alter_node_group_config

This function changes the configuration parameter(s) of an existing BDR group. Options with NULL value (default for
all of them) will not be modified.

Synopsis

bdr.alter_node_group_config(node_group_name text,

* insert_to_update boolean DEFAULT NULL,
update_to_insert boolean DEFAULT NULL,
ignore_redundant_updates boolean DEFAULT NULL,
check_full_tuple boolean DEFAULT NULL,
apply_delay interval DEFAULT NULL,
check_constraints boolean DEFAULT NULL,
num_writers int DEFAULT NULL,

enable_wal_decoder boolean DEFAULT NULL,
streaming_mode text DEFAULT NULL)

Parameters

¢| 'node_group_name - Name of an existing BDR group; the local node must be part

—| of the group.

¢| "insert_to_update’ - Reserved for backwards compatibility reasons.

¢| "update_to_insert’ - Reserved for backwards compatibility reasons.

versions of BDR. Use “bdr.alter_node_set_conflict_resolver® instead.\*\*

¢| “ignore_redundant_updates”® - Reserved for backwards compatibility reasons.
¢| "check_full_tuple’ - Reserved for backwards compatibility reasons.

¢| "apply_delay’ - Reserved for backwards compatibility reasons.

¢| “check_constraints® - Whether the apply process will check the constraints

—|when writing replicated data.

**This option is deprecated and may be disabled or removed in future

versions of BDR.**

e ‘'num_writers’ - number of parallel writers for subscription backing

— this node group, -1 means the default (as specified by the
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GUC bdr.writers_per_subscription) will be used. Valid values

are either -1 or a positive integer.

“enable_wal_decoder’ - Enables/disables the WAL decoder process. Note that

the WAL decoder process cannot be enabled if "streaming mode’ is already

enabled.

¢| “streaming_mode" - Enables/disables streaming of large transactions.

Notes

When set to off, streaming is disabled. When set to any other value,
large transactions are decoded while they are still in progress and the
changes are sent to the downstream. If the value is set to file,

then the incoming changes of streaming transactions are stored in a file
and applied only after the transaction is committed on upstream. If the
value is set to writer, then the incoming changes are directly sent to
one of the writers, if available. If parallel apply is disabled or no
writer is free to handle streaming transaction then the changes are
written to a file and applied after the transaction is committed. If the
value is set to auto, BDR will try to intelligently pick between

file and writer depending on the transaction property and available

resources. Note that streaming_mode cannot be enabled if the WAL

decoder is already enabled.

For more details, seeTransaction Streaming.

This function will pass a request to the group consensus mechanism to changethe defaults. The changes made are
replicated globally via the consensusmechanism.

The function is not transactional. The request is processed in the backgroundso the function call cannot be rolled back.
Also, the changes may not beimmediately visible to the current transaction.

This function does not hold any locks.

!l Warning * When this function is used to change the apply_delay value, the change does not apply to nodes that
are already members of the group. Note that this restriction has little consequence on production usage, because this
value is normally not used outside of testing.
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bdr.join_node_group

This function joins the local node to an already existing BDR group.

Synopsis

bdr. join_node_group (
* join_target_dsn text,
node_group_name text DEFAULT NULL,
pause_in_standby boolean DEFAULT false,
wait_for_completion boolean DEFAULT true,
synchronize_structure text DEFAULT 'all'

Parameters

¢| "join_target_dsn’ - Specifies the connection string to existing (source) node

— in the BDR group we wish to add the local node to.

‘node_group_name - Optional name of the BDR group; defaults to NULL which

— tries to autodetect the group name from information present on the source

— node.

¢| "pause_in_standby - Optionally tells the join process to only join as a

— logical standby node, which can be later promoted to a full member.

“wait_for_completion® - Wait for the join process to complete before

— returning; defaults to true.

“synchronize_structure’ - Set what kind of structure (schema) synchronization

— should be done during the join. Valid options are ‘all’ which synchronizes
— the complete database structure, and ‘none’ which will not synchronize any
— structure (however, it will still synchronize data).

If wait_for_completion is specified as false;this is an asynchronous call which returns as soon as the joining pro-
cedurehas started. Progress of the join can be seen in logs and thebdr.state_journal_details information view,
or by calling thebdr.wait_for_join_completion() function once bdr. join_node_group() returns.
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Notes

This function will pass a request to the group consensus mechanism via the nodethat the join_target_dsn connection
string points to.The changes made are replicated globally via the consensus mechanism.

The function is not transactional. The joining process happens in thebackground and as such cannot be rolled back.
The changes are only visibleto the local transaction if wait_for_completion was set to true or by callingbdr.
wait_for_join_completion later.

Node can only be part of a single group, so this function can only be called onceon each node.

Node join does not hold any locks in the BDR group.

bdr.promote_node

This function promotes a local logical standby node to a full member of the BDR group.

Synopsis

bdr.promote_node(wait_for_completion boolean DEFAULT true)

Notes

This function will pass a request to the group consensus mechanism to changethe defaults. The changes made are
replicated globally via the consensusmechanism.

The function is not transactional. The promotion process happens in thebackground, and as such cannot be rolled back.
The changes are only visibleto the local transaction if wait_for_completion was set to true or by callingbdr.
wait_for_join_completion later.

The promotion process holds lock against other promotions. This lock will notblock other bdr . promote_node calls,
but will prevent the background process ofpromotion from moving forward on more than one node at a time.

bdr.wait_for_join_completion

This function waits for the join procedure of a local node to finish.

Synopsis

bdr.wait_for_join_completion(verbose_progress boolean DEFAULT false)
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Parameters

“verbose_progress’ - Optionally prints information about individual steps

— taken during the join procedure.

Notes

This function waits until the checks state of the local node reaches the targetstate, which was set by bdr.
create_node_group, bdr. join_node_group orbdr.promote_node.

bdr.part_node

Removes (“parts”) the node from the BDR group, but does not remove datafrom the node.

The function can be called from any active node in the BDR group, includingthe node which is being removed. However,
just to make it clear, once thenode is PARTED it can not part other nodes in the cluster.

11! Note * you are parting the local node you must set wait_for_completion false, otherwise it will error.

"' Warning * s action is permanent. If you wish to temporarily halt replication a node, see bdr.
alter_subscription_disable().

Synopsis

bdr.part_node (
node_name text,
wait_for_completion boolean DEFAULT true,
force boolean DEFAULT false

)
Parameters
¢| 'node_name" - Name of an existing node to part.
°| 'wait_for_completion® - If true, the function will not return until the

— node is fully parted from the cluster, otherwise the function will just
— start the parting procedure and return immediately without waiting.

— Always set to false when executing on the local node, or when using force.

“force® - Forces removal of the node on the local node. This will set the

— node state locally if consensus could not be reached or if the node parting
— process has stuck.

1!l Warning * Using force = true may leave the BDR group in a inconsistent state and should be only used to
recover from byzantine failures where it’s impossible to remove the node any other way.**

2.4. Node Management 49



BDR (Bi-Directional Replication), Release 4.0.0

Notes

This function will pass a request to the group consensus mechanism to partthe given node. The changes made are
replicated globally via the consensusmechanism. The parting process happens in the background, and as such cannotbe
rolled back. The changes made by the parting process are only visible tothe local transaction if wait_for_completion
was set to true.

With force set to true, on consensus failure, this function will set thestate of the given node only on the local node. In
such a case, the function istransactional (because the function itself changes the node state) and can berolled back. If the
function is called on a node which is already in process ofparting with force set to true, it will also just mark the given
node asparted locally and exit. This is only useful when the consensus cannot bereached on the cluster (i.e. the majority
of the nodes are down) or if theparting process gets stuck for whatever reason. But it is important to take intoaccount
that when the parting node that was receiving writes, the parting processmay take a long time without being stuck,
as the other nodes need to resynchronizeany missing data from the given node. The force parting completely skips
thisresynchronization, and as such can leave the other nodes in inconsistent state.

The parting process does not hold any locks.

bdr.alter_node_interface

This function changes the connection string (DSN) of a specified node.

Synopsis

bdr.alter_node_interface(node_name text, interface_dsn text)

Parameters

*| 'node_name’ - name of an existing node to alter

e| "interface_dsn’ - new connection string for a node
Notes

This function is only run on the local node and the changes are only made on thelocal node. This means that it should
normally be executed on every node in theBDR group, including the node which is being changed.

This function is transactional - it can be rolled back, and the changes arevisible to the current transaction.

The function holds lock on the local node.
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bdr.alter_subscription_enable
This function enables either the specified subscription or all the subscriptions of thelocal BDR node. Also known

as resume subscription.No error is thrown if the subscription is already enabled.Returns the number of subscriptions
affected by this operation.

Synopsis

bdr.alter_subscription_enable(
subscription_name name DEFAULT NULL,
immediate boolean DEFAULT false

Parameters

“subscription_name® - Name of the subscription to enable; if NULL

— (the default), all subscriptions on the local node will be enabled.

“immediate” - This currently has no effect.

Notes

This function is not replicated and only affects local node subscriptions(either a specific node or all nodes).

This function is transactional - it can be rolled back and any catalog changescan be seen by the current transaction. The
subscription workers will be startedby a background process after the transaction has committed.

bdr.alter_subscription_disable
This function disables either the specified subscription or all thesubscriptions of the local BDR node. Optionally, it can

also immediately stopall the workers associated with the disabled subscriptions. Also known as pausesubscription. No
error is thrown if the subscription is already disabled.Returns the number of subscriptions affected by this operation.

Synopsis

bdr.alter_subscription_disable(
subscription_name name DEFAULT NULL,
immediate boolean DEFAULT false

2.4. Node Management 51




BDR (Bi-Directional Replication), Release 4.0.0

Parameters

“subscription_name® - Name of the subscription to disable; if NULL

— (the default), all subscriptions on the local node will be disabled.

“immediate” - Immediate is used to force the action immediately, stopping

— all the workers associated with the disabled subscription. With this option

— true, this function cannot be run inside of the transaction block.

Notes

This function is not replicated and only affects local node subscriptions(either a specific subscription or all subscrip-
tions).

This function is transactional - it can be rolled back and any catalog changescan be seen by the current transaction.
However, the timing of the subscriptionworker stopping depends on the value of immediate; if set to true, theworkers
will be stopped immediately; if set to false, they will be stopped atthe COMMIT time.

2.4.11 Node Management Commands

BDR also provides a command line utility for adding nodes to the BDR group viaphysical copy (pg_basebackup) of
an existing node, and for converting aphysical standby of an existing node to a new node in the BDR group.

bdr_init_physical

This is a regular command which is added to PostgreSQL'’s bin directory.

The user must specify a data directory. If this data directory is empty,the pg_basebackup -X stream command is
used to fill the directoryusing a fast block-level copy operation.

When starting from an empty data directory, if the selective backup optionis chosen, then only that database will be
copied from the source node. Theexcluded databases will be dropped and cleaned up on the new node(EDB Postgres
Extended).

If the specified data directory is non-empty, this will be used as thebase for the new node. If the data directory is
already active as aphysical standby node, it is required to stop the standby before runningbdr_init_physical, which
will manage Postgres itself. Initially it willwait for catchup and then promote to a master node before joining the
BDRgroup. Note that the --standby option, if used, will turn the existingphysical standby into a logical standby
node; it refers to the end stateof the new BDR node, not the starting state of the specified data directory.

This command will drop all PostgreSQL native logical replicationsubscriptions from the database (or just disable them
when the -S option isused), as well as any replication origins and slots.
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Synopsis

bdr_init_physical [OPTION]

Options

General Options

"-D, --pgdata=DIRECTORY - The data directory to be used for the new node; it

— can be either empty/non-existing directory, or a directory populated using the

— pg_basebackup -X streamcommand (required).

e/ "-1, --log-file=FILE" - Use FILE for logging; default is

— bdr_init_physical_postgres.log .

¢| "-n, --node-name=NAME" - The name of the newly created node (required).

‘--replication-sets=SETS" - The name of a comma-separated list of replication

— set names to use; all replication sets will be used if not specified.

‘--standby” - Create a logical standby (receive only node) rather than full

— send/receive node.

*| "--node-group-name" - Group to join, defaults to the same group as source node.
| "-s, --stop - Stop the server once the initialization is done.

¢| "-v' - Increase logging verbosity.

| "-L° - Perform selective pg_basebackup when used in conjunction with an

— empty/non-existing data directory (-D option). (EDB Postgres Extended)

¢| "-S° - Instead of dropping logical replication subscriptions, just disable

— them.
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Connection Options

"-d, --remote-dsn=CONNSTR® - connection string for remote node (required)

*--local-dsn=CONNSTR" - connection string for local node (required)

Configuration Files Override

¢| " --hba-conf -path’ to the new pg_hba.conf

e| "--postgresql-conf’ - path to the new postgresql.conf

e| "--postgresgl-auto-conf’ - path to the new postgresql.auto.conf

Notes

The replication set names specified in the command do not affect the data thatexists in the data directory before the
node joins the BDR group. This is truewhether bdr_init_physical makes its own basebackup or an existing base back-
upis being promoted to a new BDR node. Thus the --replication-sets option onlyaffects the data published and
subscribed-to after the node joins the BDR nodegroup. This behaviour is different from the way replication sets are
used in alogical join i.e. when using bdr. join_node_group().

Unwanted tables may be truncated by the operator after the join has completed.Refer to the bdr.tables catalog to
determine replication set membership andidentify tables that are not members of any subscribed-to replication set.
It’sstrongly recommended that you truncate the tables rather than drop them, because:

1. DDL replication sets are not necessarily the same as row (DML) replication sets, so you could inadvertently drop
the table on other nodes;2. If you later want to add the table to a replication set and you have dropped it on some
subset of nodes, you will need to take care to re-create it only on those nodes without creating DDL conflicts
before you can add it to any replication sets.

It’s much simpler and safer to truncate your non-replicated tables, leaving thempresent but empty.

A future version of BDR may automatically omit or remove tables that are notpart of the selected replication set(s) for
a physical join, so your applicationshould not rely on details of the behaviour documented here.

2.5 DDL Replication

DDL stands for “Data Definition Language”: the subset of the SQLlanguage that creates, alters and drops database
objects.

For operational convenience and correctness, BDR replicates most DDLactions, with these exceptions:

Temporary or Unlogged relations

Certain, mostly long-running DDL statements (see list below)

Locking commands (LOCK)
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Table Maintenance commands (VACUUM, ANALYZE, CLUSTER, REINDEX)

Actions of autovacuum

Operational commands (CHECKPOINT, ALTER SYSTEM)

Actions related to Databases or Tablespaces

Automatic DDL replication makes it easier to makecertain DDL changes without having to manually distributethe DDL
change to all nodes and ensure that they are consistent.

In the default replication set, DDL is replicated to all nodes by default.To replicate DDL, a DDL replication filter has
to be added to thereplication set. See [DDL Replication Filtering].

BDR is significantly different to standalone PostgreSQL when itcomes to DDL replication, and treating it as the same
is the mostcommon operational issue with BDR.

The main difference from table replication is that DDL replication doesnot replicate the result of the DDL, but the
statement itself. This worksvery well in most cases, though introduces the requirement that the DDLmust execute
similarly on all nodes. A more subtle point is that the DDLmust be immutable with respect to all datatype-specific
parameter settings,including any datatypes introduced by extensions (i.e. not built-in).For example, the DDL statement
must execute correctly in the defaultencoding used on each node.

2.5.1 DDL Replication Options

The bdr.dd1l_replication parameter specifies replication behavior.

bdr.ddl_replication = on is the default and will replicate DDL to thedefault replication set, which by default
means all nodes. Non-defaultreplication sets do not replicate DDL, unless they have aDDL filterdefined for them.

You can also replicate DDL to specific replication sets using thefunction bdr.replicate_ddl_command(). This can
be helpful if youwant to run DDL commands when a node is down, or if you want to haveindexes or partitions that exist
on a subset of nodes or rep sets,e.g. all nodes at sitel.

SELECT bdr.replicate_ddl_command(
* 'CREATE INDEX CONCURRENTLY ON foo (col7);',
ARRAY['sitel'], -- the replication sets
'on'); -- ddl_locking to apply

It is possible, but not recommended, to skip automatic DDL replication andexecute it manually on each node using
bdr.ddl_replication configurationparameters.

SET bdr.ddl_replication = off;

When set, it will make BDR skip both the global locking and the replicationof executed DDL commands, so you must
then run the DDL manually on all nodes.

!l Warning * Executing DDL manually on each node without global locking can cause the whole BDR group to stop
replicating if conflicting DDL or DML is executed concurrently.

The bdr.dd1l_replication parameter can only be set by the bdr_superuser,superuser, or in the config file.

2.5. DDL Replication 55




BDR (Bi-Directional Replication), Release 4.0.0

2.5.2 Executing DDL on BDR Systems

A BDR group is not the same as a standalone PostgreSQL server. Itis based on asynchronous multi-master replication
without centrallocking and without a transaction co-ordinator. This has important implicationswhen executing DDL.

DDL that executes in parallel will continue to do so with BDR. DDL executionwill respect the parameters that affect
parallel operation on each node as itexecutes, so differences in the settings between nodes may be noticeable.

Execution of conflicting DDL needs to be prevented, otherwise DDL replicationwill end up causing errors and the
replication will stop.

BDR offers 3 levels of protection against those problems:

ddl_locking = 'dml' is the best option for operations, usable when you executeDDL from only one node at a time.
This is not the default, but it is recommendedthat you use this setting if you can control where DDL is executed from,
toensure that there are no inter-node conflicts. Intra-node conflicts are alreadyhandled by PostgreSQL.

ddl_locking = on is the strictest option, and is best when DDL might be executedfrom any node concurrently and
you would like to ensure correctness.

ddl_locking = off is the least strict option, and is dangerous in general use.This option skips locks altogether and
so avoids any performance overhead, makingit a useful option when creating a new and empty database schema.

These options can only be set by the bdr_superuser, superuser, or in the config file.

When using the bdr.replicate_ddl_command, it is possible to set thisparameter directly via the third argument,
using the specifiedbdr.dd1l_locking setting only for the DDL commands passed to thatfunction.

2.5.3 DDL Locking Details

There are two kinds of locks used to enforce correctness of replicated DDL with BDR.

The first kind is known as a Global DDL Lock, and is only used when dd1_locking = on.A Global DDL Lock
prevents any other DDL from executing on the cluster whileeach DDL statement runs. This ensures full correctness in
the general case, butis clearly too strict for many simple cases. BDR acquires a global lock onDDL operations the first
time in a transaction where schema changes are made.This effectively serializes the DDL-executing transactions in the
cluster. Inother words, while DDL is running, no other connection on any node can runanother DDL command, even
if it affects different table(s).

To acquire a lock on DDL operations, the BDR node executing DDL contacts theother nodes in a BDR group and asks
them to grant it the exclusive right toexecute DDL. The lock request is sent via regular replication stream and thenodes
respond via replication stream as well. So it’s important that nodes (orat least a majority of the nodes) should be running
without much replicationdelay. Otherwise it may take a very long time for the node to acquire the DDLIlock. Once the
majority of nodes agrees, the DDL execution is carried out.

The ordering of DDL locking is decided using the Raft protocol. DDL statementsexecuted on one node will be executed
in the same sequence on all other nodes.

In order to ensure that the node running a DDL has seen effects of all priorDDLs run in the cluster, it waits until it has
caught up with the node that hadrun the previous DDL. If the node running the current DDL is lagging behind inrepli-
cation with respect to the node that ran the previous DDL, then it maketake very long to acquire the lock. Hence it’s
preferable to run DDLs from asingle node or the nodes which have nearly caught up with replication changesoriginating
at other nodes.

The second kind is known as a Relation DML Lock. This kind of lock is used wheneither dd1_locking = on or
ddl_locking = dml, and the DDL statement might causein-flight DML statements to fail, such as when we add or
modify a constraintsuch as a unique constraint, check constraint or NOT NULL constraint.Relation DML locks affect
only one relation at a time. Relation DMLIlocks ensure that no DDL executes while there are changes in the queue
thatmight cause replication to halt with an error.
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To acquire the global DML lock on a table, the BDR node executing the DDLcontacts all other nodes in a BDR group,
asking them to lock the tableagainst writes, and we wait while all pending changes to that table are drained.Once all
nodes are fully caught up, the originator of the DML lock is freeto perform schema changes to the table and replicate
them to the other nodes.

Note that the global DML lock holds an EXCLUSIVE LOCK on the table on each node,so will block DML, other DDL,
VACUUMs and index commands against that table whileit runs. This is true even if the global DML lock is held for a
command thatwould not normally take an EXCLUSIVE LOCK or higher.

Waiting for pending DML operations to drain could take a long time, or longerif replication is currently lagging be-
hind.This means that schema changes affecting row representation and constraints,unlike with data changes, can only
be performed while all configured nodesare reachable and keeping up reasonably well with the current write rate.If
such DDL commands absolutely must be performed while a node is down, thedown node must first be removed from
the configuration.

If a DDL statement is not replicated, no global locks will be acquired.

Locking behavior is specified by the bdr.dd1_locking parameter, asexplained in Executing DDL on BDR systems:

"ddl_locking = on" takes Global DDL Lock and, if needed, takes Relation DML Lock.

“ddl_locking = dml® skips Global DDL Lock and, if needed, takes Relation DML Lock.

"ddl_locking = off" skips both Global DDL Lock and Relation DML Lock.

Note also that some BDR functions make DDL changes, so for those functions,DDL locking behavior applies. This
will be noted in the docs for each function.

Thus, dd1_locking = dml is safe only when we can guarantee thatno conflicting DDL will be executed from other
nodes, because with this setting,the statements which only require the Global DDL Lock will not use the globallocking
at all.

ddl_locking = off is safe only when the user can guarantee that there are noconflicting DDL and no conflicting
DML operations on the database objectswe execute DDL on. If you turn locking off and then experience difficulties,you
may lose in-flight changes to data; any issues caused will need to beresolved by the user application team.

In some cases, concurrently executing DDL can properly be serialized.Should these serialization failures occur, the
DDL may be re-executed.

DDL replication is not active on Logical Standby nodes until they are promoted.

Note that some BDR management functions act like DDL, meaning that they willattempt to take global locks and their
actions will be replicated, if DDLreplication is active. The full list of replicated functions is listed inBDR Functions
that behave like DDL.

DDL executed on temporary tables never need global locks.
ALTER or DROP of an object crrated in current transactioon does not requiredglobal DML lock.

Monitoring of global DDL locks and global DML locks is shown in theMonitoring chapter.
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2.5.4 Minimizing the Impact of DDL

Good operational advice for any database, these points become even moreimportant with BDR:

¢/ To minimize the impact of DDL, transactions performing DDL should be short,

— should not be combined with lots of row changes, and should avoid long

— running foreign key or other constraint re-checks.

For “ALTER TABLE', please use ADD CONSTRAINT NOT VALID, followed by another

— transaction with VALIDATE CONSTRAINT, rather than just using ADD CONSTRAINT.
— Note that VALIDATE CONSTRAINT will wait until replayed on all nodes, which

— gives a noticeable delay to receive confirmations.

When indexing, use CONCURRENTLY option whenever possible.

An alternate way of executing long running DDL is to disable DDL replicationand then to execute the DDL statement
separately on each node. That canstill be done using a single SQL statement, as shown in the example below.Note that
global locking rules still apply, so be careful not to lockyourself out with this type of usage, which should be seen as
more of aworkaround than normal usage.

SELECT bdr.run_on_all_nodes($ddl$
* CREATE INDEX CONCURRENTLY index_a ON table_a(i);
$dd1s);

We recommend using the bdr.run_on_all_nodes() technique above with CREATEINDEX CONCURRENTLY, noting
that DDL replication must be disabled for wholesession because CREATE INDEX CONCURRENTLY is a multi-
transaction command.CREATE INDEX should be avoided on production systemssince it prevents writes while it exe-
cutes.REINDEX is replicated in versions up to 3.6, but not with BDR 3.7 or later.Using REINDEX should be avoided
because of the AccessExclusiveLocks it holds.

Instead, REINDEX CONCURRENTLY should be used (or reindexdb —concurrently),which is available in PG12+ or
2QPG11+.

DDL replication can be disabled when using command line utilities like this:

$ export PGOPTIONS="-c bdr.ddl_replication=off"
$ pg_restore --section=post-data

Multiple DDL statements might benefit from bunching into a single transactionrather than fired as individual statements,
so the DDL lock only has to betaken once. This may not be desirable if the table-level locks interfere withnormal
operations.

If DDL is holding the system up for too long, it is possible and safe tocancel the DDL on the originating node as you
would cancel any otherstatement, e.g. with Control-Cin psql or with pg_cancel_backend().You cannot cancel a
DDL lock from any other node.

It is possible to control how long the global lock will take with (optional)global locking timeout settings.The bdr.
global_lock_timeout will limit how long the waitfor acquiring the global lock can take before it is cancelled;bdr.
global_lock_statement_timeout limits the runtime length of any statementin transaction that holds global locks,
and bdr.global_lock_idle_timeoutsets the maximum allowed idle time (time between statements) for a transac-
tionholding any global locks. All of these timeouts can be disabled by settingtheir values to zero.
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Once the DDL operation has committed on the originating node, it cannot becanceled or aborted. The BDR group must
wait for it to apply successfully onother nodes that confirmed the global lock and for them to acknowledge replay.This
is why it is important to keep DDL transactions short and fast.

2.5.5 Handling DDL With Down Nodes

If the node initiating the global DDL lock goes down after it has acquiredthe global lock (either DDL or DML), the
lock stays active.The global locks will not time out, even if timeouts have been set.In case the node comes back up, it
will automatically release all the globallocks that it holds.

If it stays down for a prolonged period time (or forever),remove the node from BDR group in order to release the
global locks. Thismight be one reason for executing emergency DDL using the SET command asthe bdr_superuser
to update the bdr.dd1_locking value.

If one of the other nodes goes down after it has confirmed the global lock,but before the command acquiring it has been
executed, the execution ofthat command requesting the lock will continue as if the node was up.

As mentioned in the previous section, the global DDL lock only requires a majority ofthe nodes to respond, and so it
will work if part of the cluster is down, as long as amajority is running and reachable, while the DML lock cannot be
acquiredunless the whole cluster is available.

If we have the global DDL or global DML lock and another node goes down, thecommand will continue normally and
the lock will be released.

2.5.6 Statement Specific DDL Replication Concerns

Not all commands can be replicated automatically. Such commandsare generally disallowed, unless DDL replication
is turned oftby turning bdr.dd1_replication off.

BDR prevents some DDL statements from running when it is active on adatabase. This protects the consistency of the
system by disallowingstatements that cannot be replicated correctly, or for which replication isnot yet supported. State-
ments that are supported with some restrictionsare covered in [DDL Statements With Restrictions]; while commands
that areentirely disallowed in BDR are covered in prohibited DDL statements.

If a statement is not permitted under BDR, it is often possible to findanother way to do the same thing. For example,
you can’t do an ALTER TABLEwhich adds column with a volatile default value, but it is generally possible torephrase
that as a series of independent ALTER TABLE and UPDATE statementsthat will work.

Generally unsupported statements are prevented from beingexecuted, raising a feature_not_supported (SQL-
STATE 0A000) error.

Note that any DDL that references or relies upon a temporary object cannotbe replicated by BDR and will throw an
ERROR, if executed with DDL replicationenabled.

2.5.7 BDR DDL Command Handling Matrix

Following table describes which utility or DDL commands are allowed, whichare replicated and what type of global
lock they take when they are replicated.

For some more complex statements like ALTER TABLE these can differ dependingon the sub-command(s) executed.
Every such command has detailed explanationunder the following table.

Command Allowed Replicated Lock
ALTER AGGREGATE Y Y DDL

continues on next page

2.5. DDL Replication 59



BDR (Bi-Directional Replication), Release 4.0.0

Table 2 - continued from previous page

Command Allowed Replicated Lock
ALTER CAST Y Y DDL
ALTER COLLATION Y Y DDL
ALTER CONVERSION Y Y DDL
ALTER DATABASE Y N N
ALTER DATABASE | Y Y DDL
LINK
ALTER DEFAULT PRIV- | Y Y DDL
ILEGES
ALTER DIRECTORY Y Y DDL
ALTER DOMAIN Y Y DDL
ALTER EVENT TRIG- | Y Y DDL
GER
ALTER EXTENSION Y Y DDL
ALTER FOREIGN DATA | Y Y DDL
WRAPPER
ALTER FOREIGN TA- | Y Y DDL
BLE
ALTER FUNCTION Y Y DDL
ALTER INDEX Y Y DDL
ALTER LANGUAGE Y Y DDL
ALTER LARGE OBJECT | N N N
ALTER MATERIAL- | Y N N
IZED VIEW
ALTER OPERATOR DDL
ALTER OPERATOR DDL
CLASS
ALTER OPERATOR | Y Y DDL
FAMILY
ALTER PACKAGE Y Y DDL
ALTER POLICY Y Y DDL
ALTER PROCEDURE Y Y DDL
ALTER PROFILE Y Y DDL
ALTER PUBLICATION Y Y DDL
ALTER QUEUE Y Y DDL
ALTER QUEUE TABLE Y Y DDL
ALTER REDACTION | Y Y DDL
POLICY
ALTER RESOURCE | Y N N
GROUP
ALTER ROLE Y Y DDL
ALTER ROUTINE Y Y DDL
ALTER RULE Y Y DDL
ALTER SCHEMA Y Y DDL
ALTER SEQUENCE [De- Y DML
tails](#bdr_ddl_allowed_AlterSeqStmt)
ALTER SERVER Y Y DDL
ALTER SESSION Y N N
ALTER STATISTICS Y Y DDL
ALTER SUBSCRIPTION | Y Y DDL
ALTER SYNONYM Y Y DDL
continues on next page
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Table 2 - continued from previous page

bleStmt)

Command Allowed Replicated Lock
ALTER SYSTEM Y N N
ALTER TABLE [De- Y [De-
tails](#bdr_ddl_allowgd_AlterTableStmt) tails](#bdr_ddl_lock_relation_AlterTa
ALTER TABLESPACE Y N N
ALTER TEXT SEARCH | Y Y DDL
CONFIGURATION
ALTER TEXT SEARCH | Y Y DDL
DICTIONARY
ALTER TEXT SEARCH | Y Y DDL
PARSER
ALTER TEXT SEARCH | Y Y DDL
TEMPLATE
ALTER TRIGGER Y Y DDL
ALTER TYPE Y Y DDL
ALTER USER MAPPING | Y Y DDL
ALTER VIEW Y Y DDL
ANALYZE Y N N
BEGIN Y N N
CHECKPOINT Y N N
CLOSE Y N N
CLOSE CURSOR Y N N
CLOSE CURSOR ALL Y N N
CLUSTER Y N N
COMMENT Y [De- DDL
tails](#bdr_ddl_can_replicate_comment)
COMMIT Y N N
COMMIT PREPARED Y N N
COPY Y N N
COPY FROM Y N N
CREATE ACCESS | Y Y DDL
METHOD
CREATE AGGREGATE Y Y DDL
CREATE CAST Y Y DDL
CREATE COLLATION Y Y DDL
CREATE CONSTRAINT | Y Y DDL
CREATE CONVERSION | Y Y DDL
CREATE DATABASE Y N N
CREATE DATABASE | Y Y DDL
LINK
CREATE DIRECTORY Y Y DDL
CREATE DOMAIN Y Y DDL
CREATE EVENT TRIG- | Y Y DDL
GER
CREATE EXTENSION Y Y DDL
CREATE FOREIGN | Y Y DDL
DATA WRAPPER
CREATE FOREIGN TA- | Y Y DDL
BLE
CREATE FUNCTION Y Y DDL
CREATE INDEX Y Y DML

continues on next page
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Table 2 - continued from previous page

Command Allowed Replicated Lock

CREATE LANGUAGE Y Y DDL

CREATE MATERIAL- | Y N N

IZED VIEW

CREATE OPERATOR Y Y DDL

CREATE OPERATOR | Y Y DDL

CLASS

CREATE OPERATOR | Y Y DDL

FAMILY

CREATE PACKAGE Y Y DDL

CREATE PACKAGE | Y Y DDL

BODY

CREATE POLICY Y Y DML

CREATE PROCEDURE Y Y DDL

CREATE PROFILE Y Y DDL

CREATE PUBLICATION | Y Y DDL

CREATE QUEUE Y Y DDL

CREATE QUEUE TA- | Y Y DDL

BLE

CREATE REDACTION | Y Y DDL

POLICY

CREATE RESOURCE | Y N N

GROUP

CREATE ROLE Y Y DDL

CREATE ROUTINE Y Y DDL

CREATE RULE Y Y DDL

CREATE SCHEMA Y Y DDL

CREATE SEQUENCE [De- Y DDL
tails](#bdr_ddl_allowed_CreateSeqStmt)

CREATE SERVER Y Y DDL

CREATE STATISTICS Y Y DDL

CREATE SUBSCRIP- | Y Y DDL

TION

CREATE SYNONYM Y Y DDL

CREATE TABLE [De- Y DDL
tails](#bdr_ddl_allowed_CreateStmt)

CREATE TABLE AS [De- Y DDL
tails](#bdr_ddl_allowed_CreateTable AsStmt)

CREATE TABLESPACE Y N N

CREATE TEXT SEARCH | Y Y DDL

CONFIGURATION

CREATE TEXT SEARCH | Y Y DDL

DICTIONARY

CREATE TEXT SEARCH | Y Y DDL

PARSER

CREATE TEXT SEARCH | Y Y DDL

TEMPLATE

CREATE TRANSFORM Y Y DDL

CREATE TRIGGER Y Y DDL

CREATE TYPE Y Y DDL

CREATE TYPE BODY Y Y DDL

continues on next page
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Table 2 - continued from previous page

Command Allowed Replicated Lock
CREATE USER MAP- | Y Y DDL
PING

CREATE VIEW Y Y DDL
DEALLOCATE Y N N
DEALLOCATE ALL Y N N
DECLARE CURSOR Y N N
DISCARD Y N N
DISCARD ALL Y N N
DISCARD PLANS Y N N
DISCARD SEQUENCES | Y N N
DISCARD TEMP Y N N
DO Y N N
DROP ACCESS | Y Y DDL
METHOD

DROP AGGREGATE Y Y DDL
DROP CAST Y Y DDL
DROP COLLATION Y Y DDL
DROP CONSTRAINT Y Y DDL
DROP CONVERSION Y Y DDL
DROP DATABASE Y N N
DROP DATABASE LINK | Y Y DDL
DROP DIRECTORY Y Y DDL
DROP DOMAIN Y Y DDL
DROP EVENT TRIGGER | Y Y DDL
DROP EXTENSION Y Y DDL
DROP FOREIGN DATA | Y Y DDL
WRAPPER

DROP FOREIGN TABLE | Y Y DDL
DROP FUNCTION Y Y DDL
DROP INDEX Y Y DDL
DROP LANGUAGE Y Y DDL
DROP MATERIALIZED | Y N N
VIEW

DROP OPERATOR DDL
DROP OPERATOR DDL
CLASS

DROP OPERATOR FAM- | Y Y DDL
ILY

DROP OWNED Y Y DDL
DROP PACKAGE Y Y DDL
DROP PACKAGE BODY | Y Y DDL
DROP POLICY Y Y DDL
DROP PROCEDURE Y Y DDL
DROP PROFILE Y Y DDL
DROP PUBLICATION Y Y DDL
DROP QUEUE Y Y DDL
DROP QUEUE TABLE Y Y DDL
DROP REDACTION | Y Y DDL

POLICY

continues on next page
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Table 2 - continued from previous page

Command Allowed Replicated Lock
DROP RESOURCE | Y N N
GROUP
DROP ROLE Y Y DDL
DROP ROUTINE Y Y DDL
DROP RULE Y Y DDL
DROP SCHEMA Y Y DDL
DROP SEQUENCE Y Y DDL
DROP SERVER Y Y DDL
DROP STATISTICS Y Y DDL
DROP SUBSCRIPTION Y Y DDL
DROP SYNONYM Y Y DDL
DROP TABLE Y Y DML
DROP TABLESPACE Y N N
DROP TEXT SEARCH | Y Y DDL
CONFIGURATION
DROP TEXT SEARCH | Y Y DDL
DICTIONARY
DROP TEXT SEARCH | Y Y DDL
PARSER
DROP TEXT SEARCH | Y Y DDL
TEMPLATE
DROP TRANSFORM Y Y DDL
DROP TRIGGER Y Y DDL
DROP TYPE Y Y DDL
DROP TYPE BODY Y Y DDL
DROP USER MAPPING Y Y DDL
DROP VIEW Y Y DDL
EXECUTE Y N N
EXPLAIN Y [De- [De-
tails](#bdr_ddl_can_replachti(#bxdrladd)_lock_explain_stmt)
FETCH Y N N
GRANT Y [De- DDL
tails](#bdr_ddl_can_replicate_grant)
GRANT ROLE Y Y DDL
IMPORT FOREIGN | Y Y DDL
SCHEMA
LISTEN Y N N
LOAD Y N N
LOAD ROW DATA Y Y DDL
LOCK TABLE Y N N
MOVE Y N N
NOTIFY Y N N
PREPARE Y N N
PREPARE TRANSAC- | Y N N
TION
REASSIGN OWNED Y Y DDL
REFRESH MATERIAL- | Y N N
1ZED VIEW
REINDEX Y N N
RELEASE Y N N
continues on next page
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Table 2 - continued from previous page

Command Allowed Replicated Lock

RESET Y N N

REVOKE Y [De- DDL
tails](#bdr_ddl_can_replicate_grant)

REVOKE ROLE Y Y DDL

ROLLBACK Y N N

ROLLBACK PREPARED | Y N N

SAVEPOINT Y N N

SECURITY LABEL Y [De- DDL
tails](#bdr_ddl_can_replicate_seclabel)

SELECT INTO [De- Y DDL

tails](#bdr_ddl_allowed_CreateTable AsStmt)

SET Y N N

SET CONSTRAINTS Y N N

SHOW Y N N

START TRANSACTION | Y N N

TRUNCATE TABLE Y [De- [De-
tails](#bdr_ddl_can_replachti#irdnaddt) lock_truncate_stmt)

UNLISTEN Y N N

VACUUM Y N N

ALTER SEQUENCE

Generally ALTER SEQUENCE is supported, but when using globalsequences, some options have no effect.

ALTER SEQUENCE ...

not supported on galloc sequences (only).

ALTER TABLE

RENAUNME is not supported on galloc sequences (only).ALTER SEQUENCE ...

SET SCHEMA is

Generally, ALTER TABLE commands are allowed. There are, however, severalsub-commands that are not supported.

ALTER TABLE Disallowed Commands

Some variants of ALTER TABLE are currently not allowed on a BDR node:

"ADD COLUMN ...

DEFAULT (non-immutable expression)”™ - This is not allowed because

— it would currently result in different data on different nodes. See

— Adding a Column for a suggested workaround.

"ADD CONSTRAINT ...

EXCLUDE® - Exclusion constraints are not supported for now.

— Exclusion constraints do not make much sense in an asynchronous system and

— lead to changes that cannot be replayed.

"ALTER TABLE ...

SET WITH[OUT] OIDS® - Is not supported for the same reasons

— as in CREATE TABLE.
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e| "ALTER COLUMN ... SET STORAGE external® - Will be rejected if the column is

— one of the columns of the replica identity for the table.

¢| "RENAME"~ - cannot rename an Autopartitioned table.

*| "SET SCHEMA® - cannot set the schema of an Autopartitioned table.

e| "ALTER COLUMN ... TYPE® - Changing a column's type is not supported if the

command causes the whole table to be rewritten, which occurs when the change

— is not binary coercible.

— Note that binary coercible changes may only be allowed one way. For example,

— the change from VARCHAR(128) to VARCHAR(256) is binary coercible and therefore
— allowed, whereas the change VARCHAR(256) to VARCHAR(128) is not binary coercible
— and therefore normally disallowed. For non-replicated ALTER COLUMN ... TYPE

— it can be allowed if the column is automatically castable to the new type

— (it does not contain the USING clause). See below for an example.

— Table rewrites would hold an

— AccessExclusiveLock for extended periods on larger tables, so such commands

— are likely to be infeasible on highly available databases in any case.

— See Changing a Column’s Type for a suggested workarounds.

"ALTER TABLE ... ADD FOREIGN KEY - Is not supported if current user does not have

— permission to read the referenced table, or if the referenced table
— has RLS restrictions enabled which current user cannot bypass.

The following example fails because it tries to add a constant value of type timestamponto a column of type
timestamptz. The cast between timestamp and timestamptzrelies upon the time zone of the session and so is
not immutable.

ALTER TABLE foo
* ADD expiry_date timestamptz DEFAULT timestamp '2100-01-01 00:00:00' NOT NULL;

Starting BDR 3.7.4, certain types of constraints, such as CHECK andFOREIGN KEY constraints, can be added without
taking a DML lock. Butthis requires a 2-step process of first creating a NOT VALID constraintand then validating
the constraint in a separate transaction via ALTER TABLE ... VALIDATE CONSTRAINT command. See Adding a
CONSTRAINT for more details.
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ALTER TABLE Locking

The following variants of ALTER TABLE will only take DDL lock and not aDML lock:

e "ALTER TABLE ... ADD COLUMN ... (immutable) DEFAULT’

e/ "ALTER TABLE ... ALTER COLUMN ... SET DEFAULT expression’

e/ "ALTER TABLE ... ALTER COLUMN ... DROP DEFAULT®

e| "ALTER TABLE ... ALTER COLUMN ... TYPE® if it does not require rewrite

— (currently only available on EDB Postgres Extended and EDB Postgres Advanced)

e| "ALTER TABLE ... ALTER COLUMN ... SET STATISTICS®

e| "ALTER TABLE ... VALIDATE CONSTRAINT®

e| "ALTER TABLE ... ATTACH PARTITION"

e/ "ALTER TABLE ... DETACH PARTITION®

e/ "ALTER TABLE ... ENABLE TRIGGER™ ( ENABLE REPLICA TRIGGER™ will still take a DML.
—lock)

e| "ALTER TABLE ... CLUSTER ON"

e| "ALTER TABLE ... SET WITHOUT CLUSTER®

e| "ALTER TABLE ... SET ( storage_parameter = value [, ... ] )’

e| "ALTER TABLE ... RESET ( storage_parameter = [, ... ] )’

e/ "ALTER TABLE ... OWNER TO"

All other variants of ALTER TABLE take a DML lock on the table being modified.Some variants of ALTER TABLE have
restrictions, noted below.

ALTER TABLE Examples

This next example works because the type change is binary coercible and so does notcause a table rewrite, so it will
execute as a catalog-only change.

CREATE TABLE foo (id BIGINT PRIMARY KEY, description VARCHAR(20));
ALTER TABLE foo ALTER COLUMN description TYPE VARCHAR(128);

However, making this change to reverse the above command is not possible becausethe change from VARCHAR(128)
to VARCHAR(20) is not binary coercible.
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ALTER TABLE foo ALTER COLUMN description TYPE VARCHAR(20);

See later for suggested workarounds.

It is useful to provide context for different types of ALTER TABLE ... ALTER COLUMN TYPE (ATCT) operations
that are possible in general and innon-replicated environments.

Some ATCT operations only update the metadata of the underlying columntype and do not require a rewrite of the
underlying table data. This istypically the case when the existing column type and the target type arebinary coercible.
For example:

CREATE TABLE sample (coll BIGINT PRIMARY KEY, col2 VARCHAR(128), col3 INT);
ALTER TABLE sample ALTER COLUMN col2 TYPE VARCHAR(256);

It will also be OK to change the column type to VARCHAR or TEXTdatatypes because of binary coercibility. Again, this
is just a metadataupdate of the underlying column type.

ALTER TABLE sample ALTER COLUMN col2 TYPE VARCHAR;
ALTER TABLE sample ALTER COLUMN col2 TYPE TEXT;

However, if you want to reduce the size of col2, then that will lead toa rewrite of the underlying table data. Rewrite of
a table is normallyrestricted.

ALTER TABLE sample ALTER COLUMN col2 TYPE VARCHAR(64);
ERROR: ALTER TABLE ... ALTER COLUMN TYPE that rewrites table data may not affect.
—replicated tables on a BDR node

To give an example with non-text types, consider col3 above with typeINTEGER. An ATCT operation which tries to
convert to SMALLINT or BIGINTwill fail in a similar manner as above.

ALTER TABLE sample ALTER COLUMN col3 TYPE bigint;
ERROR: ALTER TABLE ... ALTER COLUMN TYPE that rewrites table data may not affect.
—replicated tables on a BDR node

In both the above failing cases, there exists an automatic assignmentcast from the current types to the target types.
However there is nobinary coercibility, which ends up causing a rewrite of the underlyingtable data.

In such cases, in controlled DBA environments, it is possible to changethe type of a column to an automatically castable
one, by adoptinga rolling upgrade for the type of this column in a non-replicatedenvironment on all the nodes, one by
one. If the DDL is not replicatedand the change of the column type is to an automatically castable oneas above, then it
is possible to allow the rewrite locally on the nodeperforming the alter, along with concurrent activity on other nodes
onthis same table. This non-replicated ATCT operation can then be repeatedon all the nodes one by one to bring
about the desired change of thecolumn type across the entire BDR cluster. Note that because thisinvolves a rewrite,
the activity will still take the DML lock for abrief period, and thus requires that the whole cluster is available. Withthe
above specifics in place, the rolling upgrade of the non-replicatedalter activity can be carried out as below:

-- foreach node in BDR cluster do:

SET bdr.ddl_replication TO FALSE;

ALTER TABLE sample ALTER COLUMN col2 TYPE VARCHAR(64);
ALTER TABLE sample ALTER COLUMN col3 TYPE BIGINT;
RESET bdr.ddl_replication;

-- done

Due to automatic assignment casts being available for many data types,this local non-replicated ATCT operation sup-
ports a wide variety ofconversions. Also note that ATCT operations that use a USING clauseare likely to fail because
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of the lack of automatic assignment casts.A few common conversions with automatic assignment casts are mentioned-
below.

-- foreach node in BDR cluster do:

SET bdr.ddl_replication TO FALSE;

ATCT operations to-from {INTEGER, SMALLINT, BIGINT}

ATCT operations to-from {CHAR(n), VARCHAR(n), VARCHAR, TEXT}
ATCT operations from numeric types to text types

RESET bdr.ddl_replication;

-- done

The above is not an exhaustive list of possibly allowable ATCToperations in a non-replicated environment. Obviously,
not all ATCToperations will work. The cases where no automatic assignment ispossible will fail even if we disable DDL
replication. So, whileconversion from numeric types to text types works in non-replicatedenvironment, conversion back
from text type to numeric types will fail.

SET bdr.ddl_replication TO FALSE;

-- conversion from BIGINT to TEXT works

ALTER TABLE sample ALTER COLUMN col3 TYPE TEXT;

-- conversion from TEXT back to BIGINT fails

ALTER TABLE sample ALTER COLUMN col3 TYPE BIGINT;

ERROR: ALTER TABLE ... ALTER COLUMN TYPE which cannot be automatically cast to new type.
—may not affect replicated tables on a BDR node

RESET bdr.ddl_replication;

While the ATCT operations in non-replicated environments support avariety of type conversions, it is important to note
that the rewritecan still fail if the underlying table data contains values that cannotbe assigned to the new data type.
For example, the current type fora column might be VARCHAR(256) and we tried a non-replicated ATCToperation to
convert it into VARCHAR (128). If there is any existing datain the table which is wider than 128 bytes, then the rewrite
operationwill fail locally.

INSERT INTO sample VALUES (1, repeat('a', 200), 10);
SET bdr.ddl_replication TO FALSE;

ALTER TABLE sample ALTER COLUMN col2 TYPE VARCHAR(128);
INFO: in rewrite

ERROR: value too long for type character varying(128)

If underlying table data meets the characteristics of the new type,then the rewrite will succeed. However, there is a
possibility thatreplication will fail if other nodes (which have not yet performed thenon-replicated rolling data type
upgrade) introduce new data thatis wider than 128 bytes concurrently to this local ATCT operation. Thiswill bring
replication to a halt in the cluster. So it is importantto be aware of the data type restrictions and characteristics at
thedatabase and application levels while performing thesenon-replicated rolling data type upgrade operations. It is
stronglyrecommended and advisable to perform and test such ATCT operations incontrolled and fully-aware DBA
environments. We need to be aware that these ATCT operations are asymmetric, and backing out certain changes that
failcould lead to table rewrites lasting long durations.

Also note that the above implicit castable ALTER activity cannot beperformed in transaction blocks.

! Note * This currently only works on EDB Postgres Extended and EDB Postgres Advanced.
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ALTER TYPE

Users should note that ALTER TYPE is replicated but a Global DML lock is notapplied to all tables that use that data
type, since PostgreSQL does notrecord those dependencies. See workarounds, below.

COMMENT ON

All variants of COMMENT ON are allowed, butCOMMENT ON TABLESPACE/DATABASE/LARGE OBJECT will not be
replicated.

CREATE SEQUENCE

Generally CREATE SEQUENCE is supported, but when using globalsequences, some options have no effect.

CREATE TABLE

Generally CREATE TABLE is supported but CREATE TABLE WITH OIDS is notallowed on a BDR node.

CREATE TABLE AS and SELECT INTO
CREATE TABLE AS and SELECT INTO are only allowed on EDB Postgres Extendedand EDB Postgres Advanced and
only if any sub-commands are also allowed.

You can instead achieve the same effect using, in case theCREATE TABLE AS is not supported on your variant of
Postgres:

CREATE TABLE mytable;
INSERT INTO mytable SELECT ... ;

EXPLAIN

Generally EXPLAIN is allowed, but because EXPLAIN ANALYZE can have sideeffects on the database, there are some
restrictions on it.

EXPLAIN ANALYZE Replication

EXPLAIN ANALYZE will follow replication rules of the analyzed statement.

EXPLAIN ANALYZE Locking

EXPLAIN ANALYZE will follow locking rules of the analyzed statement.
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GRANT and REVOKE

Generally GRANT and REVOKE statements are supported, howeverGRANT/REVOKE ON TABLESPACE/LARGE OBJECT
will not be replicated.

LOCK TABLE

LOCK TABLE is only executed locally and is not replicated. Normal replicationhappens after transaction commit, so
LOCK TABLE would not have any effecton other nodes.

For globally locking table, users can request a global DML lock explicitlyby calling bdr.global_lock_table().

SECURITY LABEL

All variants of SECURITY LABEL are allowed, butSECURITY LABEL ON TABLESPACE/DATABASE/LARGE OBJECT
will not be replicated.

TRUNCATE Replication

TRUNCATE command is replicated as DML, not as DDL statement, so whetherthe TRUNCATE on table is replicated
depends on replication set settings foreach affected table.

TRUNCATE Locking

Even though TRUNCATE is not replicated same way as other DDL, it may acquirethe global DML lock when bdr.
truncate_locking is set to on.

Role manipulation statements
Users are global objects in a PostgreSQL instance, which means they spanmultiple databases while BDR operates on
an individual database level. This meansthat role manipulation statement handling needs extra thought.

BDR requires that any roles that are referenced by any replicated DDL mustexist on all nodes. The roles are not required
to have the same grants,password, etc., but they must exist.

BDR will replicate role manipulation statements if bdr.role_replicationisenabled (default) and role manipulation
statements are run in a BDR-enableddatabase.

The role manipulation statements include the following statements:

CREATE ROLE

ALTER ROLE

DROP ROLE

GRANT ROLE

CREATE USER
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ALTER USER

DROP USER

CREATE GROUP

ALTER GROUP

DROP GROUP

In general, either:

¢| The system should be configured with “bdr.role_replication = off  and

— all role (user and group) changes should be deployed by external orchestration
— tools like Ansible, Puppet, Chef, etc., or explicitly replicated via

— bdr.replicate_ddl_command(...);or

¢/ The system should be configured so that exactly one BDR-enabled database

— on the PostgreSQL instance has bdr.role_replication = on and all
— role management DDL should be run on that database.
It is strongly recommended that you run all role management commands within onedatabase.

If role replication is turned off, then the administrator must ensure thatany roles used by DDL on one node also exist
on the other nodes, or BDR applywill stall with an ERROR until the role is created on the other node(s).

Note: BDR will nor capture and replicate role management statements when theyare run on a non-BDR-enabled
database within a BDR-enabled PostgreSQL instance.For example if you have DBs ‘bdrdb’ (bdr group member) and
‘postgres’ (bare db),and bdr.role_replication = on, then a CREATE USER run in bdrdb will bereplicated, but a
CREATE USER run in postgres will not.

Restricted DDL Workarounds

Some of the limitations of BDR DDL operation handling can be worked around,often splitting up the operation into
smaller changes can produce desiredresult that is either not allowed as single statement or requires excessivelocking.

Adding a CONSTRAINT

Starting BDR 3.7.4, a CHECK and FOREIGN KEY constraint can be addedwithout requiring a DML lock. This
requires a 2-step process.

"ALTER TABLE ... ADD CONSTRAINT ... NOT VALID®

"ALTER TABLE ... VALIDATE CONSTRAINT®

These steps must be executed in two different transactions. Both thesesteps only take DDL lock on the table and
hence can be run even when oneor more nodes are down. But in order to validate a constraint, BDR mustensure that
all nodes in the cluster has seen the ADD CONSTRAINTcommand and the node validating the constraint has applied
replicationchanges from all other nodes prior to creating the NOT VALID constrainton those nodes. So even though
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the new mechanism does not need all nodesto be up while validating the constraint, it still requires that allnodes should
have applied the ALTER TABLE .. ADD CONSTRAINT ... NOT VALIDcommand and made enough progress. BDR
will wait for a consistentstate to be reached before validating the constraint.

Note that the new facility requires the cluster to run with Raft protocolversion 24 and beyond. If the Raft protocol is
not yet upgraded, the oldmechanism will be used, resulting in a DML lock request.

! Note * This currently only works on EDB Postgres Extended and EDB Postgres Advanced.

Adding a Column

To add a column with a volatile default, run these commands inseparate transactions:

ALTER TABLE mytable ADD COLUMN newcolumn coltype; -- Note the lack of DEFAULT or NOT.
—NULL
ALTER TABLE mytable ALTER COLUMN newcolumn DEFAULT volatile-expression;
* BEGIN;
SELECT bdr.global_lock_table('mytable');
UPDATE mytable SET newcolumn = default-expression;
COMMIT;

This splits schema changes and row changes into separate transactions thatcan be executed by BDR and result in
consistent data across all nodes in aBDR group.

For best results, batch the update into chunks so that you do not update more thana few tens or hundreds of thousands
of rows at once. This can be done usinga PROCEDURE with embedded transactions.

It is important that the last batch of changes runs in a transaction thattakes a global DML lock on the table, otherwise
it is possible to miss rowsthat are inserted concurrently into the table on other nodes.

If required, ALTER TABLE mytable ALTER COLUMN newcolumn NOT NULL; can berun after the UPDATE has fin-
ished.

Changing a Column’s Type

PostgreSQL causes a table rewrite in some cases where it could be avoided,for example:

CREATE TABLE foo (id BIGINT PRIMARY KEY, description VARCHAR(128));
ALTER TABLE foo ALTER COLUMN description TYPE VARCHAR(20);

This statement can be rewritten to avoid a table rewrite by making therestriction a table constraint rather than a datatype
change, which canthen be validated in a subsequent command to avoid long locks, if desired.

CREATE TABLE foo (id BIGINT PRIMARY KEY, description VARCHAR(128));
ALTER TABLE foo

* ALTER COLUMN description TYPE varchar,

* ADD CONSTRAINT description_length_limit CHECK (length(description) <= 20) NOT VALID;
ALTER TABLE foo VALIDATE CONSTRAINT description_length_limit;

Should the validation fail, then it is possible to UPDATE just the failing rows.This technique can be used for TEXT
and VARCHAR using length(), or withNUMERIC datatype using scale().

In the general case for changing column type, first add a column of the desired type:

ALTER TABLE mytable ADD COLUMN newcolumn newtype;

2.5. DDL Replication 73




BDR (Bi-Directional Replication), Release 4.0.0

Create a trigger defined as BEFORE INSERT OR UPDATE ON mytable FOR EACH ROW ..,which assigns NEW.
newcolumn to NEW.oldcolumn so that new writes to thetable update the new column automatically.

UPDATE the table in batches to copy the value of oldcolumn tonewcolumn using a PROCEDURE with embedded trans-
actions. Batching the workwill help reduce replication lag if it is a big table. Updating by range ofIDs or whatever
method you prefer is fine, or the whole table in one go forsmaller tables.

CREATE INDEX ... any required indexes on the new column. It is safe touse CREATE INDEX ... CONCURRENTLY
run individually without DDL replicationon each node, to reduce lock durations.

ALTER the column to add a NOT NULL and CHECK constraints, if required.

BEGIN a transaction, DROP the trigger you added, ALTER TABLE to add anyDEFAULT required on the column, DROP the
old column, andALTER TABLE mytable RENAME COLUMN newcolumn TO oldcolumn, then COMMIT.

Because you are dropping a column, you may have to re-create views, procedures,etc. that depend on the table.
Be careful if you " CASCADE"" drop the column,as you will need to ensure you re-create everything that referred
to it.

Changing Other Types

The ALTER TYPE statement is replicated, but affected tables are not locked.

When this DDL is used, the user should ensure that the statement has successfullyexecuted on all nodes before using
the new type. This can be achieved usingthe bdr.wait_slot_confirm_lsn() function.

For example,

ALTER TYPE contact_method ADD VALUE 'email';
SELECT bdr.wait_slot_confirm_lsn(NULL, NULL);

will ensure that the DDL has been written to all nodes before using the new valuein DML statements.

BDR Functions that behave like DDL

The following BDR management functions act like DDL. This means that they willattempt to take global locks and
their actions will be replicated, if DDLreplication is active and DDL filter settings allow that. For detailedinformation,
see the documentation for the individual functions.

Replication Set Management

bdr.create_replication_set

e/ bdr.alter_replication_set

¢ bdr.drop_replication_set

e/ bdr.replication_set_add_table

*/bdr.replication_set_remove_table

e/ bdr.replication_set_add_ddl_filter

¢/ bdr.replication_set_remove_ddl_filter
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Conflict Management

bdr.alter_table_conflict_detection

bdr.column_timestamps_enable

bdr.column_timestamps_disable

Sequence Management

bdr.alter_sequence_set_kind

Stream Triggers

bdr.create_conflict_trigger

bdr.create_transform_trigger

bdr.drop_trigger

2.6 Security and Roles

The BDR extension can be created only by superusers, although if desired, it is possible to set up the pgextwlist
extension and configure it to allow BDR to be created by a non-superuser.

Configuring and managing BDR does not require superuser access, nor is that recommended.The privileges required
by BDR are split across the following default/predefined roles, namedsimilarly to the PostgreSQL default/predefined
roles:

¢| *bdr_superuser* - the highest-privileged role, having access to all BDR tables and.
—functions.
¢| *bdr_read_all_stats* - the role having read-only access to the tables, views and.

—functions, sufficient to understand the state of BDR.

¢| *bdr_monitor* - at the moment the same as "bdr_read_all_stats’, to be extended.
—later.

*| “bdr_application®* - the minimal privileges required by applications running BDR.

¢| *bdr_read_all_conflicts* - can view *all* conflicts in “bdr.conflict_history".

These BDR roles are created when the BDR extension isinstalled. See [BDR Default Roles] below for more details.
Managing BDR does not require that administrators have access to user data.
Arrangements for securing conflicts are discussed herelLogging Conflicts to a Table.

Conflicts may be monitored using the BDR.conflict_history_summary view.
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2.6.1 Catalog Tables

System catalog and Information Schema tables are always excluded from replication by BDR.

In addition, tables owned by extensions are excluded from replication.

2.6.2 BDR Functions & Operators

All BDR functions are exposed in the bdr schema. Any calls to thesefunctions should be schema qualified, rather than
putting bdr in thesearch_path.

All BDR operators are available via pg_catalog schema to allow usersto exclude the public schema from the
search_path without problems.

2.6.3 Granting privileges on catalog objects

Administrators should not grant explicit privileges on catalogobjects such as tables, views and functions; manage access
to those objectsby granting one of the roles documented in [BDRDefault Roles].

This requirement is a consequence of the flexibility that allowsjoining a node group even if the nodes on either side of
the join donot have the exact same version of BDR (and therefore of the BDRcatalog).

More precisely, if privileges on individual catalog objects have beenexplicitly granted, then the bdr.
join_node_group () procedure couldfail because the corresponding GRANT statements extracted from thenode be-
ing joined might not apply to the node that is joining.

2.6.4 Role Management

Users are global objects in a PostgreSQL instance.CREATE USER and CREATE ROLE commands are replicated auto-
matically if theyare executed in the database where BDR is running and thebdr.role_replication is turned on.
However, if these commands are executedin other databases in the same PostgreSQL instance then they will not be
replicated,even if those users have rights on the BDR database.

When a new BDR node joins the BDR group, existing users are not automaticallycopied unless the node is added
using bdr_init_physical. This is intentionaland is an important security feature. PostgreSQL allows users to
access multipledatabases, with the default being to access any database. BDR does not knowwhich users access which
database and so cannot safely decidewhich users to copy across to the new node.

PostgreSQL allows you to dump all users with the command:

pg_dumpall --roles-only > roles.sql

The file roles.sql can then be edited to remove unwanted users beforere-executing that on the newly created
node.Other mechanisms are possible, depending on your identity and accessmanagement solution (IAM), but are not
automated at this time.
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2.6.5 Roles and Replication

DDL changes executed by a user are applied as that same user on each node.

DML changes to tables are replicated as the table-owning user on the target node.It is recommended - but not enforced
- that a table is owned by the same user on each node.

If table A is owned by user X on nodel and owned by user Y on node2, then if user Yhas higher privileges than user
X, this could be viewed as a privilege escalation.Since some nodes have different use cases, we allow this but warn
against itto allow the security administrator to plan and audit this situation.

On tables with row level security policies enabled, changeswill be replicated without re-enforcing policies on ap-
ply.This is equivalent to the changes being applied asNO FORCE ROW LEVEL SECURITY, even if FORCE ROW LEVEL
SECURITY is specified.If this is not desirable, specify a row_filter that avoidsreplicating all rows. It is recommended -
but not enforced -that the row security policies on all nodes be identical orat least compatible.

Note that bdr_superuser controls replication for BDR and mayadd/remove any table from any replication set.
bdr_superuserdoes not need, nor is it recommended to have, any privilegesover individual tables. If the need exists
to restrict accessto replication set functions, restricted versions of thesefunctions can be implemented as SECURITY
DEFINER functionsand GRANTed to the appropriate users.

2.6.6 Connection Role

When allocating a new BDR node, the user supplied in the DSN for thelocal_dsn argument of bdr.create_node
and the join_target_dsn ofbdr.join_node_group are used frequently to refer to, create, andmanage database
objects.

BDR is carefully written to prevent privilege escalation attacks evenwhen using a role with SUPERUSER rights in these
DSNs.

To further reduce the attack surface, a more restricted user may bespecified in the above DSNs. At a minimum, such a
user must begranted permissions on all nodes, such that following stipulations aresatisfied:

the user has the "REPLICATION® attribute

°/it is granted the "CREATE' permission on the database

it inherits the “bdr_superuser’ role

/it owns all database objects to replicate, either directly or via

— permissions from the owner role(s).

Once all nodes are joined, the permissions may be further reduced tojust the following to still allow DML and DDL
replication:

The user has the "REPLICATION" attribute.

It inherits the “bdr_superuser’ role.
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2.6.7 Privilege Restrictions

BDR enforces additional restrictions, effectively preventing theuse of DDL that relies solely on TRIGGER or REFER-
ENCES privileges.The following sub-sections explain these.

GRANT ALL will still grant both TRIGGER and REFERENCES privileges,so it is recommended that you state privileges
explicitly, e.g.GRANT SELECT, INSERT, UPDATE, DELETE, TRUNCATE instead of ALL.

Foreign Key Privileges

ALTER TABLE ... ADD FOREIGN KEY is only supported if the user hasSELECT privilege on the referenced table, or
if the referenced tablehas RLS restrictions enabled which the current user cannot bypass.

Thus, the REFERENCES privilege is not sufficient to allow creationof a Foreign Key with BDR. Relying solely on the
REFERENCES privilegeis not typically useful since it makes the validation check executeusing triggers rather than a
table scan, so is typically too expensiveto used successfully.

Triggers

In PostgreSQL, triggers may be created by both the owner of a table and anyone whohas been granted the TRIGGER
privilege. Triggers granted by the non-table ownerwould execute as the table owner in BDR, which could cause a
security issue.The TRIGGER privilege is seldom used and PostgreSQL Core Team has said”The separate TRIGGER
permission is something we consider obsolescent.”

BDR mitigates this problem by using stricter rules on who can create a triggeron a table:

¢| superuser

bdr_superuser

Owner of the table can create triggers according to same rules as in PostgreSQL

— (must have EXECUTE privilege on function used by the trigger).

Users who have TRIGGER privilege on the table can only create a trigger if

they create the trigger using a function that is owned by the same owner as the

table and they satisfy standard PostgreSQL rules (again must have EXECUTE

privilege on the function). So if both table and function have same owner and the

owner decided to give a user both TRIGGER privilege on the table and EXECUTE

privilege on the function, it is assumed that it is okay for that user to create

— atrigger on that table using this function.

Users who have TRIGGER privilege on the table can create triggers using

— functions that are defined with the SECURITY DEFINER clause if they have EXECUTE
— privilege on them. This clause makes the function always execute in the context

— of the owner of the function itself both in standard PostgreSQL and BDR.
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The above logic is built on the fact that in PostgreSQL, the owner of the triggeris not the user who created it but the
owner of the function used by that trigger.

The same rules apply to existing tables, and if the existing table has triggers whichare not owned by the owner of the
table and do not use SECURITY DEFINER functions,it will not be possible to add it to a replication set.

These checks were added with BDR 3.6.19. An application thatrelies on the behavior of previous versions can setbdr.
backwards_compatibility to 30618 (or lower) to behave likeearlier versions.

BDR replication apply uses the system-level default search_path only.Replica triggers, stream triggersand index ex-
pression functions may assume other search_path settings which will then fail when theyexecute on apply. To ensure
this does not occur, resolve object references clearly using either the defaultsearch_path only (always use fully qualified
references to objects, e.g. schema.objectname), or set the searchpath for a function using ALTER FUNCTION ... SET
search_path = ... for the functions affected.

2.6.8 BDR Default/Predefined Roles

BDR predefined roles are created when the BDR extension is installed.Note that after BDR extension is dropped from
a database, the roles continue to existand need to be dropped manually if required. This allows BDR to be used in
multipledatabases on the same PostgreSQL instance without problem.

Remember that the GRANT ROLE DDL statement does not participate in BDR replication,thus you should execute this
on each node of a cluster.

bdr_superuser

ALL PRIVILEGES ON ALL TABLES IN SCHEMA BDR

ALL PRIVILEGES ON ALL ROUTINES IN SCHEMA BDR

bdr_read_all_stats

SELECT privilege on

"bdr.conflict_history_summary’

¢| "bdr.ddl_epoch”

¢| "bdr.dd]l_replication”

¢| "bdr.global_consensus_journal_details"

¢| “bdr.global_lock"

¢| "bdr.global_locks"

¢| "bdr.local_consensus_state"

¢| "bdr.local_node_summary"
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“bdr.

node”

“bdr.

node_catchup_info"

“bdr.

node_conflict_resolvers”

“bdr.

node_group"’

“bdr.

node_local_info"

“bdr.

node_peer_progress’

“bdr.

node_slots”

“bdr.

node_summary’

“bdr.

replication_sets’

“bdr.

sequences’

“bdr.

state_journal_details’

“bdr.

stat_relation”

“bdr.

stat_subscription’

“bdr.

subscription’

“bdr.

subscription_summary"

“bdr.

tables”

“bdr.

worker_errors’

EXECUTE

privilege on

“bdr

.bdr_version®

“bdr

.bdr_version_num’

“bdr

.conflict_resolution_to_string’

“bdr

.conflict_type_to_string’

“bdr

.decode_message_payload"
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¢| "bdr.get_global_locks"

¢| "bdr.get_raft_status’

¢| "bdr.get_relation_stats"

¢| "bdr.get_slot_flush_timestamp’

¢| "bdr.get_sub_progress_timestamp’

¢| "bdr.get_subscription_stats’

¢| "bdr.peer_state_name"

¢| "bdr.show_subscription_status’

bdr_monitor

All privileges from bdr_read_all_stats, plus

EXECUTE privilege on

¢| "bdr.monitor_group_versions"

“bdr.monitor_group_raft’

“bdr.monitor_local_replslots”

bdr_application

EXECUTE privilege on

All functions for column_timestamps datatypes

All functions for CRDT datatypes

¢| "bdr.alter_sequence_set_kind"

¢| "bdr.create_conflict_trigger’

*| "bdr.create_transform_trigger"

¢| "bdr.drop_trigger"

¢| "bdr.get_configured_camo_partner"
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¢| "bdr.global_lock_table"

¢| "bdr.is_camo_partner_connected’

¢| "bdr.is_camo_partner_ready"

¢| "bdr.logical_transaction_status’

*| “bdr.ri_fkey_trigger"

¢| "bdr.seq_nextval"’

¢| "bdr.seq_currval’

¢| "bdr.seq_lastval"’

¢| "bdr.trigger_get_committs"

¢| "bdr.trigger_get_conflict_type’

¢| "bdr.trigger_get_origin_node_id"

¢| "bdr.trigger_get_row"

¢| "bdr.trigger_get_type"

¢| "bdr.trigger_get_xid"

¢| "bdr.wait_for_camo_partner_queue’

¢| "bdr.wait_slot_confirm_lsn"

Note that many of the above functions have additional privilegesrequired before they can be used, for example, you must
bethe table owner to successfully execute bdr.alter_sequence_set_kind.These additional rules are documented
with each specific function.

bdr_read_all_conflicts

BDR logs conflicts into the bdr.conflict_history table. Conflicts arevisible to table owners (only), so no extra
privileges are requiredto read the conflict history. If it is useful to have a user that cansee conflicts for all tables, you
may optionally grant the rolebdr_read_all_conflicts to that user.
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2.6.9 Verification

BDR has been verified using the following tools and approaches.

Coverity

Coverity Scan has been used to verify the BDR stack providing coverageagainst vulnerabilities using the following

rules and coding standards:

MISRA C

ISO 26262

ISO/IEC TS 17961

OWASP Top 10

CERT C

CWE Top 25

AUTOSAR

CIS Benchmark

CIS PostgreSQL Benchmark v1, 19 Dec 2019 has been used to verify the BDR stack.Using the cis_policy.yml
configuration available as an option with TPAexecgives the following results for the Scored tests:

Table 3: :header:, Result, Description

1.4 PASS Ensure systemd Service Files Are Enabled

1.5 PASS Ensure Data Cluster Initialized Successfully

2.1 PASS Ensure the file permissions mask is correct

2.2 PASS Ensure the PostgreSQL pg_wheel group membership is
correct

3.1.2 PASS Ensure the log destinations are set correctly

3.1.3 PASS Ensure the logging collector is enabled

3.14 PASS Ensure the log file destination directory is set correctly

3.1.5 PASS Ensure the filename pattern for log files is set correctly

3.1.6 PASS Ensure the log file permissions are set correctly

3.1.7 PASS Ensure ‘log_truncate_on_rotation’ is enabled

3.1.8 PASS Ensure the maximum log file lifetime is set correctly

3.1.9 PASS Ensure the maximum log file size is set correctly

3.1.10 PASS Ensure the correct syslog facility is selected

3.1.11 PASS Ensure the program name for PostgreSQL syslog mes-
sages is correct

3.1.14 PASS Ensure ‘debug_print_parse’ is disabled

3.1.15 PASS Ensure ‘debug_print_rewritten’ is disabled

3.1.16 PASS Ensure ‘debug_print_plan’ is disabled

continues on next page
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Table 3 - continued from previous page

3.1.17 PASS Ensure ‘debug_pretty_print’ is enabled

3.1.18 PASS Ensure ‘log_connections’ is enabled

3.1.19 PASS Ensure ‘log_disconnections’ is enabled

3.1.21 PASS Ensure ‘log_hostname’ is set correctly

3.1.23 PASS Ensure ‘log_statement’ is set correctly

3.1.24 PASS Ensure ‘log_timezone’ is set correctly

3.2 PASS Ensure the PostgreSQL Audit Extension (pgAudit) is en-
abled

4.1 PASS Ensure sudo is configured correctly

4.2 PASS Ensure excessive administrative privileges are revoked

4.3 PASS Ensure excessive function privileges are revoked

44 PASS Tested Ensure excessive DML privileges are revoked

5.2 Not Tested Ensure login via ‘host” TCP/IP Socket is configured cor-
rectly

6.2 PASS Ensure ‘backend’ runtime parameters are configured
correctly

6.7 Not Tested Ensure FIPS 140-2 OpenSSL Cryptography Is Used

6.8 PASS Ensure SSL is enabled and configured correctly

7.3 PASS Ensure WAL archiving is configured and functional

Note that test 5.2 can PASS if audited manually, but does not have anautomatable test.

Test 6.7 succeeds on default deployments using CentOS, but itrequires extra packages on Debian variants.

2.7 Conflicts

BDR is an active/active or multi-master DBMS. If used asynchronously,writes to the same or related row(s) from
multiple different nodes canresult in data conflicts when using standard data types.

Conflicts aren’t ERRORSs - they are events that can be detected and resolvedautomatically as they occur by BDR, in most
cases. Resolution depends upon thenature of the application and the meaning of the data, so it is important thatBDR
provides the application a range of choices as to how to resolve conflicts.

By default, conflicts are resolved at row level. That is, when changes from twonodes conflict, we pick either the local
or remote tuple and discard the otherone. For example, we may compare commit timestamps for the two conflict-
ingchanges, and keep the newer one. This ensures that all nodes converge to thesame result, and establishes commit-
order-like semantics on the whole cluster.

This chapter covers row-level conflicts with standard data types in detail.

Conflict handling is configurable, as described later in this chapter.Conflicts can be detected and handled differently
for each table usingconflict triggers, described in the Stream Triggers chapter.

Column-level conflict detection and resolution is available with BDR,described in the CLCD chapter.

If you wish to avoid conflicts, you can use these features in BDR.

Conflict-free data types (CRDTs) - described in the [CRDT](crdt) chapter.

Eager replication - described in the [Eager Replication](eager) chapter.
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By default, all conflicts are logged to bdr.conflict_history. If conflictsare possible then table owners should
monitor for them, analyze to see how theycan be avoided or plans made to handle them regularly as an application
task.The LiveCompare tool is also available to scan regularly for divergence.

Some clustering systems use distributed lock mechanisms to preventconcurrent access to data. These can perform rea-
sonably when servers arevery close, but cannot support geographically distributed applications wherevery low latency
is critical for acceptable performance.

Distributed locking is essentially a pessimistic approach, whereas BDRadvocates an optimistic approach: avoid con-
flicts where possible, but allowsome types of conflict to occur and resolve them when they arise.

11! Warning “Upgrade Notes” * All the SQL visible interfaces are in the bdr schema. All the previously deprecated
interfaces in the bdr_conflicts or bdr_crdt schema were removed and will not work on 3.7+ nodes or in groups
that contain at least one 3.7+ node. Please use the ones in bdr schema that are already present in all BDR versions.

2.7.1 How conflicts happen

Inter-node conflicts arise as a result of sequences of events that could nothappen if all the involved transactions happened
concurrently on the samenode. Because the nodes only exchange changes after the transactions commit,each transaction
is individually valid on the node it committed on, but wouldnot be valid if applied on another node that did other
conflicting workat the same time.

Since BDR replication essentially replays the transaction on the other nodes,the replay operation can fail if there is a
conflict between a transactionbeing applied and a transaction that was committed on the receiving node.

The reason most conflicts can’t happen when all transactions run on a singlenode is that PostgreSQL has
inter-transaction communication mechanismsto prevent it - UNIQUE indexes, SEQUENCEs, row and relation lock-
ing, SERTALIZABLE dependency tracking, etc. All of these mechanisms are waysto communicate between ongoing
transactions to prevent undesirable concurrencyissues.

BDR does not have a distributed transaction manager or lock manager.That’s part of why it performs well with latency
and network partitions. Asa result, transactions on different nodes execute entirely independentlyfrom each other, when
using the default, lazy replication. Less independencebetween nodes can avoid conflicts altogether, which is why BDR
also offerseager replication for when this is important.

2.7.2 Types of conflict

PRIMARY KEY or UNIQUE Conflicts

The most common conflicts are row conflicts, where two operations affect arow with the same key in ways they could
not do on a single node. BDR candetect most of those and will apply the update_if_newer conflict resolver.

Row conflicts include:

"INSERT ™ vs ~INSERT®

"UPDATE™ vs “UPDATE®

"UPDATE" vs 'DELETE®

"INSERT" vs "UPDATE®

"INSERT' vs “DELETE®
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"DELETE" vs 'DELETE®

The view bdr.node_conflict_resolvers provides information on howconflict resolution is currently configured
for all known conflict types.

INSERT/INSERT Conflicts

The most common conflict, INSERT/INSERT, arises where INSERTSs on twodifferent nodes create a tuple with the same
PRIMARY KEY values (or if noPRIMARY KEY exists, the same values for a single UNIQUE constraint ).

BDR handles this by retaining the most recently inserted tuple of the two,according to the originating host’s timestamps,
unless overridden by auser-defined conflict handler.

This conflict will generate the insert_exists conflict type, which is bydefault resolved by choosing the newer (based
on commit time) row and keepingonly that one (update_if_newer resolver). Other resolvers can be configured -see
Conflict Resolution for details.

To resolve this conflict type, you can also use column-level conflictresolution and user-defined conflict triggers.

This type of conflict can be effectively eliminated by use ofGlobal Sequences.

INSERTSs that Violate Multiple UNIQUE Constraints

An INSERT/INSERT conflict can violate more than one UNIQUE constraint(of which one might be the PRIMARY KEY).
If a new row violates more thanone UNIQUE constraint and that results in a conflict against more than oneother row,
then the apply of the replication change will produce amultiple_unique_conflicts conflict.

In case of such a conflict, some rows must be removed in order for replicationto continue. Depending on the resolver
setting for multiple_unique_conflicts, the apply process will either exit with error, skip the incoming row, or
deletesome of the rows automatically. The automatic deletion will always try topreserve the row with the correct
PRIMARY KEY and delete the others.

1! Warning * In case of multiple rows conflicting this way, if the result of conflict resolution is to proceed with the
insert operation, some of the data will always be deleted!

It’s also possible to define a different behaviour using a conflict trigger.

UPDATE/UPDATE Conflicts

Where two concurrent UPDATEs on different nodes change the same tuple(but not its PRIMARY KEY), an
UPDATE/UPDATE conflict can occur on replay.

These can generate different conflict kinds based on the configuration andsituation. If the table is configured with
Row Version Conflict Detection,then the original (key) row is compared with the local row;if they are different, the
update_differing conflict is generated. When using Origin Conflict Detection,the origin of the row is checked (the
origin is the node that the currentlocal row came from); if that has changed, the update_origin_change conflictis
generated. In all other cases, the UPDATE is normally applied withouta conflict being generated.

Both of these conflicts are resolved same way as insert_exists, as describedabove.
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UPDATE Conflicts on the PRIMARY KEY

BDR cannot currently perform conflict resolution where the PRIMARY KEYis changed by an UPDATE operation. It is
permissible to update the primarykey, but you must ensure that no conflict with existing values is possible.

Conflicts on the update of the primary key are Divergent Conflicts andrequire manual operator intervention.
Updating a PK is possible in PostgreSQL, but there areissues in both PostgreSQL and BDR.

Let’s create a very simple example schema to explain:

CREATE TABLE pktest (pk integer primary key, val integer);
INSERT INTO pktest VALUES (1,1);

Updating the Primary Key column is possible, so this SQL succeeds:

UPDATE pktest SET pk=2 WHERE pk=1;

... but if we have multiple rows in the table, e.g.:

INSERT INTO pktest VALUES (3,3);

...then some UPDATESs would succeed:

UPDATE pktest SET pk=4 WHERE pk=3;

SELECT * FROM pktest;

pk | val
b

20 1
(2 rows)

... but other UPDATESs would fail with constraint errors:

UPDATE pktest SET pk=4 WHERE pk=2;
ERROR: duplicate key value violates unique constraint "pktest_pkey"
DETAIL: Key (pk)=(4) already exists

So for PostgreSQL applications that UPDATE PKs, be verycareful to avoid runtime errors, even without BDR.
With BDR, the situation becomes more complex if UPDATEs areallowed from multiple locations at same time.

Executing these two changes concurrently works:

nodel: UPDATE pktest SET pk=pk+1 WHERE pk = 2;
node2: UPDATE pktest SET pk=pk+1 WHERE pk = 4;

SELECT * FROM pktest;

pk | val
e
3| 1
* 5 3
(2 rows)

... but executing these next two changes concurrently will causea divergent error, since both changes are accepted. But
whenthe changes are applied on the other node, this will result inupdate_missing conflicts.
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nodel: UPDATE pktest SET pk=1 WHERE pk
node2: UPDATE pktest SET pk=2 WHERE pk = 3;

Il
w

...leaving the data different on each node:

nodel:
SELECT * FROM pktest;
pk | val
el __
* 1] 1
* 5 3
(2 rows)
node2:
SELECT * FROM pktest;
pk | val
b
* 2 1
* 5 3
(2 rows)

This situation can be identified and resolved using LiveCompare.

Concurrent conflicts give problems. Executing these two changesconcurrently is not easily resolvable:

nodel: UPDATE pktest SET pk=6, val=8 WHERE pk
node2: UPDATE pktest SET pk=6, val=9 WHERE pk

5;
5;

Both changes are applied locally, causing a divergence betweenthe nodes. But then apply on the target fails on both
nodes witha duplicate key value violation ERROR, which causes the replicationto halt and currently requires manual
resolution.

This duplicate key violation error can now be avoided,and replication will not break, if you set the con-
flict_typeupdate_pkey_exists to skip, update or update_if_newer. Thismay still lead to divergence depending
on the nature of the update.

You can avoid divergence in cases like the one described above where the sameold key is being updated by the same new
key concurrently by settingupdate_pkey_exists to update_if_newer. However in certain situations,divergence
will happen even with update_if_newer, namely when 2 differentrows both get updated concurrently to the same
new primary key.

As aresult, we recommend strongly against allowing PK UPDATEsin your applications, especially with BDR. If there
are partsof your application that change Primary Keys, then to avoid concurrentchanges, make those changes using
Eager replication.

1! Warning * In case the conflict resolution of update_pkey_exists conflict results in update, one of the rows will
always be deleted!
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UPDATESs that Violate Multiple UNIQUE Constraints

Like INSERTS that Violate Multiple UNIQUE Constraints, where an incomingUPDATE violates more than one UNIQUE
index (and/or the PRIMARY KEY), BDRwill raise a multiple_unique_conflicts conflict.

BDR supports deferred unique constraints. If a transaction can commit on thesource then it will apply cleanly on target,
unless it sees conflicts.However, a deferred Primary Key cannot be used as a REPLICA IDENTITY, sothe use cases
are already limited by that and the warning above about usingmultiple unique constraints.

UPDATE/DELETE Conflicts

It is possible for one node to UPDATE a row that another node simultaneouslyDELETEs. In this case an UPDATE/DELETE
conflict can occur on replay.

If the DELETEd row is still detectable (the deleted row wasn’t removed by VACUUM),the update_recently_deleted
conflict will be generated. By default theUPDATE will just be skipped, but the resolution for this can be configured;see
Conflict Resolution for details.

The deleted row can be cleaned up from the database by the time the UPDATEis received in case the local node is lagging
behind in replication. In thiscase BDR cannot differentiate between UPDATE/DELETEconflicts and INSERT/UPDATE
Conflicts and will simply generate theupdate_missing conflict.

Another type of conflicting DELETE and UPDATE is a DELETE operationthat comes after the row was UPDATEd locally.
In this situation, theoutcome depends upon the type of conflict detection used. When using thedefault, Origin Conflict
Detection, no conflict is detected at all,leading to the DELETE being applied and the row removed. If you enableRow
Version Conflict Detection, a delete_recently_updated conflict isgenerated. The default resolution for this conflict
type is to to apply theDELETE and remove the row, but this can be configured or handled viaa conflict trigger.

INSERT/UPDATE Conflicts

When using the default asynchronous mode of operation, a node may receive anUPDATE of a row before the original
INSERT was received. This can onlyhappen with 3 or more nodes being active (see Conflicts with 3 or more nodes
below).

When this happens, the update_missing conflict is generated. The defaultconflict resolver is insert_or_skip,
though insert_or_error or skipmay be used instead. Resolvers that do insert-or-action will firsttry to INSERT a
new row based on datafrom the UPDATE when possible (when the whole row was received). For thereconstruction of the
row to be possible, the table either needs to haveREPLICA IDENTITY FULL or the row must not contain any TOASTed
data.

See TOAST Support Details for more info about TOASTed data.

INSERT/DELETE Conflicts

Similarly to the INSERT/UPDATE conflict, the node may also receive aDELETE operation on a row for which it didn’t
receive an INSERT yet. Thisis again only possible with 3 or more nodes set up (see [Conflicts with 3 ormore nodes]
below).

BDR cannot currently detect this conflict type: the INSERT operationwill not generate any conflict type and the INSERT
will be applied.

The DELETE operation will always generate a delete_missing conflict, whichis by default resolved by skipping the
operation.
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DELETE/DELETE Conflicts

A DELETE/DELETE conflict arises where two different nodes concurrentlydelete the same tuple.
This will always generate a delete_missing conflict, which is by defaultresolved by skipping the operation.

This conflict is harmless since both DELETEs have the same effect, so oneof them can be safely ignored.

Conflicts with 3 or more nodes

If one node INSERTSs a row which is then replayed to a 2nd node and UPDATEdthere, a 3rd node can receive the UPDATE
from the 2nd node before itreceives the INSERT from the 1st node. This is an INSERT/UPDATE conflict.

These conflicts are handled by discarding the UPDATE. This can lead todifferent data on different nodes, i.e. these are
Divergent Conflicts.

Note that this conflict type can only happen with 3 or more masters, of which atleast 2 must be actively writing.
Also, the replication lag from node 1 to node 3 must be high enough toallow the following sequence of actions:

1. node 2 receives INSERT from node 12. node 2 performs UPDATE3. node 3 receives UPDATE from node 24.
node 3 receives INSERT from node 1

Using insert_or_error (or in some cases the insert_or_skip conflict resolverfor the update_missing con-
flict type) is a viable mitigation strategy forthese conflicts. Note however that enabling this option opens the door
forINSERT/DELETE conflicts; see below.

1. node 1 performs UPDATE2. node 2 performs DELETE3. node 3 receives DELETE from node 24. node 3
receives UPDATE from node 1, turning it into an INSERT

If these are problems, it’s recommended to tune freezing settings for a tableor database so that they are correctly detected
as update_recently_deleted.

Another alternative is to use [Eager Replication] to prevent these conflicts.

INSERT/DELETE conflicts can also occur with 3 or more nodes.Such a conflict is identical to INSERT/UPDATE, except
with theUPDATE replaced by a DELETE. This can result in a delete_missingconflict.

BDR could choose to make each INSERT into a check-for-recentlydeleted, as occurs with an update_missing conflict.
However, thecost of doing this penalizes the majority of users, so at this timewe simply log delete_missing.

Later releases will automatically resolve INSERT/DELETE anomaliesvia re-checks using LiveCompare when
delete_missing conflicts occur.These can be performed manually by applications by checkingconflict logs or conflict
log tables; see later.

These conflicts can occur in two main problem use cases:

INSERT, followed rapidly by a DELETE - as can be used in queuing applications

*| Any case where the PK identifier of a table is re-used

Neither of these cases is common and we recommend not replicatingthe affected tables if these problem use cases occur.

BDR has problems with the latter case because BDR relies upon theuniqueness of identifiers to make replication work
correctly.

Applications that insert, delete andthen later re-use the same unique identifiers can cause difficulties.This is known
as the ABA Problem. BDR has no way of knowing whetherthe rows are the current row, the last row or much older
rows.https://en.wikipedia.org/wiki/ABA_problem
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Unique identifier reuse is also a business problem, since it isprevents unique identification over time, which prevents
auditing,traceability and sensible data quality. Applications should not needto reuse unique identifiers.

Any identifier reuse that occurs within the time interval it takes forchanges to pass across the system will cause diffi-
culties. Although thattime may be short in normal operation, down nodes may extend thatinterval to hours or days.

We recommend that applications do not reuse unique identifiers, but if theydo, take steps to avoid reuse within a period
of less than a year.

Any application that uses Sequences or UUIDs will not suffer from thisproblem.

Foreign Key Constraint Conflicts

Conlflicts between a remote transaction being applied and existing local datacan also occur for FOREIGN KEY constraints
(FKs).

BDR applies changes with session_replication_role = 'replica’', so foreignkeys are not re-checked when
applying changes.In an active/active environment this can result in FK violations if deletesoccur to the referenced table
at the same time as inserts into the referencingtable. This is similar to an INSERT/DELETE conflict.

First we will explain the problem, and then provide solutions.

In single-master PostgreSQL, any INSERT/UPDATE that refers to a value in thereferenced table will have to wait
for DELETE:s to finish before they can gaina row-level lock. If a DELETE removes a referenced value, then the
INSERT/UPDATEwill fail the FK check.

In multi-master BDR there are no inter-node row-level locks. So an INSERT onthe referencing table does not wait
behind a DELETE on the referenced table,so both actions can occur concurrently. Thus an INSERT/UPDATE on one
nodeon the referencing table can utilize a value at the same time as a DELETEon the referenced table on another node.
This then results in a valuein the referencing table that is no longer present in the referencedtable.

In practice, this only occurs if DELETEs occur on referenced tablesin separate transactions from DELETEs on refer-
encing tables. This is nota common operation.

In a parent-child relationship, e.g. Orders -> OrderItems, it isn’t typical todo this; it is more likely to mark an Orderltem
as cancelled than to remove itcompletely. For reference/lookup data, it would be strange to completelyremove entries
at the same time as using those same values for new fact data.

While there is a possibility of dangling FKs, the risk of this in generalis very low and so BDR does not impose a generic
solution to cover this case.Once users understand the situation in which this occurs, two solutions arepossible:

The first solution is to restrict the use of FKs to closelyrelated entities that are generally modified from only one node at
a time, areinfrequently modified, or where the modification’s concurrency isapplication-mediated. This simply avoids
any FK violations at the applicationlevel.

The second solution is to add triggers to protect against this case usingthe BDR-provided functions bdr.
ri_fkey_trigger() andbdr.ri_fkey_on_del_trigger (). When called as BEFORE triggers, thesefunctions will
use FOREIGN KEY information to avoid FK anomalies bysetting referencing columns to NULL, much as if we had a
SET NULL constraint.Note that this re-checks ALL FKs in one trigger, so you only need to add onetrigger per table to
prevent FK violation.

As an example, we have two tables: Fact and RefData. Fact has an FK thatreferences RefData. Fact is the referencing
table and RefData is the referencedtable. One trigger needs to be added to each table.

Add a trigger that will set columns to NULL in Fact if the referenced rowin RefData has already been deleted.

CREATE TRIGGER bdr_replica_fk iu_trg
BEFORE INSERT OR UPDATE ON fact
FOR EACH ROW
EXECUTE PROCEDURE bdr.ri_fkey_trigger();

(continues on next page)
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(continued from previous page)

ALTER TABLE fact
ENABLE REPLICA TRIGGER bdr_replica_fk_iu_trg;

Add a trigger that will set columns to NULL in Fact at the time a DELETE occurson the RefData table.

CREATE TRIGGER bdr_replica_fk_d_trg
*  BEFORE DELETE ON refdata
FOR EACH ROW
EXECUTE PROCEDURE bdr.ri_fkey_on_del_trigger();

ALTER TABLE refdata
ENABLE REPLICA TRIGGER bdr_replica_fk_d_trg;

Adding both triggers will avoid dangling foreign keys.

TRUNCATE Conflicts

TRUNCATE behaves similarly to a DELETE of all rows, but performs thisaction by physical removal of the table data,
rather than row-by-rowdeletion. As a result, row-level conflict handling is not available, SOFRUNCATE commands do
not generate conflicts with other DML actions,even when there is a clear conflict.

As a result, the ordering of replay could cause divergent changes ifanother DML is executed concurrently on other
nodes to the TRUNCATE.

Users may wish to take one of the following actions:

¢| Ensure TRUNCATE is not executed alongside other concurrent DML

— and rely on LiveCompare to highlight any such inconsistency.

*|Replace TRUNCATE with a DELETE statement with no WHERE clause,

— noting that this is likely to have very poor performance on

— larger tables.

¢| Set bdr.truncate_locking = 'on' to set the TRUNCATE command’s

locking behavior. Determines whether TRUNCATE obeys the bdr.ddl_locking

setting. This

is not the default behaviour for TRUNCATE since it requires all nodes

to be up, so may not be possible or desirable in all cases.
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Exclusion Constraint Conflicts

BDR does not support exclusion constraints, and prevents their creation.

If an existing stand-alone database is converted to a BDR database thenall exclusion constraints should be manually
dropped.

In a distributed asynchronous system it is not possible to ensure that noset of rows that violate the constraint exists,
because all transactionson different nodes are fully isolated. Exclusion constraints would lead toreplay deadlocks where
replay could not progress from any node to anyother node because of exclusion constraint violations.

If you force BDR to create an exclusion constraint, or you do not dropexisting ones when converting a standalone
database to BDR, you shouldexpect replication to break. To get it to progress again, remove or alter thelocal tuple(s)
that an incoming remote tuple conflicts with, so that the remotetransaction can be applied.

Data Conflicts for Roles and Tablespace differences

Conlflicts can also arise where nodes have global (PostgreSQL-system-wide)data, like roles, that differ. This can result
in operations - mainlyDDL - that can be run successfully and committed on one node, but thenfail to apply to other
nodes.

For example, nodel might have a user named fred, but that user was notcreated on node2. If fred on nodel creates
a table, it will bereplicated with its owner set to fred. When the DDL command is applied tonode2, the DDL will fail
because there is no user named fred. This failurewill emit an ERROR in the PostgreSQL logs.

Administrator intervention is required to resolve this conflictby creating the user fred in the database where BDR is
running. You may wish to set bdr.role_replication = on to resolve this in future.

Lock Conflicts and Deadlock Aborts

Because BDR writer processes operate much like normal user sessions, they aresubject to the usual rules around row
and table locking. This can sometimeslead to BDR writer processes waiting on locks held by user transactions, oreven
by each other.

Relevant locking includes:

explicit table-level locking (TLOCK TABLE ...’ ) by user sessions

explicit row-level locking (" SELECT ... FOR UPDATE/FOR SHARE') by user sessions

implicit locking because of row "UPDATE's, "INSERT s or "DELETE's, either

— from local activity or from replication from other nodes

It is even possible for a BDR writer process to deadlock with a usertransaction, where the user transaction is waiting on
a lock heldby the writer process, and vice versa. Two writer processes may alsodeadlock with each other. PostgreSQL’s
deadlock detector will step in andterminate one of the problem transactions. If the BDR writer process isterminated, it
will simply retry, and generally succeed.

All these issues are transient and generally require no administratoraction. If a writer process is stuck for a long time
behind a lockon an idle user session, the administrator may choose to terminatethe user session to get replication flowing
again, but this isno different to a user holding a long lock that impacts anotheruser session.

Use of the log_lock_waitsfacility in PostgreSQL can help identify locking related replay stalls.
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Divergent Conflicts

Divergent conflicts arise when data that should be the same on differentnodes differs unexpectedly. Divergent conflicts
should not occur, but notall such conflicts can be reliably prevented at the time of writing.

Changing the PRIMARY KEY of a row can lead to a divergent conflict ifanother node changes the key of the same row
before all nodes have replayedthe change. Avoid changing primary keys, or change them only on one designatednode.

Divergent conflicts involving row data generally require administratoraction to manually adjust the data on one of the
nodes to be consistentwith the other one. Such conflicts should not arise so long as BDR is usedas documented, and
settings or functions marked as unsafe are avoided.

The administrator must manually resolve such conflicts. Use of theadvanced options such as bdr.dd1l_replication
and bdr.dd1_locking maybe required depending on the nature of the conflict. However, careless use ofthese options
can make things much worse and it is not possible to givegeneral instructions for resolving all possible kinds of conflict.

TOAST Support Details

PostgreSQL uses out of line storage for larger columns calledTOAST.

The TOAST values handling in logical decoding (which BDR is built on top of)and logical replication is different from
in-line data stored as part of themain row in the table.

The TOAST value will be logged into the transaction log (WAL) only if the valuehas changed. This can cause problems,
especially when handling UPDATE conflictsbecause an UPDATE statement that did not change a value of a toasted
columnwill produce a row without that column. As mentioned inINSERT/UPDATE Conflicts, BDR will produce an
error if an update_missingconflict is resolved using insert_or_error and there are missing TOAST columns.

However, there are more subtle issues than the above one in case of concurrentworkloads with asynchronous replication
(eager transactions are not affected).Imagine for example the following workload on a BDR cluster with 3 nodes calledA,
B and C:

1. on node A: txn Al does an UPDATE SET coll = ‘toast data...’” and commits first2. on node B: txn B1 does
UPDATE SET other_column = ‘anything else’; and commits after A13. on node C: the connection to node A
lags behind4. on node C: txn B1 is applied first, it misses the TOASTed column in coll, but gets applied without
conflict5. on node C: txn Al will conflict (on update_origin_change) and get skipped6. node C will miss the
toasted data from Al forever

The above is not usually a problem when using BDR (it would be when usingeither built-in logical replication or plain
pglogical for multi-master)because BDR adds its own logging of TOAST columns when it detects a local UPDATEto
a row which recently replicated a TOAST column modification, and the localUPDATE is not modifying the TOAST.
Thus BDR will prevent any inconsistency forTOASTed data across different nodes, at the price of increased WAL
loggingwhen updates occur on multiple nodes (i.e. when origin changes for a tuple).Additional WAL overhead will be
zero if all updates are made from a single node,as is normally the case with BDR AlwaysOn architecture.

! Note * Running VACUUM FULL or CLUSTER on just the TOAST table without also doing same on the main table
will remove metadata needed for the extra logging to work, which means that, for a short period of time after such a
statement, the protection against these concurrency issues will not be present.

! Warning * The additional WAL logging of TOAST is done using the BEFORE UPDATE trigger. This trigger must be
sorted alphabetically last (based on trigger name) among all BEFORE UPDATE triggers on the table. It’s prefixed with
zzzz_bdr_ to make this easier, but make sure you don’t create any trigger with name that would sort after it, otherwise
the protection against the concurrency issues will not be present. This trigger is not created or used when using BDR
with EDB Postgres Extended.

For the insert_or_error conflict resolution, the use of REPLICA IDENTITY FULL is however still required.

None of these problems associated with TOASTed columns affect tables withREPLICA IDENTITY FULL as this setting
will always log a TOASTed value aspart of the key since the whole row is considered to be part of the key. BDRis smart
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enough to reconstruct the new row, filling themissing data from the key row. Be aware that as a result, the use of REPLICA
IDENTITY FULL can increase WAL size significantly.

2.7.3 Avoiding or Tolerating Conflicts

In most cases the application can be designed to avoid conflicts, orto tolerate them.

Conlflicts can only happen if there are things happening at the same time onmultiple nodes, so the simplest way to avoid
conflicts is to only ever writeto one node, or to only ever write to a specific row in a specific way fromone specific node
at a time.

This happens naturally in many applications. For example, manyconsumer applications only allow data to be changed
by the owning user, e.g.changing the default billing address on your account, so data changes seldomexperience update
conflicts.

It might happen that you make a change just before a node goes down, so thechange appears to have been lost. You
might then make the same change again,leading to two updates via different nodes. When the down node comes back
up,it will try to send the older change to other nodes, but it will be rejectedbecause the last update of the data is kept.

For INSERT/INSERT conflicts, use of Global Sequencescan completely prevent this type of conflict.

For applications that assign relationships between objects, e.g. a roombooking application, applying update_if newer
may not give an acceptablebusiness outcome, i.e. it isn’t useful to confirm to two people separatelythat they have booked
the same room. The simplest resolution is to use Eagerreplication to ensure that only one booking succeeds. More
complex waysmight be possible depending upon the application, e.g. assign 100 seatsto each node and allow those to
be booked by a writer on that node, but ifnone are available locally, use a distributed locking scheme or Eagerreplication
once most seats have been reserved.

Another technique for ensuring certain types of update only occur from onespecific node would be to route different
types of transaction throughdifferent nodes. For example:

e receiving parcels on one node, but delivering parcels via another node.

*|a service application where orders are input on one node, work is

— prepared on a second node and then served back to customers on another.

The best course of action is frequently to allow conflicts to occur anddesign the application to work with BDR’s conflict
resolutionmechanisms to cope with the conflict.

2.7.4 Conflict Detection

BDR provides these mechanisms for conflict detection:

[Origin Conflict Detection] \(default)

[Row Version Conflict Detection]

[Column-Level Conflict Detection] (column-level-conflicts)
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Origin Conflict Detection

(Previously known as Timestamp Conflict Detection, but this was confusing.)

Origin conflict detection uses and relies on commit timestamps asrecorded on the host where the transaction originates
from. Thisrequires clocks to be in sync to work correctly, or to be within atolerance of the fastest message between two
nodes. If thisis not the case, conflict resolution will tend to favour the node thatis further ahead. Clock skew between
nodes can be managed using theparameters bdr .maximum_clock_skew and bdr.maximum_clock_skew_action.

Row origins are only available if track_commit_timestamps = on.

Conflicts are initially detected based upon whether the replicationorigin has changed or not, so conflict triggers will
be called insituations that may turn out not to be actual conflicts. Hence, thismechanism is not precise since it can
generate false positive conflicts.

Origin info is available only up to the point where a row is frozen.Updates arriving for a row after it has been frozen will
not raisea conflict, so will be applied in all cases. This is the normal casewhen we add a new node by bdr_init_physical,
so raising conflictswould cause many false positive cases in that case.

When a node that has been offline for some time reconnects andbegins sending data changes, this could potentially
cause divergenterrors if the newly arrived updates are actually older than thefrozen rows that they update. Inserts and
Deletes are not affected by this situation.

Users are advised to not leave down nodes for extended outages,as discussed in Node Restart and Down Node Recovery.

On EDB Postgres Extended, BDR will automatically hold back the freezing ofrows while a node is down to handle this
situation gracefully without the needfor changing parameter settings.

On other variants of Postgres, users may need to manage this situation withsome care:

Freezing normally occurs when a row being vacuumed is older thanvacuum_freeze_min_age xids from the current
xid, which means that youneed to configure suitably high values for these parameters:

vacuum_freeze_min_age

vacuum_freeze_table_age

b autovacuum_freeze_max_age

Values should be chosen based upon the transaction rate, givinga grace period of downtime before any conflict data
is removedfrom the database server. For example, a node performing1000 TPS could be down for just over 5.5 days
before conflictdata is removed, when vacuum_freeze_min_age is set to 500 million.The CommitTS datastructure will
take on-disk space of 5 GB withthat setting, so lower transaction rate systems may benefit fromlower settings.

Initially recommended settings would be:

# 1 billion = 10GB
autovacuum_freeze_max_age = 1000000000

vacuum_freeze_min_age = 500000000

# 90% of autovacuum_freeze_max_age
vacuum_freeze_table_age = 900000000

Note that:

autovacuum_freeze_max_age can only be set at server start.
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vacuum_freeze_min_age is user-settable, so using a

— low value will freeze rows early and could result in conflicts being
— ignored. autovacuum_freeze_min_age and toast.autovacuum_freeze_min_age

— can also be set for individual tables.

running the CLUSTER or VACUUM FREEZE commands will also

— freeze rows early and could result in conflicts being ignored.

Row Version Conflict Detection
Alternatively, BDR provides the option to use row versioning and makeconflict detection independent of the nodes’
system clock.

Row version conflict detection requires 3 things to be enabled. If any of thesesteps are not performed correctly then
Origin Conflict Detection will be used.

1. check_full_tuple must be enabled for the BDR node group.
2. REPLICA IDENTITY FULL must be enabled on all tables that are to use row version conflict detection.

3. Row Version Tracking must be enabled on the table by using bdr.alter_table_conflict_detection. This
function will add a new column (with a user defined name) and an UPDATE trigger which manages the new column
value. The column will be created as INTEGER type.

Although the counter is incremented only on UPDATE, this technique allows conflict detection for both UPDATE and
DELETE.

This approach resembles Lamport timestamps and fully preventsthe ABA problem for conflict detection.

! Note * The row-level conflict resolution is still handled based on the Conflict Resolution configuration even with
row versioning. The way the row version is generated is only useful for detection of conflicts and should not be relied
to as authoritative information about which version of row is newer.

To determine the current conflict resolution strategy used for a specifictable, refer to the column conflict_detection
of the view bdr. tables.

bdr.alter_table_conflict_detection

Allows the table owner to change how conflict detection works for a given table.

Synopsis

bdr.alter_table_conflict_detection(relation regclass,
method text,
column_name name DEFAULT NULL)
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Parameters
¢| "relation’ - name of the relation for which to set the new conflict detection.
—method.
¢/ "method” - which conflict detection method to use.
¢| "column_name’ - which column to use for storing of the column detection data;

— this can be skipped, in which case column name will be automatically chosen based
— on the conflict detection method. The row_origin method does not require
— extra column for metadata storage.

The recognized methods for conflict detection are:

e/ "row_origin’ - origin of the previous change made on the tuple (see

— Origin Conflict Detection above). This is the only method supported which

— does not require an extra column in the table.

e/ ‘row_version® - row version column (see [Row Version Conflict Detection]
— above).

¢| "column_commit_timestamp’ - per-column commit timestamps (described in the
— CLCD chapter).

¢| "column_modify_timestamp’ - per-column modification timestamp (described in
— the CLCD chapter).

Notes

For more information about the difference between column_commit_timestampand column_modify_timestamp
conflict detection methods, seeCurrent vs Commit Timestampsection in the CLCD chapter.

This function uses the same replication mechanism as DDL statements. Thismeans the replication is affected by the ddl
filtersconfiguration.

The function will take a DML global lock on the relation for whichcolumn-level conflict resolution is being enabled.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

The bdr.alter_table_conflict_detection function can be only executed bythe owner of the relation, unless
bdr.backwards_compatibility isset to 30618 or below.

!l Warning * Please note that when changing the conflict detection method from one that uses an extra column to store
metadata, that column will be dropped.

1! Warning * This function automatically disables CAMO (together with a warning, as long as these are not disabled
with bdr.camo_enable_client_warnings).
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List of Conflict Types

BDR recognizes the following conflict types, which can be used as theconflict_type parameter:

°| "insert_exists’ - an incoming insert conflicts with an existing row via a

— primary key or an unique key/index.

“update_differing® - an incoming update's key row differs from a local

— row. This can only happen when using Row Version Conflict Detection.

‘update_origin_change® - an incoming update is modifying a row that was

— last changed by a different node.

¢| "'update_missing’ - an incoming update is trying to modify a row that does not
— exist.
¢/ "update_recently_deleted’ - an incoming update is trying to modify a row

— that was recently deleted.

‘update_pkey_exists® - an incoming update has modified the “PRIMARY KEY to

— a value that already exists on the node that is applying the change.

‘multiple_unique_conflicts’® - the incoming row conflicts with multiple

— UNIQUE constraints/indexes in the target table.

“delete_recently_updated’ - an incoming delete with an older commit timestamp

— than the most recent update of the row on the current node, or when

— using Row Version Conflict Detection.

¢| "delete_missing’ - an incoming delete is trying to remove a row that does not
— exist.
*| "target_column_missing® - the target table is missing one or more columns

— present in the incoming row.

“source_column_missing’ - the incoming row is missing one or more columns

— that are present in the target table.

¢| "target_table_missing® - the target table is missing.

‘apply_error_ddl® - an error was thrown by PostgreSQL when applying a

— replicated DDL command.
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2.7.5 Conflict Resolution
Most conflicts can be resolved automatically. BDR defaults to alast-update-wins mechanism - or more accurately, the
update_if_newerconflict resolver. This mechanism will retain the most recentlyinserted or changed row of the two

conflicting ones based on the samecommit timestamps used for conflict detection. The behaviour in certain cornercase
scenarios depends on the settings used for [bdr.create_node_group] andalternatively for [bdr.alter_node_group].

BDR lets the user override the default behaviour of conflict resolution via thefollowing function:

bdr.alter_node_set conflict_resolver

This function sets the behaviour of conflict resolution on a given node.

Synopsis

bdr.alter_node_set_conflict_resolver(node_name text,
* conflict_type text,
conflict_resolver text)

Parameters

¢| 'node_name"~ - name of the node that is being changed

“conflict_type - conflict type for which the setting should be applied

— (see List of Conflict Types)

“conflict_resolver® - which resolver to use for the given conflict type

— (see List of Conflict Resolvers)

Notes

Currently only the local node can be changed. The function call is notreplicated. If you want to change settings on
multiple nodes, the functionmust be run on each of them.

Note that the configuration change made by this function will override anydefault behaviour of conflict resolutions
specified via [bdr.create_node_group]or bdr.alter_node_group.

This function is transactional - the changes made can be rolled back andare visible to the current transaction.
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List of Conflict Resolvers

There are several conflict resolvers available in BDR, with differing coveragesof the conflict types they can handle:

e| "error’ - throws error and stops replication.

— Can be used for any conflict type.

“skip® - skips processing of the remote change and continues replication

with the next change.

Can be used for insert_exists, update_differing, update_origin_change,

update_missing, update_recently_deleted, update_pkey_exists,

delete_recently_updated, delete_missing, target_table_missing,

target_column_missing and source_column_missing conflict types.

“skip_if recently_dropped’ - skip the remote change if it's for a table that

— does not exist on downstream because it has been recently (currently within

— 1 day) dropped on the downstream; throw an error otherwise. Can be used for

— the target_table_missing conflict type. skip_if_ recently_dropped conflict
— resolver may pose challenges if a table with the same name is recreated shortly

— after it’s dropped. In that case, one of the nodes may see the DMLs on the

— recreated table before it sees the DDL to recreate the table. It will then

— incorrectly skip the remote data, assuming that the table is recently dropped

— and cause data loss. It is hence recommended to not reuse the object namesq

— immediately after they are dropped along with this conflict resolver.

“skip_transaction® - skips the whole transaction that has generated the

— conflict. Can be used for apply_error_ddl conflict.

“update_if_newer® - update if the remote row was committed later (as

determined by the wall clock of the originating server) than the conflicting

local row. If the timestamps are same, the node id is used as a tie-breaker

to ensure that same row is picked on all nodes (higher nodeid wins).

Can be used for insert_exists, update_differing, update_origin_change

and update_pkey_exists conflict types.

‘update’ - always perform the replicated action.

— Can be used for insert_exists (will turn the INSERT into UPDATE),
— update_differing, update_origin_change, update_pkey_exists,

— and delete_recently_updated (performs the delete).
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e| "insert_or_skip' - try to build a new row from available information sent by

— the origin and INSERT it; if there is not enough information available to build
— a full row, skip the change.

— Can be used for update_missing and update_recently_deleted conflict types.

e| "insert_or_error - try to build new row from available information sent by

— origin and INSERT it; if there is not enough information available to build
— full row, throw error and stop the replication.

— Can be used for update_missing and update_recently_deleted conflict types.

e| "ignore® - ignore any missing target column and continue processing.

— Can be used for the target_column_missing conflict type.

e| "ignore_if_null’ - ignore a missing target column if the extra column in the

— remote row contains a NULL value, otherwise throw error and stop replication.

— Can be used for the target_column_missing conflict type.

¢| "use_default_value' - fill the missing column value with the default (including

NULL if that’s the column default) and continue processing. Any error while

processing the default or violation of constraints (i.e. NULL default on

NOT NULL column) will stop replication.

Can be used for the source_column_missing conflict type.

The insert_exists, update_differing, update_origin_change,update_missing,
multiple_unique_conflicts, update_recently_deleted,update_pkey_exists,
delete_recently_updated and delete_missing conflicttypes can also be resolved by user-defined logic

usingConflict Triggers.

Here is a matrix that will help you individuate what conflict types the conflictresolvers can handle.

Table 4: ‘header:,  insert_exists,  update_differing,  up-
date_origin_change, update_missing, update_recently_deleted,
update_pkey_exists, delete_recently_updated, delete_missing, tar-
get_column_missing, source_column_missing, target_table_missing,
multiple_unique_conflicts

error XXX X[ XXX X|X|X|X|X
skip X[ XXX X[ XXX | X|X|X]|X
skip_if_recently_dropped X
update_if_newer X | X | X X

update X | X | X X | X X
insert_or_skip X | X

continues on next page
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Table 4 — continued from previous page

insert_or_error X | X
ignore

ignore_if null

use_default_value

conflict_trigger X X | X

Default Conflict Resolvers

Conflict Type

Resolver

insert_exists

update_if_newer

update_differing

update_if_newer

update_origin_change

update_if_newer

update_missing

insert_or_skip

update_recently_deleted

skip

update_pkey_exists

update_if_newer

multiple_unique_conflicts

error

delete_recently_updated

skip

delete_missing

skip

target_column_missing

ignore_if_null

source_column_missing

use_default_value

target_table_missing

skip_if_recently_dropped

apply_error_ddl

error

List of Conflict Resolutions

The conflict resolution represents the kind of resolution chosen by theconflict resolver, and corresponds to the specific
action which wastaken to resolve the conflict.

The following conflict resolutions are currently supported for theconflict_resolution parameter:

e| "apply_remote’ - the remote (incoming) row has been applied
¢| "skip® - the processing of the row was skipped (no change has been made
— locally)
°| ‘'merge’ - a new row was created, merging information from remote and local row
¢| "user’ - user code (a conflict trigger) has produced the row that was written

— to the target table
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2.7.6 Conflict Logging

To ease the diagnosis and handling of multi-master conflicts, BDRwill, by default, log every conflict into the Post-
greSQL log file. This behaviourcan be changed with more granularity with the following functions.

bdr.alter_node_set_log_config

Set the conflict logging configuration for a node.

Synopsis

bdr.alter_node_set_log_config(node_name text,

# log_to_file bool DEFAULT true,
log_to_table bool DEFAULT true,
conflict_type text[] DEFAULT NULL,
conflict_resolution text[] DEFAULT NULL)

Parameters

¢| 'node_name" - name of the node that is being changed

¢ "log_to_file' - whether to log to the server log file

¢| "log_to_table’ - whether to log to the “bdr.conflict_history  table

¢| "conflict_type - which conflict types to log; NULL (the default) means all

e/ “conflict_resolution® - which conflict resolutions to log; NULL

— (the default) means all

Notes

Currently only the local node can be changed. The function call is notreplicated. If you want to change settings on
multiple nodes, the functionmust be run on each of them.

This function is transactional - the changes can be rolled back andare visible to the current transaction.

Listing Conflict Logging Configurations

The view bdr.node_log_config shows all the logging configurations.It lists the name of the logging configuration,
where it logs and whichconflict type and resolution it logs.
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Logging Conflicts to a Table

Conflicts will be logged to a table if 1log_to_table is set to true.The target table for conflict logging is the bdr.
conflict_history.

This table is range partitioned on column local_time. The table ismanaged by Autopartition. By default, a new
partition is created for every day, andconflicts of the last I month are maintained. After that, the old partitionsare
dropped automatically. Autopartition pre-creates between 7 to l14partitions in advance. bdr_superuser may change
these defaults.

Since conflicts generated for all tables managed by BDR are logged to thistable, it’s important to ensure that only
legitimate users can read theconflicted data. We do this by defining ROW LEVEL SECURITY policies on thebdr.
conflict_history table. Only owners of the tables are allowed to read conflictson the respective tables. If the
underlying tables themselves have RLS policiesdefined, enabled and enforced, then even owners can’t read the conflicts.
RLSpolicies created with the FORCE option also apply to owners of the table. In thatcase, some or all rows in the
underlying table may not be readable even to theowner. So we also enforce a stricter policy on the conflict log table.

The default role bdr_read_all_conflicts can be granted to users whoneed to see all conflict details logged to the
bdr.conflict_history table,without also granting them bdr_superuser role.

The default role bdr_read_all_stats has access to a catalog view calledbdr.conflict_history_summary which
does not contain user data, allowingmonitoring of any conflicts logged.

Conflict Reporting

Conflicts logged to tables can be summarized in reports. This allowsapplication owners to identify, understand and
resolve conflicts,and/or introduce application changes to prevent them.

SELECT nspname, relname

, date_trunc('day', local_time) :: date AS date

, count(*)

FROM bdr.conflict_history

WHERE local_time > date_trunc('day', current_timestamp)
GROUP BY 1,2,3

ORDER BY 1,2;

* nspname | relname | date | count
————————— Fom -
my_app | test | 2019-04-05 | 1
(1 row)

2.7.7 Data Verification with LiveCompare

LiveCompare is a utility program designedto compare any two databases to verify that they are identical.

LiveCompare is included as part of the BDR Stack and can beaimed at any pair of BDR nodes and, by default, itwill
compare all replicated tables and report differences.LiveCompare also works with non-BDR data sources such as Post-
gresand Oracle.

LiveCompare can also be used to continuously monitor incoming rows.It can be stopped and started without losing
context information,so it can be run at convenient times.

LiveCompare allows concurrent checking of multiple tables andcan be configured to allow checking of a few tables
or justa section of rows within a table.Checks are performed by first comparing wholerow hashes, then if different,
LiveCompare will compare whole rows.LiveCompare avoids overheads by comparing rows in useful-sized batches.

If differences are found, they can be re-checked over a period,allowing for the delays of eventual consistency.
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Please refer to the LiveCompare docs for further details.

2.8 Sequences

Many applications require that unique surrogate ids be assigned to database entries.Often the database SEQUENCE
object is used to produce these. InPostgreSQL these can be either a manually created sequence using theCREATE
SEQUENCE command and retrieved by calling nextval() function,or serial and bigserial columns or alterna-
tivelyGENERATED BY DEFAULT AS IDENTITY columns.

However, standard sequences in PostgreSQL are not multi-node aware, and onlyproduce values that are unique on the
local node. This is important becauseunique ids generated by such sequences will cause conflict and data loss (bymeans
of discarded INSERTSs) in multi-master replication.

2.8.1 BDR Global Sequences

For this reason, BDR provides an application-transparent way to generate uniqueids using sequences on bigint or bigse-
rial datatypes across the whole BDR group,called global sequences.

BDR global sequences provide an easy way for applications to use thedatabase to generate unique synthetic keys in an
asynchronous distributedsystem that works for most - but not necessarily all - cases.

Using BDR global sequences allows you to avoid the problems with insertconflicts. If you define a PRIMARY KEY or
UNIQUE constraint on a columnwhich is using a global sequence, it is not possible for any node to ever getthe same
value as any other node. When BDR synchronizes inserts between thenodes, they can never conflict.

BDR global sequences extend PostgreSQL sequences, so are crash-safe. To usethem, you must have been granted the
bdr_application role.

There are various possible algorithms for global sequences:

Timeshard sequences

Globally-allocated range sequences

Timeshard sequences generate values using an algorithm that does not requireinter-node communication at any point,
so is faster and more robust, as wellas having the useful property of recording the timestamp at which they werecre-
ated.Timeshard sequences have the restriction that they work only for 64-bit BIGINTdatatypes and produce values 19
digits long, which may be too long foruse in some host language datatypes such as Javascript Integer types.Globally-
allocated sequences allocate a local range of values which canbe replenished as-needed by inter-node consensus, making
them suitable foreither BIGINT or INTEGER sequences.

A global sequence can be created using the bdr.alter_sequence_set_kind()function. This function takes a stan-
dard PostgreSQL sequence and marks it asa BDR global sequence. It can also convert the sequence back to the stan-
dardPostgreSQL sequence (see below).

BDR also provides the configuration variable bdr.default_sequence_kind, whichdetermines what kind of
sequence will be created when the CREATE SEQUENCEcommand is executed or when a serial, bigserial
OorGENERATED BY DEFAULT AS IDENTITY column is created. Valid settings are:

"local® (the default) meaning that newly created

— sequences are the standard PostgreSQL (local) sequences.

“galloc’ which always creates globally-allocated range sequences.
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“timeshard®™ which creates time-sharded global sequences for BIGINT sequences,

— but will throw ERRORs when used with INTEGER sequences.
The bdr. sequences view shows information about individual sequence kinds.

currval () and lastval () work correctly for all types of global sequence.

Timeshard Sequences

The ids generated by timeshard sequences are loosely time-ordered so they canbe used to get the approximate order
of data insertion, like standard PostgreSQLsequences. Values generated within the same millisecond might be out of
order,even on one node. The property of loose time-ordering means they are suitablefor use as range partition keys.

Timeshard sequences work on one or more nodes, and do not require any inter-nodecommunication after the node join
process completes. So they may continue tobe used even if there’s the risk of extended network partitions, and are
notaffected by replication lag or inter-node latency.

Timeshard sequences generate unique ids in a differentway to standard sequences. The algorithm uses 3 components
for asequence number. The first component of the sequence is a timestampat the time of sequence number generation.
The second component ofthe sequence number is the unique id assigned to each BDR node,which ensures that the ids
from different nodes will always bedifferent. Finally, the third component is the number generated bythe local sequence
itself.

While adding a unique node id to the sequence number would be enoughto ensure there are no conflicts, we also want
to keep another usefulproperty of sequences, which is that the ordering of the sequencenumbers roughly corresponds
to the order in which data was insertedinto the table. Putting the timestamp first ensures this.

A few limitations and caveats apply to timeshard sequences.

Timeshard sequences are 64-bits wide and need a bigint or bigserial.Values generated will be at least 19 digits
long.There is no practical 32-bit integer version, so cannot be used with serialsequences - use globally-allocated
range sequences instead.

There is a limit of 8192 sequence values generated per millisecond on anygiven node for any given sequence. If more
than 8192 sequences permillisecond are generated from one sequence on one node, the generatedvalues will wrap
around and could collide. There is no check on that forperformance reasons; the value is not reset to O at the start of
each ms.Collision will usually result in aUNIQUE constraint violation on INSERT or UPDATE. It cannot cause areplication
conflict, because sequence values generated on different nodescannot ever collide since they contain the nodeid.

In practice this is harmless; values are not generated fast enoughto trigger this limitation as there will be otherwork
being done, rows inserted, indexes updated, etc. Despite that,applications should have a UNIQUE constraint in place
where theyabsolutely rely on a lack of collisions.

Perhaps more importantly, the timestamp component will run out of values inthe year 2050, and if used in combination
with bigint, the values will wrap tonegative numbers in the year 2033. This means that sequences generated after
2033will have negative values. If you plan to deploy your application beyond thisdate, try one of UUIDs, KSUUIDs
and Other Approaches mentioned below, oruse globally-allocated range sequences instead.

The INCREMENT option on a sequence used as input for timeshard sequences iseffectively ignored. This could be
relevant for applications that do sequencelD caching, like many object-relational mapper (ORM) tools, notably Hiber-
nate.Because the sequence is time-based, this has little practical effect since thesequence will have advanced to a new
non-colliding value by the time theapplication can do anything with the cached values.

Similarly, the START, MINVALUE, MAXVALUE and CACHE settings maybe changed on the underlying sequence, but there
is no benefit to doingso. The sequence’s low 14 bits are used and the rest is discarded, sothe value range limits do not
affect the function’s result. For the samereason, setval () is not useful for timeshard sequences.
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Globally-allocated range Sequences

The globally-allocated range (or galloc) sequences allocate ranges (chunks)of values to each node. When the local
range is used up, a new range isallocated globally by consensus amongst the other nodes. This uses the keyspace
efficiently, but requires that the local node be connected to a majorityof the nodes in the cluster for the sequence
generator to progress, when thecurrently assigned local range has been used up.

Unlike timeshard sequences, galloc sequences support all sequence data typesprovided by PostgreSQL - smallint, in-
teger and bigint. This means that gallocsequences can be used in environments where 64-bit sequences are problem-
atic,such as using integers in javascript, since that supports only 53-bitvalues, or when the sequence is displayed on
output with limited space.

The range assigned by each voting is currently predetermined based on thedatatype the sequence is using:

e/smallint - 1 000 numbers

e/ integer - 1 000 000 numbers

bigint - 1 000 000 000 numbers

Each node will allocate two chunks of seq_chunk_size, one for the current useplus a reserved chunk for future usage,
so the values generated from any onenode will increase monotonically. However, viewed globally, the valuesgenerated
will not be ordered at all. This could cause a loss of performancedue to the effects on b-tree indexes, and will typically
mean that generatedvalues will not be useful as range partition keys.

The main downside of the galloc sequences is that once the assigned range isused up, the sequence generator has to
ask for consensus about the next rangefor the local node that requires inter-node communication, which couldlead to
delays or operational issues if the majority of the BDR group is notaccessible. This may be avoided in later releases.

The CACHE, START, MINVALUE and MAXVALUE options work correctlywith galloc sequences, however you need to
set them before transformingthe sequence to galloc kind. The INCREMENT BY option also workscorrectly, however,
you cannot assign an increment value which is equalto or more than the above ranges assigned for each sequence
datatype.setval () does not reset the global state for galloc sequences andshould not be used.

A few limitations apply to galloc sequences. BDR tracks galloc sequences in aspecial BDR catalog bdr.
sequence_alloc. This catalog is required to track thecurrently allocated chunks for the galloc sequences. The se-
quence name andnamespace is stored in this catalog. Since the sequence chunk allocation ismanaged via Raft whereas
any changes to the sequence name/namespace is managedvia replication stream, BDR currently does not support renam-
ing gallocsequences, or moving them to another namespace or renaming the namespace thatcontains a galloc sequence.
The user should be mindful of this limitation whiledesigning application schema.

Usage

Before transforming a local sequence to galloc, you need to take care of theseprerequisites:

When sequence kind is altered to galloc, it will be rewritten and restart fromthe defined start value of the local sequence.
If this happens on an existingsequence in a production database you will need to query the current valuethen set the
start value appropriately. To assist with this use case, BDRallows users to pass a starting value with the function bdr.
alter_sequence_set_kind().If you are already using offset and you have writes from multiple nodes, youneed to
check what is the greatest used value and restart the sequence at leastto the next value.

-- determine highest sequence value across all nodes
SELECT max((x->'response'->0->>"'nextval')::bigint)

*  FROM json_array_elements(
bdr.run_on_all_nodes(

*

(continues on next page)
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(continued from previous page)

* E'SELECT nextval(\'public.sequence\');"'
)::jsonb AS x;

-- turn into a galloc sequence
SELECT bdr.alter_sequence_set_kind('public.sequence'::regclass, 'galloc', $MAX+MARGIN);

Since users cannot lock a sequence, you must leave a SMARGIN value to allowoperations to continue while the max()
value is queried.

The bdr.sequence_alloc table will give information on the chunk size and whatranges are allocated around the
whole cluster.In this example we started our sequence from 333, and we have two nodes in thecluster, we can see that
we have a number of allocation 4, that is 2 per nodeand the chunk size is 1000000 that is related to an integer sequence.

SELECT * FROM bdr.sequence_alloc

WHERE seqid = 'public.categories_category_seq'::regclass;
seqid | seq_chunk_size | seq_allocated_up_to | seq_nallocs | o
—»seq_last_alloc
————————————————————————— e e et
categories_category_seq | 1000000 | 4000333 | 4 | 2020-05-
21 20:02:15.957835+00
(1 row)

To see the ranges currently assigned to a given sequence on each node, usethese queries:

Node "Nodel® is using range from 333" to "2000333°.

SELECT last_value AS range_start, log_cnt AS range_end
FROM categories_category_seq WHERE ctid = '(0,2)'; -- first range
range_start | range_end
_____________ e __
334 | 1000333
(1 row)

SELECT last_value AS range_start, log_cnt AS range_end
FROM categories_category_seq WHERE ctid = '(0,3)'; -- second range
range_start | range_end
_____________ +___________
1000334 | 2000333
(1 row)

Node "Node2" is using range from 2000004 to 4000003 .

SELECT last_value AS range_start, log_cnt AS range_end
FROM categories_category_seq WHERE ctid = '(0,2)'; -- first range
range_start | range_end
,,,,,,,,,,,,, e
2000334 | 3000333
(1 row)

SELECT last_value AS range_start, log_cnt AS range_end
FROM categories_category_seq WHERE ctid = '(0,3)'; -- second range

(continues on next page)
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(continued from previous page)

range_start | range_end
,,,,,,,,,,,,, oo
3000334 | 4000333

NOTE You can’t combine it to single query (like WHERE ctid IN ((0,2)’, “(0,3)’))as that will still only show the first
range.

When a node finishes a chunk, it will ask a consensus for a new one and get thefirst available; in our case, it will be
from 4000334 to 5000333. This will bethe new reserved chunk and it will start to consume the old reserved chunk.

2.8.2 UUIDs, KSUUIDs and Other Approaches

There are other ways to generate globally unique ids without using the globalsequences that can be used with BDR.
For example:

UUIDs, and their BDR variant, KSUUIDs

Local sequences with a different offset per node (i.e. manual)

An externally co-ordinated natural key

Please note that BDR applications cannot use other methods safely:counter-tablebased approaches relying on SELECT

. FOR UPDATE, UPDATE ... RETURNING ...or similar for sequence generation will not work correctly in BDR,
because BDRdoes not take row locks between nodes. The same values will be generated onmore than one node. For the
same reason, the usual strategies for “gapless”’sequence generation do not work with BDR. In most cases the application
shouldcoordinate generation of sequences that must be gapless from some externalsource using two-phase commit, or
it should only generate them on one node inthe BDR group.

UUIDs and KSUUIDs

UUID keys instead avoid sequences entirely anduse 128-bit universal unique identifiers. These are randomor pseudo-
random values that are so large that it is nearlyimpossible for the same value to be generated twice. There isno need
for nodes to have continuous communication when using UUID keys.

In the incredibly unlikely event of a collision, conflict detection willchoose the newer of the two inserted records
to retain. Conflict logging,if enabled, will record such an event, but it isexceptionally unlikely to ever occur, since
collisionsonly become practically likely after about 2464 keys have been generated.

The main downside of UUID keys is that they’re somewhat space- andnetwork inefficient, consuming more space not
only as a primary key, butalso where referenced in foreign keys and when transmitted on the wire.Additionally, not all
applications cope well with UUID keys.

BDR provides functions for working with a K-Sortable variant of UUID data,known as KSUUID, which generates values
that can be stored using PostgreSQL’sstandard UUID data type. A KSUUID value is similar to UUIDv1 in thatit stores both
timestamp and random data, following the UUID standard.The difference is that KSUUID is K-Sortable, meaning that it’s
weaklysortable by timestamp. This makes it more useful as a database key as it produces more compact btree indexes,
which improvesthe effectiveness of search, and allows natural time-sorting of result data. Unlike UUIDv1,KSUUID values
do not include the MAC of the computer on which they weregenerated, so there should be no security concerns from
using KSUUIDs.

KSUUID v2 is now recommended in all cases. Values generated are directlysortable with regular comparison operators.

There are two versions of KSUUID in BDR, v1 and v2. The legacy KSUUID v1 isnow deprecated but is kept in order
to support existing installations and shouldnot be used for new installations.The internal contents of the v1 and v2 are
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not compatible, and as such thefunctions to manipulate them are also not compatible. The v2 of KSUUID alsono longer
stores the UUID version number.

Step & Offset Sequences

In offset-step sequences, a normal PostgreSQL sequence is used on each node.Each sequence increments by the same
amount and starts at differing offsets.For example with step 1000, nodel’s sequence generates 1001, 2001, 3001, andso
on, node2’s generates 1002, 2002, 3002, etc. This scheme works welleven if the nodes cannot communicate for extended
periods, but the designer must specify a maximum number of nodes when establishing theschema, and it requires per-
node configuration. However, mistakes can easily lead tooverlapping sequences.

It is relatively simple to configure this approach with BDR by creating thedesired sequence on one node, like this:

CREATE TABLE some_table (
generated_value bigint primary key

);
CREATE SEQUENCE some_seq INCREMENT 1000 OWNED BY some_table.generated_value;

ALTER TABLE some_table ALTER COLUMN generated_value SET DEFAULT nextval('some_seq');

... then on each node calling setval () to give each node a different offsetstarting value, e.g.:

-- On node 1
SELECT setval('some_seq', 1);

-- On node 2
SELECT setval('some_seq', 2);
¥ -— ... etc

You should be sure to allow a large enough INCREMENT to leave room for allthe nodes you may ever want to add, since
changing it in future is difficultand disruptive.

If you use bigint values, there is no practical concern about key exhaustion,even if you use offsets of 10000 or more.
You’ll need hundreds of years,with hundreds of machines, doing millions of inserts per second, to have anychance of
approaching exhaustion.

BDR does not currently offer any automation for configuration of theper-node offsets on such step/offset sequences.

Composite Keys

A variant on step/offset sequences is to use a composite key composed of PRIMARY KEY (node_number,
generated_value), where thenode number is usually obtained from a function that returns a differentnumber on
each node. Such a function may be created by temporarilydisabling DDL replication and creating a constant SQL
function, or by usinga one-row table that is not part of a replication set to store a differentvalue in each node.
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2.8.3 Global Sequence Management Interfaces

BDR provides an interface for converting between a standard PostgreSQL sequenceand the BDR global sequence.
Note that the following functions are considered to be DDL, so DDL replicationand global locking applies to them.
bdr.alter_sequence_set_kind

Allows the owner of a sequence to set the kind of a sequence.Once set, segkind is only visible via the bdr. sequences
view;in all other ways the sequence will appear as a normal sequence.

BDR treats this function as DDL, so DDL replication and global locking applies,if that is currently active. See [DDL
Replication].

Synopsis

bdr.alter_sequence_set_kind(seqoid regclass, seqgkind text)

Parameters
¢| "seqoid’ - name or 0id of the sequence to be altered
¢| "seqgkind® - "local’ for a standard PostgreSQL sequence, " timeshard’ for BDR

global sequence which uses the “time and sharding” based algorithm described in the

BDR Global Sequences section, or galloc for globally-allocated range

sequences which use consensus between nodes to assign unique ranges of

sequence numbers to each node

Notes

When changing the sequence kind to galloc, the first allocated range for thatsequence will use the sequence start value
as the starting point. When there arealready existing values used by the sequence before it was changed to galloc,it
is recommended to move the starting point so that the newly generatedvalues will not conflict with the existing ones
using the following command:

ALTER SEQUENCE seq_name START starting_value RESTART

This function uses the same replication mechanism as DDL statements. This meansthat the replication is affected by the
ddl filtersconfiguration.

The function will take a global DDL lock. It will also lock the sequence locally.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

The bdr.alter_sequence_set_kind function can be only executed bythe owner of the sequence, unless bdr.
backwards_compatibility isset is set to 30618 or below.
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bdr.extract_timestamp_from_timeshard

This function extracts the timestamp component of the timeshard sequence.The return value is of type “timestamptz”.

Synopsis

bdr.extract_timestamp_from_timeshard(timeshard_seq bigint)

Parameters

“timeshard_seq” - value of a timeshard sequence

Notes

This function is only executed on the local node.

bdr.extract_nodeid_from_timeshard

This function extracts the nodeid component of the timeshard sequence.

Synopsis

bdr.extract_nodeid_from_timeshard(timeshard_seq bigint)

Parameters

“timeshard_seq’ - value of a timeshard sequence

Notes

This function is only executed on the local node.

bdr.extract_localseqid_from_timeshard

This function extracts the local sequence value component of the timeshard sequence.
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Synopsis

bdr.extract_localseqid_from_timeshard(timeshard_seq bigint)

Parameters

“timeshard_seq’ - value of a timeshard sequence

Notes

This function is only executed on the local node.

bdr.timestamp_to_timeshard

This function converts a timestamp value to a dummy timeshard sequence value.
This is useful for doing indexed searches or comparisons of values in thetimeshard column and for a specific timestamp.

For example, given a table foo with a column id which is using a timeshardsequence, we can get the number of
changes since yesterday midnight like this:

SELECT count(1) FROM foo WHERE id > bdr.timestamp_to_timeshard('yesterday")

A query formulated this way will use an index scan on the column id.

Synopsis

bdr.timestamp_to_timeshard(ts timestamptz)

Parameters

°| "ts’ - timestamp to be used for the timeshard sequence generation

Notes

This function is only executed on local node.
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2.8.4 KSUUID v2 Functions

Functions for working with KSUUID v2 data, K-Sortable UUID data.

bdr.gen_ksuuid_v2

This function generates a new KSUUID v2 value, using the value of timestamp passed as anargument or current system
time if NULL is passed.If you want to generate KSUUID automatically using system time, pass NULL argument.

The return value is of type “UUID”.

Synopsis

bdr.gen_ksuuid_v2(timestamptz)

Notes

This function is only executed on the local node.

bdr.ksuuid_v2_cmp

This function compares the KSUUID v2 values.

It returns 1 if first value is newer, -1 if second value is lower, or zero if theyare equal.

Synopsis

bdr.ksuuid_v2_cmp(uuid, uuid)

Parameters

"UUID" - "KSUUID® v2 to compare

Notes

This function is only executed on local node.

2.8. Sequences 115



BDR (Bi-Directional Replication), Release 4.0.0

bdr.extract_timestamp_from_ksuuid_v2

This function extracts the timestamp component of KSUUID v2.The return value is of type “timestamptz”.

Synopsis

bdr.extract_timestamp_from_ksuuid_v2 (uuid)

Parameters

"UUID" - "KSUUID® v2 value to extract timestamp from

Notes

This function is only executed on the local node.

2.8.5 KSUUID v1 Functions

Functions for working with KSUUID v1 data, K-Sortable UUID data(v1).

bdr.gen_ksuuid

This function generates a new KSUUID v1 value, using the current system time.The return value is of type “UUID”.

Synopsis

bdr.gen_ksuuid ()

Notes

This function is only executed on the local node.

bdr.uuid_vi1_cmp

This function compares the KSUUID v1 values.

It returns 1 if first value is newer, -1 if second value is lower, or zero if theyare equal.
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Synopsis

bdr.uuid_v1_cmp(uuid, uuid)

Notes

This function is only executed on the local node.

Parameters

"UUID" - "KSUUID' vl to compare

bdr.extract_timestamp_from_ksuuid

This function extracts the timestamp component of KSUUID v1 or UUIDv1 values.The return value is of type “times-
tamptz”.

Synopsis

bdr.extract_timestamp_from_ksuuid(uuid)

Parameters

"UUID™ - "KSUUID® vl value to extract timestamp from

Notes

This function is only executed on the local node.

2.9 Column-Level Conflict Detection

By default, conflicts are resolved at row level. That is, when changesfrom two nodes conflict, we pick either the local
or remote tuple anddiscard the other one. For example, we may compare commit timestamps forthe two conflicting
changes and keep the newer one. This ensures that allnodes converge to the same result, and establishes commit-order-
likesemantics on the whole cluster.

However, in some cases it may be appropriate to resolve conflicts atthe column-level rather than the row-level.

Consider a simple example, where we have a table “t” with two integercolumns “a” and “b”, and a single row (1,1).
Assume that on one nodewe execute:

UPDATE t SET a = 100

... while on another node we concurrently (before receiving the precedingUPDATE) execute:
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UPDATE t SET b = 100

This results in an UPDATE-UPDATE conflict. With the update_if_newerconflict resolution, we compare the com-
mit timestamps and keep the newrow version. Assuming the second node committed last, we end up with(1, 100),

[TP%1]

effectively discarding the change to column “a”.

For many use cases this is the desired and expected behaviour, but forsome this may be an issue - consider for example
a multi-node clusterwhere each part of the application is connected to a different node,updating a dedicated subset
of columns in a shared table. In that case,the different components may step on each other’s toes, overwritingtheir
changes.

For such use cases, it may be more appropriate to resolve conflicts ona given table at the column-level. To achieve that,
BDR will trackthe timestamp of the last change for each column separately, and use thatto pick the most recent value
(essentially update_if_newer).

Applied to the previous example, we’ll end up with (100, 180) on bothnodes, despite neither of the nodes ever seeing
such a row.

When thinking about column-level conflict resolution, it may be usefulto see tables as vertically partitioned, so that
each update affectsdata in only one slice. This eliminates conflicts between changes todifferent subsets of columns. In
fact, vertical partitioning may evenbe a practical alternative to column-level conflict resolution.

Column-level conflict resolution requires the table to have REPLICAIDENTITY FULL. The bdr.
alter_table_conflict_detection function does checkthat, and will fail with an error otherwise.

1! Note * This feature is currently only available on EDB Postgres Extended and EDB Postgres Advanced.

2.9.1 Enabling and Disabling Column-Level Conflict Resolution

The Column-Level Conflict Resolution is managed by thebdr.alter_table_conflict_detection()function.

Example

To illustrate how the bdr.alter_table_conflict_detection() is used, considerthis example that creates a trivial
table test_table and then enablecolumn-level conflict resolution on it:

db=# CREATE TABLE my_app.test_table (id SERIAL PRIMARY KEY, val INT);
CREATE TABLE

db=# ALTER TABLE my_app.test_table REPLICA IDENTITY FULL;
ALTER TABLE

db=# SELECT bdr.alter_table_conflict_detection(
db(# 'my_app.test_table'::regclass, 'column_modify_timestamp', 'cts');
alter_table_conflict_detection

db=# \d my_app.test_table

You will see that the function adds a new cts column (as specified inthe function call), but it also created two triggers (
BEFORE INSERTand BEFORE UPDATE ) that are responsible for maintaining timestampsin the new column before each
change.

Also worth mentioning is that the new column specifies NOT NULLwith a default value, which means that ALTER TABLE
. ADD COLUMNdoes not perform a table rewrite.
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* Note*: We discourage using columns with the bdr.column_timestamps data type for other purposes as it
may have various negative effects (it switches the table to column-level conflict resolution, which will not work
correctly without the triggers etc.).

Listing Table with Column-Level Conflict Resolution

Tables having column-level conflict resolution enabled can be listedwith the following query, which detects the presence
of a column oftype bdr.column_timestamp:

SELECT nc.nspname, c.relname

FROM pg_attribute a

JOIN (pg_class ¢ JOIN pg_namespace nc ON c.relnamespace = nc.oid)
* ON a.attrelid = c.oid

JOIN (pg_type t JOIN pg_namespace nt ON t.typnamespace = nt.oid)
* ON a.atttypid = t.oid

WHERE NOT pg_is_other_temp_schema(nc.oid)
* AND nt.nspname = 'bdr'
* AND t.typname = 'column_timestamps'
* AND NOT a.attisdropped
* AND c.relkind IN ('r', 'v', "f', 'p');

bdr.column_timestamps_create

This function creates column-level conflict resolution. This is called withincolumn_timestamp_enable.

Synopsis

bdr.column_timestamps_create(p_source cstring, p_timestamp timestampstz)

Parameters
¢| "'p_source’ - The two options are 'current' or 'commit'.
e "p_timestamp’ - Timestamp is dependent on the source chosen: if 'commit',

— then TIMESTAMP_SOURCE_COMMIT; if ‘current’, then TIMESTAMP_SOURCE_CURRENT.

2.9.2 DDL Locking

When enabling or disabling column timestamps on a table, the code usesDDL locking to ensure that there are no
pending changes from before theswitch, to ensure we only see conflicts with either timestamps in bothtuples or neither
of them. Otherwise, the code might unexpectedly seetimestamps in the local tuple and NULL in the remote one. It
alsoensures that the changes are resolved the same way (column-level orrow-level) on all nodes.
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2.9.3 Current vs Commit Timestamp

An important question is what timestamp to assign to modified columns.

By default, the timestamp assigned to modified columns is the currenttimestamp, as if obtained from
clock_timestamp. This is simple, andfor many cases it is perfectly correct (e.g. when the conflicting rowsmodify
non-overlapping subsets of columns).

It may however have various unexpected effects:

¢| The timestamp changes during statement execution, so if an “UPDATE"

affects multiple rows, each will get a slightly different timestamp.

This means that the effects of concurrent changes may get “mixed” in various

ways (depending on how exactly the changes performed on different

nodes interleave).

¢| The timestamp is unrelated to the commit timestamp, and using it to

— resolve conflicts means that the result is not equivalent to the commit order,
— which means it likely is not serializable.

Note: We may add statement and transaction timestamps in the future,which would address issues with mixing effects
of concurrent statements ortransactions. Still, neither of these options can ever produce resultsequivalent to commit
order.

It is possible to also use the actual commit timestamp, although thisfeature is currently considered experimental. To
use the commit timestamp,set the last parameter to true when enabling column-level conflictresolution:

SELECT bdr.column_timestamps_enable('test_table'::regclass, 'cts', true);

This can also be disabled using bdr.column_timestamps_disable.

Commit timestamps currently have a couple of restrictions that areexplained in the “Limitations” section.

2.9.4 Inspecting Column Timestamps

The column storing timestamps for modified columns is maintainedautomatically by triggers, and must not be modified
directly. It maybe useful to inspect the current timestamps value, for example whileinvestigating how a particular
conflict was resolved.

There are three functions for this purpose:

“bdr.column_timestamps_to_text(bdr.column_timestamps)’

— This function returns a human-readable representation of the timestamp mapping, and is used when casting
the value to text:

db=# select cts::text from test_table;

{source: current, default: 2018-09-23 19:24:52.118583+02, map: [2 : 2018-09-23 19:25:02.
.590677+02]}
(1 row)
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“bdr.column_timestamps_to_jsonb(bdr.column_timestamps)

— This function turns a JSONB representation of the timestamps mapping, and is used when casting the value
to jsonb:

db=# select jsonb_pretty(cts::jsonb) from test_table;
* jsonb_pretty

{ +

* "map": { +
"2": "2018-09-23T19:24:52.118583+02:00" +

*y, +
* "source": "current", +
* "default": "2018-09-23T19:24:52.118583+02:00"+

}

(1 row)

“bdr.column_timestamps_resolve(bdr.column_timestamps, xid)"

— This function updates the mapping with the commit timestamp for the attributes modified by the most recent
transaction (if it already committed). This only matters when using the commit timestamp. For example in
this case, the last transaction updated the second attribute (with attnum = 2):

test=# select cts::jsonb from test_table;

{"map": {"2": "2018-09-23T19:29:55.581823+02:00"}, "source": "commit", "default": "2018-
—09-23T19:29:55.581823+02:00", "modified": [2]}
(1 row)

db=# select bdr.column_timestamps_resolve(cts, xmin)::jsonb from test_table;
* column_timestamps_resolve

{"map": {"2": "2018-09-23T19:29:55.581823+02:00"}, "source": "commit", "default": "2018-
—09-23T19:29:55.581823+02:00"}
(1 row)
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2.9.5 Handling column conflicts using CRDT Data Types

By default, column-level conflict resolution simply picks the value witha higher timestamp and discards the other one.
It is however possible toreconcile the conflict in different (more elaborate) ways, for exampleusing CRDT types that
allow “merging” the conflicting values withoutdiscarding any information.

2.9.6 Limitations

The attributes modified by an "UPDATE" are determined by comparing the

— old and new row in a trigger. This means that if the attribute does
— not change a value, it will not be detected as modified even if it is
— explicitly set. For example, UPDATE t SET a = a will not mark a as
— modified for any row. Similarly, UPDATE t SET a = 1 will not mark

— a as modified for rows that are already set to 1.

e/ For "INSERT statements, we do not have any old row to compare the new

— one to, so we consider all attributes to be modified and assign them

— anew timestamp. This applies even for columns that were not included
— in the INSERT statement and received default values. We could detect
— which attributes have a default value, but it is not possible to decide if
— it was included automatically or specified explicitly by the user.

— This effectively means column-level conflict resolution does not work for INSERT-INSERT conflicts (even if
the INSERT statements specify different subsets of columns, because the newer row will have all timestamps
newer than the older one).

By treating the columns independently, it is easy to violate constraints

— in a way that would not be possible when all changes happen on the same

— node. Consider for example a table like this:

CREATE TABLE t (id INT PRIMARY KEY, a INT, b INT, CHECK (a > b));
INSERT INTO t VALUES (1, 1000, 1);

...and assume one node does:

UPDATE t SET a = 100;

... while another node does concurrently:

UPDATE t SET b = 500;

» Each of those updates is valid when executed on the initial row, and so will pass on each node. But when
replicating to the other node, the resulting row violates the CHECK (A > b) constraint, and the replication will
stop until the issue is resolved manually.

The column storing timestamp mapping is managed automatically. Do not
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— specify or override the value in your queries, as it may result in

— unpredictable effects (we do ignore the value where possible anyway).

The timestamp mapping is maintained by triggers, but the order in which

— triggers execute does matter. So if you have custom triggers that modify
— tuples and are executed after the pgl_clcd_ triggers, the modified

— columns will not be detected correctly.

When using regular timestamps to order changes/commits, it is possible

that the conflicting changes have exactly the same timestamp (because

two or more nodes happened to generate the same timestamp). This risk

is not unique to column-level conflict resolution, as it may happen

even for regular row-level conflict resolution, and we use node id as a

tie-breaker in this situation (the higher node id wins), which ensures that

same changes are applied on all nodes.

It is possible that there is a clock skew between different nodes. While it

may induce somewhat unexpected behavior (discarding seemingly newer

changes because the timestamps are inverted), clock skew between nodes can

be managed using the parameters bdr.maximum_clock_skew and

— bdr.maximum_clock_skew_action.

SELECT bdr.alter_node_group_config('group', ignore_redundant_updates := false);

2.10 Conflict-free Replicated Data Types

Conflict-free replicated data types (CRDT) support merging valuesfrom concurrently modified rows, instead of dis-
carding one of the rows(which is what traditional conflict resolution does).

Each CRDT type is implemented as a separate PostgreSQL data type, withan extra callback added to the bdr.
crdt_handlers catalog. The mergeprocess happens inside the BDR writer on the apply side; no additional useraction
is required.

CRDTs require the table to have column-level conflict resolution enabledas documented in the CLCD chapter.

The only action taken by the user is the use of a particular data typein CREATE/ALTER TABLE, rather than standard
built-in data types such asinteger; e.g. consider the following table with one regular integercounter and a single row:

CREATE TABLE non_crdt_example (
id integer PRIMARY KEY,
counter integer NOT NULL DEFAULT O

s

INSERT INTO non_crdt_example (id) VALUES (1);

If we issue the following SQL on two nodes at same time:
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UPDATE non_crdt_example
SET counter = counter + 1 -- "reflexive" update
WHERE id = 1;

... the resulting values can be seen using this query, after bothupdates are applied:

SELECT * FROM non_crdt_example WHERE id = 1;

id | counter
_____ o
1 | 1
(1 row)

...showing that we’ve lost one of the increments, due to the update_if _newerconflict resolver. If you use the CRDT
counter data type instead,you should observe something like this:

CREATE TABLE crdt_example (
* o id integer PRIMARY KEY,
counter bdr.crdt_gcounter NOT NULL DEFAULT 0

)
ALTER TABLE crdt_example REPLICA IDENTITY FULL;

SELECT bdr.alter_table_conflict_detection('crdt_example',
'column_modify_timestamp', 'cts');

INSERT INTO crdt_example (id) VALUES (1);

Again we issue the following SQL on two nodes at same time,then wait for the changes to be applied:

UPDATE crdt_example
SET counter = counter + 1 -- "reflexive" update
WHERE id = 1;

SELECT id, counter FROM crdt_example WHERE id = 1;

id | counter
_____ I
1] 2
(1 row)

This shows that CRDTs correctly allow accumulator columns to work, evenin the face of asynchronous concurrent
updates that otherwise conflict.

The crdt_gcounter type is an example of state-based CRDT types, thatwork only with reflexive UPDATE SQL, such
asXx = x + 1, as shown above.

The bdr.crdt_raw_value configuration option determines whether queriesreturn the current value or the full inter-
nal state of the CRDT type. Bydefault only the current numeric value is returned. When set to true,queries return
representation of the full state - the special hash operator(#) may be used to request only the current numeric value
without using thespecial operator (this is the default behavior). If the full state isdumped using bdr . crdt_raw_value
= on then the value would only be ableto be reloaed with bdr.crdt_raw_value = on.

Note: The bdr.crdt_raw_value applies only formatting of data returnedto clients; i.e. simple column references in
the select list. Any columnreferences in other parts of the query (e.g. WHERE clause or evenexpressions in the select
list) may still require use of the # operator.
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Another class of CRDT data types exists, which we refer to as “delta CRDT ’types (and are a special subclass of
operation-based CRDTs, as explainedlater).

With delta CRDTs, any update to a value is automatically compared to theprevious value on the same node and then a
change is applied as a deltaon all other nodes.

CREATE TABLE crdt_delta_example (

id integer PRIMARY KEY,

counter bdr.crdt_delta_counter NOT NULL DEFAULT 0
);

ALTER TABLE crdt_delta_example REPLICA IDENTITY FULL;

SELECT bdr.alter_table_conflict_detection('crdt_delta_example',
'column_modify_timestamp', 'cts');

INSERT INTO crdt_delta_example (id) VALUES (1);

If we issue the following SQL on two nodes at same time:

UPDATE crdt_delta_example
SET counter = 2 -- notice NOT counter = counter + 2
WHERE id = 1;

The resulting values can be seen using this query, after both updatesare applied:

SELECT id, counter FROM crdt_delta_example WHERE id = 1;
id | counter

With a regular integer column the result would be 2, of course. Butwhen we UPDATE the row with a delta CRDT
counter, we start with the OLDrow version, make a NEW row version and send both to the remote node,where we
compare them with the version we find there (let’s call thatthe LOCAL version). Standard CRDTs merge the NEW
and the LOCAL version,while delta CRDTs compare the OLD and NEW versions and apply the deltato the LOCAL
version.

The CRDT types are installed as part of bdr into the bdr schema.For convenience, the basic operators ( +, # and !
) and a numberof common aggregate functions (min, max, sum and avg) arecreated in pg_catalog, to make them
available without having to tweaksearch_path.

An important question is how query planning and optimization works with thesenew data types. CRDT types are han-
dled transparently - both ANALYZE andthe optimizer work, so estimation and query planning works fine, withouthaving
to do anything else.

! Note * This feature is currently only available on EDB Postgres Extended and EDB Postgres Advanced.
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2.10.1 State-based and operation-based CRDTs

Following the notation from [1], we do implement both operation-basedand state-based CRDTs.

Operation-based CRDT Types (CmCRDT)

The implementation of operation-based types is quite trivial, becausethe operation is not transferred explicitly but
computed from the oldand new row received from the remote node.

Currently, we implement these operation-based CRDTs:

“crdt_delta_counter’ - “bigint® counter (increments/decrements)

‘crdt_delta_sum® - ‘numeric’ sum (increments/decrements)

These types leverage existing data types (e.g. crdt_delta_counter isa domain on a bigint), with a little bit of code
to compute the delta.

This approach is possible only for types where we know how to computethe delta, but the result is very simple and
cheap (both in terms ofspace and CPU), and has a couple of additional benefits (e.g. we canleverage operators / syntax
for the under-lying data type).

The main disadvantage is that it’s not possible to reset this value reliablyin an asynchronous and concurrent environ-
ment.

Note: We could also implement more complicated operation-based types bycreating custom data types, storing the state
and the last operation (wedecode and transfer every individual change, so we don’t need multipleoperations). But at
that point we lose the main benefits (simplicity,reuse of existing data types) without gaining any advantage compared
tostate-based types (still no capability to reset, ... ), except for thespace requirements (we don’t need a per-node state).

State-based CRDT Types (CvCRDT)

State-based types require a more complex internal state, and so can’tuse the regular data types directly the way
operation-based types do.

Currently, we implement four state-based CRDTs:

e| "crdt_gcounter’ - “bigint’ counter (increment-only)

e| "crdt_gsum’ - “numeric’ sum/counter (increment-only)

¢| "crdt_pncounter’ - “bigint’ counter (increments/decrements)
¢| "crdt_pnsum’ - ‘numeric’ sum/counter (increments/decrements)

The internal state typically includes per-node information, increasingthe on-disk size but allowing additional benefits.
The need to implementcustom data types implies more code (in/out functions and operators).

The advantage is the ability to reliably reset the values, a somewhatself-healing nature in the presence of lost changes
(which should nothappen in properly-operated cluster), and the ability to receive changesfrom other than source nodes.

Consider for example that a value is modified on node A, and the changegets replicated to B, but not C (due to net-
work issue between A and C).If B modifies the value, and this change gets replicated to C, it willinclude even the
original change from A. With operation-based CRDTs thenode C would not receive the change until the A-C network
connectionstarts working again.
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The main disadvantages of CvCRDTs are higher costs, both in terms ofdisk space - we need a bit of information for
each node, including nodesthat have been already removed from the cluster). The complex nature ofthe state (serialized
into varlena types) means increased CPU usage.

2.10.2 Disk-Space Requirements

An important consideration is the overhead associated with CRDT types,particularly the on-disk size.

For operation-based types this is rather trivial, because the typesare merely domains on top of other types, and so have
the same diskspace requirements (no matter how many nodes are there).

¢| "crdt_delta_counter’ - same as "bigint® (8 bytes)
e| "crdt_delta_sum’ - same as ‘numeric’ (variable, depending on precision
— and scale)

There is no dependency on the number of nodes, because operation-basedCRDT types do not store any per-node infor-
mation.

For state-based types the situation is more complicated. All the typesare variable-length (stored essentially as a bytea
column), and consistof a header and a certain amount of per-node information for each nodethat modified the value.

For the bigint variants, formulas computing approximate size are ( Ndenotes the number of nodes that modified this
value):

¢/ "crdt_gcounter’ - "32B (header) + N * 12B (per-node)’

‘crdt_pncounter® - “48B (header) + N * 20B (per-node)’

For the numeric variants there is no exact formula, because both theheader and per-node parts include numeric
variable-length values. Togive you an idea of how many such values we need to keep:

e| "crdt_gsum’

— % fixed: 20B (header) + N * 4B (per-node)

— % variable: (2 + N) numeric values

e| "crdt_pnsum’

% fixed: 20B (header) + N * 4B (per-node)

% variable: (4 + 2 * N) numeric values

Note*: It does not matter how many nodes are in the cluster, if the values are never updated on multiple
nodes. It also does not matter if the updates were concurrent (causing a conflict) or not.

Note*: It also does not matter how many of those nodes were already removed from the cluster. There is
no way to compact the state yet.
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2.10.3 CRDT Types vs Conflicts Handling

As tables may contain both CRDT and non-CRDT columns (in fact, mostcolumns are expected to be non-CRDT), we
need to do both the regularconflict resolution and CRDT merge.

The conflict resolution happens first, and is responsible for decidingwhich tuple to keep (applytuple) and which one to
discard. The mergephase happens next, merging data for CRDT columns from the discardedtuple into the applytuple.

* Note*: This makes CRDT types somewhat more expensive compared to plain conflict resolution, because the
merge needs to happen every time, even when the conflict resolution can use one of the fast-paths (modified in
the current transaction, etc.).

2.10.4 CRDT Types vs. Conflict Reporting

By default, detected conflicts are written into the server log. WithoutCRDT types this makes perfect sense, because
the conflict resolutionessentially throws away one half of the available information (local orremote row, depending on
configuration). This presents a data loss.

CRDT types allow both parts of the information to be combinedwithout throwing anything away, eliminating the data
loss issue. This makesthe conflict reporting unnecessary.

For this reason, we skip the conflict reporting when the conflict can befully-resolved by CRDT merge, that is if each
column meets at least oneof these two conditions:

1) the values in local and remote tuple are the same (NULL or equal)
2) ituses a CRDT data type (and so can be merged)

* Note*: This means we also skip the conflict reporting when there are no CRDT columns, but all values in
local/remote tuples are equal.

2.10.5 Resetting CRDT Values

Resetting CRDT values is possible but requires special handling.The asynchronous nature of thecluster means that
different nodes may see the reset operation (nomatter how it’s implemented) at different places in the change
stream.Different nodes may also initiate a reset concurrently; i.e. beforeobserving the reset from the other node.

In other words, to make the reset operation behave correctly, it needs tobe commutative with respect to the regular
operations. Many naive waysto reset a value (which may work perfectly well on a single-node) failfor exactly this
reason.

For example, the simplest approach to resetting a value might be:

UPDATE crdt_table SET cnt = O WHERE id = 1;

With state-based CRDTs this does not work - it throws away the state for theother nodes, but only locally. It will
be added back by merge functionson remote nodes, causing diverging values, and eventually receiving itback due to
changes on the other nodes.

With operation-based CRDTSs, this may seem to work because theupdate is interpreted as a subtraction of -cnt. But
it only works in theabsence of concurrent resets. Once two nodes attempt to do a reset atthe same time, we’ll end up
applying the delta twice, getting a negativevalue (which is not what we expected from a reset).

It might also seem that DELETE + INSERT can be used as a reset, but thishas a couple of weaknesses too. If the row is
reinserted with the samekey, it’s not guaranteed that all nodes will see it at the same position inthe stream of operations
(with respect to changes from other nodes).BDR specifically discourages re-using the same Primary Key value sinceit
can lead to data anomalies in concurrent cases.
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State-based CRDT types can reliably handle resets,using a special ! operator like this:

UPDATE tab SET counter = !counter WHERE ...;

By “reliably” we mean the values do not have the two issues illustratedabove - multiple concurrent resets and divergence.

Operation-based CRDT types can only be reset reliably usingEager Replication, since this avoids multiple concurrent
resets.Eager Replication can also be used to set either kind of CRDT to a specificvalue.

2.10.6 Implemented CRDT data types

Currently there are six CRDT data types implemented - grow-only counterand sum, positive-negative counter and
sum, and delta counter and sum.The counters and sums behave mostly the same, except that the “counter” typesare
integer-based (bigint), while the “sum” types are decimal-based(numeric).

Additional CRDT types, described at [1], may be implemented later.
The currently implemented CRDT data types can be listed with thefollowing query:

SELECT n.nspname, t.typname

FROM bdr.crdt_handlers c

JOIN (pg_type t JOIN pg_namespace n ON t.typnamespace = n.oid)
* ON t.oid = c.crdt_type_id;

grow-only counter (crdt_gcounter)

¢| supports only increments with non-negative values ( “value + int’

— and counter + bigint operators)

e| current value of the counter can be obtained either using "# operator

— or by casting it to bigint

el is not compatible with simple assignments like “counter = value’

— (which is common pattern when the new value is computed somewhere in

— the application)

elallows simple reset of the counter, using the !’ operator

— (counter = !counter)

e/ internal state can be inspected using " crdt_gcounter_to_text’

CREATE TABLE crdt_test (

id INT PRIMARY KEY,
*  cnt bdr.crdt_gcounter NOT NULL DEFAULT 0
);
INSERT INTO crdt_test VALUES (1, 0); -- initialized to O
INSERT INTO crdt_test VALUES (2, 129824); -- initialized to 129824
INSERT INTO crdt_test VALUES (3, -4531); -- error: negative value

(continues on next page)
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(continued from previous page)

-- enable CLCD on the table
ALTER TABLE crdt_test REPLICA IDENTITY FULL;
SELECT bdr.alter_table_conflict_detection('crdt_test', 'column_modify_timestamp', 'cts');

-- increment counters
UPDATE crdt_test SET cnt = cnt + 1 WHERE id = 1;
UPDATE crdt_test SET cnt = cnt + 120 WHERE id = 2;

-- error: minus operator not defined
UPDATE crdt_test SET cnt = cnt - 1 WHERE id = 1;

-- error: increment has to be non-negative
UPDATE crdt_test SET cnt = cnt + (-1) WHERE id = 1;

-- reset counter
UPDATE crdt_test SET cnt = !cnt WHERE id = 1;

-- get current counter value
SELECT id, cnt::bigint, cnt FROM crdt_test;

-- show internal structure of counters
SELECT id, bdr.crdt_gcounter_to_text(cnt) FROM crdt_test;

grow-only sum (crdt_gsum)

¢| supports only increments with non-negative values ( “sum + numeric’ )

e/ current value of the sum can be obtained either by using “# operator

— or by casting it to numeric

°|is not compatible with simple assignments like “sum = value’

— (which is the common pattern when the new value is computed somewhere in

— the application)

elallows simple reset of the sum, using the ! operator ( “sum = !sum™ )

e/ internal state can be inspected using " crdt_gsum_to_text"

CREATE TABLE crdt_test (

id INT PRIMARY KEY,

gsum bdr.crdt_gsum NOT NULL DEFAULT 0.0
);
INSERT INTO crdt_test VALUES (1, 0.0); -- initialized to 0
INSERT INTO crdt_test VALUES (2, 1298.24); -- initialized to 1298.24
INSERT INTO crdt_test VALUES (3, -45.31); -- error: negative value

(continues on next page)

130 Chapter 2. Supported PostgreSQL database servers




BDR (Bi-Directional Replication), Release 4.0.0

(continued from previous page)

-- enable CLCD on the table
ALTER TABLE crdt_test REPLICA IDENTITY FULL;
SELECT bdr.alter_table_conflict_detection('crdt_test',

-- increment sum
UPDATE crdt_test SET gsum

gsum + 11.5 WHERE id = 1;

UPDATE crdt_test SET gsum = gsum + 120.33 WHERE id = 2;

-- error: minus operator not defined
UPDATE crdt_test SET gsum = gsum - 15.2 WHERE id = 1;

-- error: increment has to be non-negative

UPDATE crdt_test SET gsum = gsum + (-1.56) WHERE id =1

-- reset sum
UPDATE crdt_test SET gsum = !gsum WHERE id = 1;

-- get current sum value
SELECT id, gsum::numeric, gsum FROM crdt_test;

-- show internal structure of sums
SELECT id, bdr.crdt_gsum_to_text(gsum) FROM crdt_test;

'column_modify_timestamp', 'cts');

positive-negative counter (crdt_pncounter)

| supports increments with both positive and negative values (through

— counter + int and counter + bigint operators)

e/ current value of the counter can be obtained either by using "# operator

— or by casting to bigint

el is not compatible with simple assignments like ‘counter = value’

— (which is the common pattern when the new value is computed somewhere in

— the application)

allows simple reset of the counter, using the " !’

operator

— (counter = !counter)

internal state can be inspected using " crdt_pncounter_to_text’

CREATE TABLE crdt_test (

* id INT PRIMARY KEY,

* cnt bdr.crdt_pncounter NOT NULL DEFAULT 0
);

(continues on next page)
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(continued from previous page)

INSERT INTO crdt_test VALUES (1, 0); -- initialized to 0O
INSERT INTO crdt_test VALUES (2, 129824); -- initialized to 129824
INSERT INTO crdt_test VALUES (3, -4531); -- initialized to -4531

-- enable CLCD on the table
ALTER TABLE crdt_test REPLICA IDENTITY FULL;
SELECT bdr.alter_table_conflict_detection('crdt_test', 'column_modify_timestamp', 'cts');

-- increment counters

UPDATE crdt_test SET cnt = cnt + 1 WHERE id 1;

UPDATE crdt_test SET cnt = cnt + 120 WHERE id = 2;
UPDATE crdt_test SET cnt = cnt + (-244) WHERE id = 3;
-- decrement counters

UPDATE crdt_test SET cnt = cnt - 73 WHERE id = 1;

UPDATE crdt_test SET cnt = cnt 19283 WHERE id 2;
UPDATE crdt_test SET cnt = cnt - (-12) WHERE id =

|
w

-- get current counter value
SELECT id, cnt::bigint, cnt FROM crdt_test;

-- show internal structure of counters
SELECT id, bdr.crdt_pncounter_to_text(cnt) FROM crdt_test;

-- reset counter
UPDATE crdt_test SET cnt = !cnt WHERE id = 1;

-- get current counter value after the reset
SELECT id, cnt::bigint, cnt FROM crdt_test;

positive-negative sum (crdt_pnsum)

¢| supports increments with both positive and negative values (through

— sum + numeric)

e/ current value of the sum can be obtained either by using “#  operator

— or by casting to numeric

¢|is not compatible with simple assignments like “sum = value’

— (which is the common pattern when the new value is computed somewhere in

— the application)

elallows simple reset of the sum, using the ! operator ( “sum = !sum )

e internal state can be inspected using " crdt_pnsum_to_text"
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CREATE TABLE crdt_test (
* id INT PRIMARY KEY,
*  pnsum bdr.crdt_pnsum NOT NULL DEFAULT ®

);

INSERT INTO crdt_test VALUES (1, 0); -- initialized to 0
INSERT INTO crdt_test VALUES (2, 1298.24); -- initialized to 1298.24
INSERT INTO crdt_test VALUES (3, -45.31); -- initialized to -45.31

-- enable CLCD on the table
ALTER TABLE crdt_test REPLICA IDENTITY FULL;
SELECT bdr.alter_table_conflict_detection('crdt_test', 'column_modify_timestamp', 'cts');

-- increment sums

UPDATE crdt_test SET pnsum = pnsum + 1.44 WHERE id = 1;
UPDATE crdt_test SET pnsum = pnsum + 12.20 WHERE id = 2;
UPDATE crdt_test SET pnsum = pnsum + (-24.34) WHERE id = 3;

-- decrement sums

UPDATE crdt_test SET pnsum = pnsum - 7.3 WHERE id = 1;
UPDATE crdt_test SET pnsum = pnsum - 192.83  WHERE id = 2;
UPDATE crdt_test SET pnsum = pnsum (-12.22) WHERE id = 3;

-- get current sum value
SELECT id, pnsum::numeric, pnsum FROM crdt_test;

-- show internal structure of sum
SELECT id, bdr.crdt_pnsum_to_text(pnsum) FROM crdt_test;

-- reset sum
UPDATE crdt_test SET pnsum = !pnsum WHERE id = 1;

-- get current sum value after the reset
SELECT id, pnsum::numeric, pnsum FROM crdt_test;

delta counter (crdt_delta_counter)

is defined a "bigint® domain, so works exactly like a “bigint’® column

¢| supports increments with both positive and negative values

e|is compatible with simple assignments like “counter = value’

— (common when the new value is computed somewhere in the application)

no simple way to reset the value (reliably)

CREATE TABLE crdt_test (
* id INT PRIMARY KEY,
cnt bdr.crdt_delta_counter NOT NULL DEFAULT O

(continues on next page)
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(continued from previous page)

)

INSERT INTO crdt_test VALUES (1, 0); -- initialized to O
INSERT INTO crdt_test VALUES (2, 129824); -- initialized to 129824
INSERT INTO crdt_test VALUES (3, -4531); -- initialized to -4531

-- enable CLCD on the table
ALTER TABLE crdt_test REPLICA IDENTITY FULL;
SELECT bdr.alter_table_conflict_detection('crdt_test', 'column_modify_timestamp', 'cts');

-- increment counters

UPDATE crdt_test SET cnt = cnt + 1 WHERE id 1;
UPDATE crdt_test SET cnt = cnt + 120 WHERE id = 2;
UPDATE crdt_test SET cnt = cnt + (-244) WHERE id = 3;

-- decrement counters
UPDATE crdt_test SET cnt = cnt - 73 WHERE id 1;
UPDATE crdt_test SET cnt = cnt 19283 WHERE id = 2;
UPDATE crdt_test SET cnt = cnt - (-12) WHERE id =

|
w

-- get current counter value
SELECT id, cnt FROM crdt_test;

delta sum (crdt_delta_sum)

is defined as a ‘numeric’ domain, so works exactly like a ‘numeric’ column

¢| supports increments with both positive and negative values

is compatible with simple assignments like “sum = value’

— (common when the new value is computed somewhere in the application)

°*/no simple way to reset the value (reliably)

CREATE TABLE crdt_test (

id INT PRIMARY KEY,

dsum bdr.crdt_delta_sum NOT NULL DEFAULT 0
);
INSERT INTO crdt_test VALUES (1, 0); -- initialized to 0
INSERT INTO crdt_test VALUES (2, 129.824); -- initialized to 129824
INSERT INTO crdt_test VALUES (3, -4.531); -- initialized to -4531

-- enable CLCD on the table
ALTER TABLE crdt_test REPLICA IDENTITY FULL;
SELECT bdr.alter_table_conflict_detection('crdt_test', 'column_modify_timestamp', 'cts');

-- increment counters
UPDATE crdt_test SET dsum = dsum + 1.32 WHERE id = 1;

(continues on next page)
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(continued from previous page)

UPDATE crdt_test SET dsum = dsum + 12.01 WHERE id = 2;
UPDATE crdt_test SET dsum = dsum + (-2.4) WHERE id = 3;
-- decrement counters

UPDATE crdt_test SET dsum = dsum - 7.33 WHERE id = 1;
UPDATE crdt_test SET dsum = dsum - 19.83 WHERE id = 2;
UPDATE crdt_test SET dsum = dsum - (-1.2) WHERE id = 3;

-- get current counter value
SELECT id, cnt FROM crdt_test;

[1] https://en.wikipedia.org/wiki/Conflict-free_replicated_data_type

2.11 Transaction streaming

With logical replication, transactions are decoded concurrently on the publisherbut are not sent to subscribers until
the transaction is committed. If thechanges exceed logical_decoding_work_mem (PostgreSQL 13 and later), they
arespilled to disk. This means that particularly with large transactions, therewill be some delay before they reach
subscribers, and may entail additional I/Oon the publisher.

Beginning with PostgreSQL 14, transactions can optionally be decoded and sent tosubscribers before they are com-
mitted on the publisher. The subscribers savethe incoming changes to a staging file (or set of files) and apply them
whenthe transaction commits (or discard them if the transaction aborts). This makesit possible to apply transactions
on on subscribers as soon as the transactioncommits.

This functionality is available from PostgreSQL 14 (including EPAS 14 andEDB Postgres Extended 14) and has been
back-ported to EDB Postgres Extended 13.

2.11.1 BDR enhancements

PostgreSQL’s built-in transaction streaming, as described above, has the followinglimitations:

while it's no longer necessary to spill changes to disk on the publisher, changes.
—must

— be written to disk on each subscriber

if the transaction aborts, the work (changes received by each subscriber

— and the associated storage I/0) will have been wasted

However, from version 3.7, BDR supports Parallel Apply, enabling multiple writerprocesses on each subscriber, which
is leveraged to provide the following enhancements:

decoded transactions can be streamed directly to a writer on the subscriber

decoded transactions do not need to be stored on-disk on subscribers

no need to wait for the transaction to commit before starting to apply the

— transaction on the subscriber
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Caveats

parallel apply must be enabled

if the workload consists of many small and conflicting transactions, this can lead.
—to

— frequent deadlocks between writers

! Note * ect streaming to writer is still an experimental feature and must

be used with caution. For specifically, it may not work well withconflict resolutions since the commit timestamp of the
streaming may notbe available (as the transaction may not have yet committed on theorigin).

2.11.2 Configuration

Transaction streaming is configured in two locations:

at node level, via the GUC [bdr.default_streaming mode] (configuration#transaction-
< Streaming)

at group level, via the function [bdr.alter_node_group_config()](nodes#bdralter_
—node_group_config)

Node configuration using bdr.default_streaming_mode

Permitted values are:

Toff”

‘writer’

“file®

‘auto”

Default value is auto.

Note that to become effective, a change to this setting requires a restart of thepglogical receiver process for each sub-
scription, which can be achieved with a serverrestart.

If bdr.default_streaming_mode is set any other value than off, thesubscriber will request transaction stream-
ing from the publisher. How this willbe provided may also depend on the group configuration setting; see section
XXXbelow for details.

136

Chapter 2. Supported PostgreSQL database servers




BDR (Bi-Directional Replication), Release 4.0.0

Group configuration using bdr.alter_node_group_config()

The parameter streaming_mode in function bdr.alter_node_group_config()can be used to set the group transaction
streaming configuration.

Permitted values are:

ol Toff"

°| ‘writer’
o "file®

*| "auto’

e/ "default’

Default value is default.

The value of the current setting is contained in the column node_group_streaming_modefrom the view
bdr.node_group. The value returned isa single char type and the possible values are D (default), W (writer),F (file),
A (auto) and O (off).

Configuration setting effects

Transaction streaming is controlled at subscriber level by the GUCbdr.default_streaming_mode. Unless set to
off (which disables transactionstreaming), the subscriber will request transaction streaming.

If the publisher is capable of providing transaction streaming, it wilstream transactions whenever the transaction size
exceeds the threshold set inlogical_decoding_work_mem. The publisher usually has no control over whetherthe
transactions will be streamed to a file or to a writer. Except for somesituations (such as COPY), it might hint the
subscriber to stream thetransaction to a writer (if possible).

The subscriber can stream transactions received from the publisher toeither a writer or a file. The decision is based on
several factors:

if parallel apply is off ("num_writers® = 1), then it will be streamed to a file

— (writer O is always reserved for non-streamed transactions)

if parallel apply is on, but all writers are already busy handling streamed

— transactions, then the new transaction will be streamed to a file. See
— [bdr.writers](monitoring.md#Monitoring BDR Writers) to check BDR
— writer status.

If streaming to a writer is possible (i.e. a free writer is available), then thedecision whether to stream the transaction to
a writer or a file is based uponthe combination of group and node settings as per the following table:

Group Node Streamed to
off (any) (none)

(any) off (none)

writer file file

continues on next page
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Table 6 — continued from previous page

Group Node Streamed to
file writer file

default writer writer
default file file

default auto writer

auto (any) writer

Note that if the group configuration is set to auto, or the groupconfiguration is default and the node configuration
is auto,then the transaction is streamed to a writer if and only if thepublisher has hinted that this should be done.

Currently the publisher will hint for the subscriber to stream to writerfor the following transaction types, which are
known to be conflict freeand can be safely handled by the writer in any case:

“COPY®

"CREATE INDEX CONCURRENTLY®

2.11.3 Monitoring

Usage of transaction streaming can be monitored via the bdr.stat_subscriptionfunction on the subscriber node.

el ‘nstream_writer - number of transactions streamed to a writer

e/ ‘'nstream_file ' - number of transactions streamed to file

*| ‘nstream_commit - number of committed streamed transactions

¢| ‘nstream_abort’ - number of aborted streamed transactions

*| ‘nstream_start’ - number of streamed transactions which were started

¢| ‘nstream_stop’ - number of streamed transactions which were fully received

2.12 Durability & Performance Options

2.12.1 Overview

Synchronous or Eager Replication synchronizes between at least twonodes of the cluster before committing a transac-
tion. This providesthree properties of interest to applications, which are related, butcan all be implemented individually:

“Durability*: writing to multiple nodes increases crash resilience

— and allows the data to be recovered after a crash and restart.

*Visibility*: with the commit confirmation to the client, the database

— guarantees immediate visibility of the committed transaction on some
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— sets of nodes.

“No Conflicts After Commit*: the client can rely on the transaction to

— eventually be applied on all nodes without further conflicts, or get

— an abort directly informing the client of an error.

BDR integrates with the synchronous_commit option ofPostgres itself, providing a variant of synchronous replica-
tion,which can be used between BDR nodes. BDR also offers two additionalreplication modes:

Commit At Most Once (CAMO). This feature solves the problem with knowing

— whether your transaction has COMMITed (and replicated) or not in case of

— certain errors during COMMIT. Normally, it might be hard to know whether

— or not the COMMIT was processed in. With this feature, your application can

— find out what happened, even if your new database connection is to node

— than your previous connection. For more info about this feature see the

— Commit At Most Once chapter.

Eager Replication. This is an optional feature to avoid replication

chapter.

conflicts. Every transaction is applied on all nodes simultaneously,
and commits only if no replication conflicts are detected. This feature does
reduce performance, but provides very strong consistency guarantees.

For more info about this feature see the Eager All-Node Replication

Postgres itself provides Physical Streaming Replication(PSR), which is uni-directional, but offers a synchronous vari-
antthat can used in combination with BDR.

This chapter covers the various forms of synchronous or eagerreplication and its timing aspects.

2.12.2 Comparison

Most options for synchronous replication available toBDR allow for different levels of synchronization, offering

differenttrade-offs between performance and protection against node or networkoutages.

The following table summarizes what a client can expect from a peernode replicated to after having received a COMMIT
confirmation fromthe origin node the transaction was issued to.

Variant Mode Received | Visible | Durable
PGL/BDR | off (default) no no no
PGL/BDR | remote_write (2) yes no no
PGL/BDR | on (2) yes yes yes
PGL/BDR | remote_apply (2) yes yes yes

PSR remote_write (2) yes no no (1)
PSR on (2) yes no yes

PSR remote_apply (2) yes yes yes
CAMO remote_write (2) yes no no

continues on next page
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Table 7 — continued from previous page

Variant Mode Received | Visible | Durable
CAMO remote_commit_async (2) | yes yes no
CAMO remote_commit_flush (2) | yes yes yes
Eager n/a yes yes yes

e (1) written to the OS, durable if the OS remains running and only Postgres crashes.*

* (2) unless switched to Local mode (if allowed) by setting synchronous_replication_availability to
async', otherwise the values for the asynchronous BDR default apply.*

Reception ensures the peer will be able to eventually apply allchanges of the transaction without requiring any further-
communication, i.e. even in the face of a full or partial networkoutage. All modes considered synchronous provide this
protection.

Visibility implies the transaction was applied remotely, and any possibleconflicts with concurrent transactions have
been resolved. Withoutdurability, i.e. prior to persisting the transaction, a crash of thepeer node may revert this state
(and require re-transmission andre-application of the changes).

Durability relates to the peer node’s storage and provides protectionagainst loss of data after a crash and recovery of the
peer node. Ifthe transaction has already been visible before the crash, it will berecovered to be visible, again. Otherwise,
the transaction’s payloadis persisted and the peer node will be able to apply the transactioneventually (without requiring
any re-transmission of data).

2.12.3 Internal Timing of Operations

For a better understanding of how the different modes work, it ishelpful to realize PSR and BDR apply transactions
ratherdifferently.

With physical streaming replication, the order of operations is:

origin flushes a commit record to WAL, making the transaction

— visible locally

peer node receives changes and issues a write

peer flushes the received changes to disk

peer applies changes, making the transaction visible locally

With BDR, the order of operations is different:

origin flushes a commit record to WAL, making the transaction

— visible locally

peer node receives changes into its apply queue in memory

peer applies changes, making the transaction visible locally

peer persists the transaction by flushing to disk

For CAMO and Eager All Node Replication, note that the origin nodewaits for a confirmation prior to making the
transaction visiblelocally. The order of operations is:
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origin flushes a prepare or pre-commit record to WAL

peer node receives changes into its apply queue in memory

peer applies changes, making the transaction visible locally

peer persists the transaction by flushing to disk

origin commits and makes the transaction visible locally

The following table summarizes the differences.

Variant Order of apply vs | Replication before or after origin WAL commit
persist on peer | record write
nodes

PSR persist first after

BDR apply first after

CAMO apply first before (triggered by pre-commit)

Eager apply first before (triggered by prepare)

2.12.4 Configuration

The following table provides an overview of which configurationsettings are required to be set to a non-default value
(req) oroptional (opt), but affecting a specific variant.

setting (GUC) PSR | PGL | CAMO | Eager
synchronous_standby_names req req n/a n/a
synchronous_commit opt opt n/a n/a
synchronous_replication_availability | opt opt opt n/a
bdr.enable_camo n/a n/a req n/a
bdr.commit_scope n/a n/a n/a req
bdr.global_commit_timeout n/a n/a opt opt

2.12.5 Planned Shutdown and Restarts

When using PGL or CAMO in combination with remote_write, care must be takenwith planned shutdown or restart.
By default, the apply queue is consumedprior to shutting down. However, in the immediate shutdown mode, the
queueis discarded at shutdown, leading to the stopped node “forgetting”transactions in the queue. A concurrent failure
of another node couldlead to loss of data, as if both nodes failed.

To ensure the apply queue gets flushed to disk, please use eithersmart or fast shutdown for maintenance tasks. This
maintains therequired synchronization level and prevents loss of data.

2.12. Durability & Performance Options
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2.12.6 Synchronous Replication using BDR
Usage

To enable synchronous replication using BDR, the applicationname of the relevant BDR peer nodes need to be added
tosynchronous_standby_names. The use of FIRST x or ANY x offers alot of flexibility, if this does not conflict
with the requirements ofnon-BDR standby nodes.

Once added, the level of synchronization can be configured pertransaction via synchronous_commit, which de-
faults to on - meaning thatadding to synchronous_standby_names already enables synchronousreplication. Setting
synchronous_commit to local or off turnsoff synchronous replication.

Due to BDR applying the transaction before persisting it, thevalues on and remote_apply are equivalent (for logical-
replication).

Limitations

BDR uses the same configuration (and internal mechanisms) asPhysical Streaming Replication, therefore the needs for
(physical,non-BDR) standbys needs to be considered when configuring synchronousreplication between BDR nodes.

2.13 Eager Replication
2.14 CAMO

2.15 AutoPartition

AutoPartition allows tables to grow easily to large sizes by automaticpartitioning management. This utilizes the addi-
tional features of BDRsuch as low-conflict locking of creating and dropping partitions.

New partitions can be created regularly and then dropped when thedata retention period expires.

BDR management is primarily accomplished via SQL-callable functions.All functions in BDR are exposed in the bdr
schema. Unless you put it intoyour search_path, you will need to schema-qualify the name of each function.

2.15.1 Auto Creation of Partitions

bdr.autopartition() is used to create or alter the definition of automaticrange partitioning for a table. If no defi-
nition exists, it will be created,otherwise later executions will alter the definition.

bdr.autopartition() does not lock the actual table, it only changes the definition of when and how new partition
maintenance actions will take place.

bdr.autopartition() leverages the EDB Postgres Extended features to allow apartition to be attached or de-
tached/dropped without locking the rest of thetable, the feature to set a new tablespace while allowing SELECT queries.

An ERROR is raised if the table is not RANGE partitioned or a multi-columnpartition key is used.

A new partition is added for every partition_increment range of values, withlower and upper
bound partition_increment apart. For tables with a partitionkey of type timestamp or date, the
partition_increment must be a validconstant of type interval. For example, specifying 1 Day will cause
a newpartition to be added each day, with partition bounds that are 1 day apart.
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If the partition column is connected to a timeshard or ksuuid sequence,the partition_increment must be speci-
fied as type interval. Otherwise,if the partition key is integer or numeric, then the partition_incrementmust be
a valid constant of the same datatype. For example, specifying’ 1000000’ will cause new partitions to be added every
1 million values.

If the table has no existing partition, then the specifiedpartition_initial_lowerbound is used as the lower bound
for the firstpartition. If partition_initial_lowerbound is not specified, then the systemtries to derive its value
from the partition column type and the specifiedpartition_increment. For example, if partition_increment
is specified as 1Day, then partition_initial_lowerbound will be automatically set to CURRENTDATE. If
partition_increment is specified as 1 Hour, thenpartition_initial_lowerbound will be set to the current
hour of the currentdate. The bounds for the subsequent partitions will be set using thepartition_increment value.

The system always tries to have a certain minimum number of advance partitions.In order to decide whether to cre-
ate new partitions or not, it uses thespecified partition_autocreate_expression. This can be a SQL evalu-
ableexpression, which is evaluated every time a check is performed. For example,for a partitioned table on col-
umn type date, ifpartition_autocreate_expression is specified as DATE_TRUNC('day"',CURRENT_DATE),
partition_increment is specified as 1 Day andminimum_advance_partitions is specified as 2, then new parti-
tions will becreated until the upper bound of the last partition is less thanDATE_TRUNC('day', CURRENT_DATE) +
'2 Days'::interval.

The expression is evaluated each time the system checks for new partitions.

For a partitioned table on column type integer, thepartition_autocreate_expression may be spec-
ified as SELECT max(partcol) FROMschema.partitioned_table. The system then regularly checks if
the maximum value ofthe partitioned column is within the distance of minimum_advance_partitions
*partition_incrementof the last partition’s upper bound. It is expected thatthe user creates an index on the partcol
so that the query runs efficiently.If the partition_autocreate_expression is not specified for a partition tableon
column type integer, smallint or bigint, then the system willautomatically set it to max(partcol).

If the data_retention_period is set, partitions will be automaticallydropped after this period. Partitions will be
dropped at the same time as newpartitions are added, to minimize locking. If not set, partitions mustbe dropped
manually.

The data_retention_period parameter is only supported for timestamp (andrelated) based partitions. The period is
calculated by considering the upperbound of the partition and the partition is either migrated to the secondarytablespace
or dropped if either of the given period expires, relative to theupper bound.

By default, AutoPartition manages partitions globally. In other words, when apartition is created on one node, the same
partition is also created on allother nodes in the cluster. So all partitions are consistent and guaranteed tobe available.
For this, AutoPartition makes use of Raft. This behaviour can bechanged by passing managed_locally as true. In
that case, all partitionsare managed locally on each node. This is useful for the case when thepartitioned table is not
a replicated table and hence it may not be necessaryor even desirable to have all partitions on all nodes. For example,
thebuilt-in bdr.conflict_history table is not a replicated table, and ismanaged by AutoPartition locally. Each node
creates partitions for this tablelocally and drops them once they are old enough.

Tables once marked as managed_locally cannot be later changed to be managedglobally and vice versa.
Activities are performed only when the entry is marked enabled = on.

The user is not expected to manually create or drop partitions for tablesmanaged by AutoPartition. Doing so can make
the AutoPartition metadatainconsistent and could cause it to fail.
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Configure AutoPartition

The bdr.autopartition function configures automatic partinioning of a table.

Synopsis

bdr.autopartition(relation regclass,
* partition_increment text,
* partition_initial_lowerbound text DEFAULT NULL,
* partition_autocreate_expression text DEFAULT NULL,
* minimum_advance_partitions integer DEFAULT 2,
* maximum_advance_partitions integer DEFAULT 5,
* data_retention_period interval DEFAULT NULL,
* managed_locally boolean DEFAULT false,
* enabled boolean DEFAULT on);

Parameters
*| ‘relation’ - name or 0id of a table.
e| "partition_increment® - interval or increment to next partition creation.
e| "partition_initial_lowerbound® - if the table has no partition, then the

— first partition with this lower bound and partition_increment apart upper

— bound will be created.

‘partition_autocreate_expression’ - is used to detect if it is time to create new.
—.partitions.
‘minimum_advance_partitions® - the system will attempt to always have at

— least minimum_advance_partitions partitions.

"maximum_advance_partitions’ - number of partitions to be created in a single

— go once the number of advance partitions falls below minimum_advance_partitions

“data_retention_period’ - interval until older partitions are dropped, if

— defined. This must be greater than migrate_after_period.

‘managed_locally’ - if true then the partitions will be managed locally.

“enabled’ - allows activity to be disabled/paused and later resumed/re-enabled.
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Examples

Daily partitions, keep data for one month:

CREATE TABLE measurement (
logdate date not null,

peaktemp int,

unitsales int

) PARTITION BY RANGE (logdate);

bdr.autopartition('measurement', 'l day', data_retention_period := '30 days');

Create 5 advance partitions when there are only 2 more partitions remaining (each partition can hold 1 billion orders):

bdr.autopartition('Orders', '1000000000',
* partition_initial_lowerbound := '0',
* minimum_advance_partitions :
* maximum_advance_partitions :

)H

2,
5

Create One AutoPartition

Use bdr.autopartition_create_partition() to create a standalone AutoPartitionon the parent table.

Synopsis

bdr.autopartition_create_partition(relname regclass,
* partname name,
lowerb text,
upperb text,
nodes o0id[]);

Parameters
¢| ‘relname’ - Name or 0id of the parent table to attach to
¢| "partname’ - Name of the new AutoPartition
¢/ "lowerb™ - The lower bound of the partition

“upperb® - The upper bound of the partition

‘nodes” - List of nodes that the new partition resides on
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Stopping Auto-Creation of Partitions

Use bdr.drop_autopartition() to drop the auto-partitioning rule for thegiven relation. All pending work items
for the relation are deleted and no newwork items are created.

bdr.drop_autopartition(relation regclass);

Parameters

"relation’ - name or 0id of a table

Drop one AutoPartition

Use bdr.autopartition_drop_partition once a BDR AutoPartition table has beenmade, as this function can
specify single partitions to drop. If the partitionedtable has successfully been dropped, the function will return true.

Synopsis

bdr.autopartition_drop_partition(relname regclass)

Parameters

“relname’ - The name of the partitioned table to be dropped

Notes

This will place a DDL lock on the parent table, before using DROP TABLE on thechosen partition table.

Wait for Partition Creation

Use bdr.autopartition_wait_for_partitions() to wait for the creation ofpartitions on the local node. The
function takes the partitioned table name anda partition key column value and waits until the partition that holds that-
value is created.

The function only waits for the partitions to be created locally. It does not guaranteethat the partitions also exists on
the remote nodes.

In order to wait for the partition to be created on all BDR nodes, use thebdr.
autopartition_wait_for_partitions_on_all_nodes() function. This functioninternally checks local as
well as all remote nodes and waits until thepartition is created everywhere.
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Synopsis

bdr.autopartition_wait_for_partitions(relation regclass, text bound);

Parameters

¢| ‘relation’ - name or 0id of a table

¢| " bound® - partition key column value.
Synopsis

bdr.autopartition_wait_for_partitions_on_all_nodes(relation regclass, text bound);

Parameters
¢| ‘relation” - name or 0id of a table.
¢| "bound”™ - partition key column value.

Find Partition

Use the bdr.autopartition_find_partition() function to find the partition for thegiven partition key value. If
partition to hold that value does not exist, thenthe function returns NULL. Otherwise OID of the partition is returned.

Synopsis

bdr.autopartition_find_partition(relname regclass, searchkey text);

Parameters
¢| "relname’ - name of the partitioned table.
¢| "searchkey’ - partition key value to search.

2.15. AutoPartition 147



BDR (Bi-Directional Replication), Release 4.0.0

Enable/Disable AutoPartitioning
Use bdr.autopartition_enable() to enable AutoPartitioning on the given table.If AutoPartitioning is already

enabled, then it will be a no-op. Similarly, usebdr.autopartition_disable() to disable AutoPartitioning on the
given table.

Synopsis

bdr.autopartition_enable(relname regclass);

Parameters

‘relname” - name of the relation to enable AutoPartitioning.

Synopsis

bdr.autopartition_disable(relname regclass);

Parameters

e/ "relname’ - name of the relation to disable AutoPartitioning.

Synopsis

bdr.autopartition_get_last_completed_workitem();

Return the id of the last workitem successfully completed on all nodes in thecluster.

Check AutoPartition Workers

From using the bdr.autopartition_work_queue_check_status function, you cansee the status of the background
workers that are doing their job to maintainAutoPartitions.

The workers can be seen through these views:autopartition_work_queue_local_status’ "autopartition_work_queue_globa!

Synopsis

bdr.autopartition_work_queue_check_status(workid bigint
* local boolean DEFAULT false);
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Parameters

‘workid® - The key of the AutoPartition worker

“local® - Check the local status only

Notes

AutoPartition workers are ALWAYS running in the background, even before thebdr.autopartition function is called for
the first time. If an invalid worker IDis used, the function will return ‘unknown’. ‘In-progress’ is the typical status.

2.16 Timestamp-Based Snapshots

The Timestamp-Based Snapshots feature of PG Extended allows reading data ina consistent manner via a user-specified
timestamp rather than the usualMVCC snapshot. This can be used to access data on different BDR nodesat a common
point-in-time; for example, as a way to compare data onmultiple nodes for data quality checking. At this time, this
feature doesnot work with write transactions.

11! Note * This feature is currently only available on EDB Postgres Extended and EDB Postgres Advanced.

The use of timestamp-based snapshots are enabled via the snapshot_timestampparameter; this accepts either a times-
tamp value ora special value, ‘current’, which represents the current timestamp (now). If snapshot_timestamp is set,
queries will use that timestamp to determinevisibility of rows, rather than the usual MVCC semantics.

For example, the following query will return state of the customers table at2018-12-08 02:28:30 GMT:

SET snapshot_timestamp = '2018-12-08 02:28:30 GMT';
SELECT count(*) FROM customers;

In plain PG Extended, this only works with future timestamps or the abovementioned special ‘current’ value, so it
cannot be used for historical queries (though that is on the longer-term roadmap).

BDR works with and improves on that feature in a multi-node environment. Firstly, BDR will make sure that all con-
nections to other nodes replicated anyoutstanding data that were added to the database before the specifiedtimestamp,
so that the timestamp-based snapshot is consistent across the wholemulti-master group. Secondly, BDR adds an addi-
tional parameter calledbdr. timestamp_snapshot_keep. This specifies a window of time during whichqueries can
be executed against the recent history on that node.

You can specify any interval, but be aware that VACUUM (including autovacuum)will not clean dead rows that are
newer than up to twice the specifiedinterval. This also means that transaction ids will not be freed for the sameamount
of time. As a result, using this can leave more bloat in user tables.Initially, we recommend 10 seconds as a typical
setting, though you may wishto change that as needed.

Note that once the query has been accepted for execution, the query may runfor longer than bdr.
timestamp_snapshot_keep without problem, just as normal.

Also please note that info about how far the snapshots were kept does notsurvive server restart, so the oldest usable
timestamp for the timestamp-basedsnapshot is the time of last restart of the PostgreSQL instance.

One can combine the use of bdr.timestamp_snapshot_keep with thepostgres_£fdw extension to get a consis-
tent read across multiple nodes in aBDR group. This can be used to run parallel queries across nodes, when used
inconjunction with foreign tables.

There are no limits on the number of nodes in a multi-node query when using thisfeature.

2.16. Timestamp-Based Snapshots 149




BDR (Bi-Directional Replication), Release 4.0.0

Use of timestamp-based snapshots does not increase inter-node traffic orbandwidth. Only the timestamp value is passed
in addition to query data.

2.17 Replication Sets

A replication set is a group of tables which can be subscribed to by a BDR node.Replication sets can be used to
create more complex replication topologiesthan regular symmetric multi-master where each node is exact copy of the
othernodes.

Every BDR group automatically creates a replication set with the same name asthe group itself. This replication set
is the default replication set, which isused for all user tables and DDL replication and all nodes are subscribed to it.In
other words, by default all user tables are replicated between all nodes.

2.17.1 Using Replication Sets

Additional replication sets can be created using create_replication_set(),specifying whether to include insert,
update, delete or truncate actions.An option exists to add existing tables to the set automatically, anda second option
defines whether to add tables automatically when they arecreated.

You may also define manually which tables are added or removed from areplication set.
Tables included in the replication set will be maintained when the nodejoins the cluster and afterwards.

Once the node is joined, you may still remove tables from the replicationset, but adding new tables must be done via a
resync operation.

By default, a newly defined replication set does not replicate DDL or BDRadministration function calls. Use the
replication_set_add_ddl_filterto define which commands will be replicated.

BDR creates replication set definitions on all nodes. Each node can then bedefined to publish and/or subscribe to each
replication set usingalter_node_replication_sets.

Functions exist to alter these definitions later, or to drop the replicationset.

! Note * Do not use the default replication set for selective replication. You should not drop or modify the default
replication set on any of the BDR nodes in the cluster as it is also used by default for DDL replication and administration
function calls.

2.17.2 Behavior of Partitioned Tables

BDR supports partitioned tables transparently, meaning that a partitionedtable can be added to a replication set and-
changes that involve any of the partitions will be replicated downstream.

!! Note * When partitions are replicated through a partitioned table, the statements executed directly on a partition are
replicated as they were executed on the parent table. The exception is the TRUNCATE command which always replicates
with the list of affected tables or partitions.

It’s possible to add individual partitions to the replication set, inwhich case they will be replicated like regular tables (to
the table of thesame name as the partition on the downstream). This has some performanceadvantages if the partitioning
definition is the same on both provider andsubscriber, as the partitioning logic does not have to be executed.

!l Note * If a root partitioned table is part of any replication set, memberships of individual partitions are ignored,
and only the membership of said root table will be taken into account.
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2.17.3 Behavior with Foreign Keys

A Foreign Key constraint ensures that each row in the referencingtable matches a row in the referenced table. Therefore,
if thereferencing table is a member of a replication set, the referencedtable must also be a member of the same replication
set.

The current version of BDR does not automatically check or enforcethis condition. It is therefore the responsibility of
the databaseadministrator to make sure, when adding a table to a replication set,that all the tables referenced via foreign
keys are also added.

The following query can be used to list all the foreign keys andreplication sets that do not satisfy this requirement,
i.e. such thatthe referencing table is a member of the replication set, while thereferenced table is not:

SELECT tl.relname,
: tl.nspname,
fk.conname,
tl.set_name
* FROM bdr.tables AS tl
* JOIN pg_catalog.pg_constraint AS fk
ON fk.conrelid = tl.relid
AND fk.contype = 'f'
WHERE NOT EXISTS (
* SELECT *
FROM bdr.tables AS t2
WHERE t2.relid = fk.confrelid
AND t2.set_name = tl.set_name

)H

The output of this query looks like the following:

relname | nspname | conname | set_name
————————— Fomm -
t2 | public | t2_x_fkey | s2

(1 row)

This means that table t2 is a member of replication set s2, but thetable referenced by the foreign key t2_x_fkey is
not.

! Note * The TRUNCATE CASCADE command takes into account the replication set membership before replicating the
command, e.g.

TRUNCATE tablel CASCADE;

This will become a TRUNCATE without cascade on all the tables that arepart of the replication set only:

TRUNCATE tablel, referencing_tablel, referencing_table2 ...
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2.17.4 Replication Set Management

Management of replication sets.

Note that, with the exception of bdr.alter_node_replication_sets, the followingfunctions are considered to be
DDL so DDL replication and global lockingapplies to them, if that is currently active. See [DDL Replication].

bdr.create_replication_set

This function creates a replication set.

Replication of this command is affected by DDL replication configurationincluding DDL filtering settings.

Synopsis

bdr.create_replication_set(set_name name,

* replicate_insert boolean DEFAULT true,
replicate_update boolean DEFAULT true,
replicate_delete boolean DEFAULT true,
replicate_truncate boolean DEFAULT true,
autoadd_tables boolean DEFAULT false,
autoadd_existing boolean DEFAULT true)

Parameters
¢| "set_name" - name of the new replication set; must be unique across the BDR
— group
e "replicate_insert’ - indicates whether inserts into tables in this

— replication set should be replicated

*| ‘replicate_update’ - indicates whether updates of tables in this

— replication set should be replicated

¢| ‘replicate_delete’ - indicates whether deletes from tables in this

— replication set should be replicated

e| "replicate_truncate’ - indicates whether truncates of tables in this

— replication set should be replicated

¢| "autoadd_tables” - indicates whether newly created (future) tables should be

— added to this replication set

¢| "autoadd_existing - indicates whether all existing user tables should be

— added to this replication set; this only has effect if autoadd_tables is
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— set to true

Notes

By default, new replication sets do not replicate DDL or BDR administrationfunction calls. See ddl filters below on how
to setup DDL replication for replication sets. There is a preexisting DDL filterset up for the default group replication
set that replicates all DDL and adminfunction calls, which is created when the group is created, but can be droppedin
case it’s not desirable for the BDR group default replication set to replicateDDL or the BDR administration function
calls.

This function uses the same replication mechanism as DDL statements. This meansthat the replication is affected by the
ddl filtersconfiguration.

The function will take a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction and the changes are
visible to the currenttransaction.

bdr.alter_replication_set

This function modifies the options of an existing replication set.

Replication of this command is affected by DDL replication configuration,including DDL filtering settings.

Synopsis

bdr.alter_replication_set(set_name name,

* replicate_insert boolean DEFAULT NULL,
replicate_update boolean DEFAULT NULL,
replicate_delete boolean DEFAULT NULL,
replicate_truncate boolean DEFAULT NULL,
autoadd_tables boolean DEFAULT NULL)

Parameters
¢| "set_name"~ - name of an existing replication set
¢| "replicate_insert’ - indicates whether inserts into tables in this

— replication set should be replicated

¢| "replicate_update’ - indicates whether updates of tables in this

— replication set should be replicated

¢| "replicate_delete’ - indicates whether deletes from tables in this

— replication set should be replicated

e| "replicate_truncate’ - indicates whether truncates of tables in this

— replication set should be replicated
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“autoadd_tables’ - indicates whether newly created (future) tables should be

— added to this replication set

Any of the options that are set to NULL (the default) will remain the same asbefore.

Notes

This function uses the same replication mechanism as DDL statements. This meansthe replication is affected by the ddl
filtersconfiguration.

The function will take a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

bdr.drop_replication_set

This function removes an existing replication set.

Replication of this command is affected by DDL replication configuration,including DDL filtering settings.

Synopsis

bdr.drop_replication_set(set_name name)

Parameters

¢| "set_name"~ - name of an existing replication set

Notes

This function uses the same replication mechanism as DDL statements. This meansthe replication is affected by the ddl
filtersconfiguration.

The function will take a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

!l Warning * Do not drop a replication set which is being used by at least another node, because this will stop replication
on that node. Should this happen, please unsubscribe the affected node from that replication set. the same reason, you
should not drop a replication set if there is a join operation in progress, and the node being joined is a member of
that replication set; replication set membership is only checked at the beginning of the join. s happens because the
information on replication set usage is local to each node, so that it can be configured on a node before it joins the

group.

You can manage replication set subscription for a node using alter_node_replication_sets which is mentioned
below.
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bdr.alter_node_replication_sets

This function changes which replication sets a node publishes and is subscribed to.

Synopsis

bdr.alter_node_replication_sets(node_name name,
set_names text[])

Parameters
¢| ‘'node_name’ - which node to modify; currently has to be local node
¢| "set_names’ - array of replication sets to replicate to the specified

— node; an empty array will result in the use of the group default replication set

Notes

This function is only executed on the local node and is not replicated in any manner.

The replication sets listed are not checked for existence,since this function is designed to be executed before the node
joins. Be carefulto specify replication set names correctly to avoid errors.

This allows for calling the function not only on the node that is part of theBDR group, but also on a node that has
not joined any group yet in order to limitwhat data is synchronized during the join. However, please note that schema
isalways fully synchronized without regard to the replication sets setting,meaning that all tables are copied across,
not just the ones specifiedin the replication set. Unwanted tables can be dropped by referring tothe bdr.tables
catalog table. These might be removed automatically in laterversions of BDR. This is currently true even if the ddl
filtersconfiguration would otherwise prevent replication of DDL.

The replication sets that the node subscribes to after this call should be publishedby the other node/s for actually
replicating the changes from those nodes tothe node where this function is executed.

2.17.5 Replication Set Membership

Tables can be added and removed to one or multiple replication sets. This onlyaffects replication of changes (DML) in
those tables, schema changes (DDL) arehandled by DDL replication set filters (see DDL Replication Filtering below).

The replication uses the table membership in replication sets in combinationwith the node replication sets configuration
to determine which actions should bereplicated to which node. The decision is done using the union of all themem-
berships and replication set options. This means that if a table is a memberof replication set A which replicates only
INSERTSs, and replication set B whichreplicates only UPDATESs, both INSERTs and UPDATESs will be replicated if
thetarget node is also subscribed to both replication set A and B.
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bdr.replication_set_add_table

This function adds a table to a replication set.

This will add a table to replication set and start replication of changesfrom this moment (or rather transaction commit).
Any existing data the tablemay have on a node will not be synchronized.

Replication of this command is affected by DDL replication configuration,including DDL filtering settings.

Synopsis

bdr.replication_set_add_table(relation regclass,
* set_name name DEFAULT NULL,
columns text[] DEFAULT NULL,
row_filter text DEFAULT NULL)

Parameters

¢| ‘relation” - name or 0id of a table

¢| "set_name’ - name of the replication set; if NULL (the default) then the BDR

— group default replication set is used

¢| "columns® - reserved for future use (currently does nothing and must be NULL)

e "row_filter' - SQL expression to be used for filtering the replicated rows;

— if this expression is not defined (i.e. NULL - the default) then all rows are sent

The row_filter specifies an expression producing a Boolean result, with NULLs.Expressions evaluating to True or
Unknown will replicate the row; a False valuewill not replicate the row. Expressions cannot contain subqueries, nor
refer tovariables other than columns of the current row being replicated. No systemcolumns may be referenced.

row_filter executes on the origin node, not on the target node. This puts anadditional CPU overhead on replication
for this specific table, but willcompletely avoid sending data for filtered rows, hence reducing networkbandwidth and
apply overhead on the target node.

row_filter will never remove TRUNCATE commands for a specific table. TRUNCATE commands can be filtered away
at the replication set level; seeearlier.

It is possible to replicate just some columns of a table, seeReplicating between nodes with differences.

Notes

This function uses same replication mechanism as DDL statements. This meansthat the replication is affected by the ddl
filtersconfiguration.

The function will take a DML global lock on the relation that is beingadded to the replication set if the row_filter is
not NULL, otherwiseit will take just a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction and the changes are
visible to the currenttransaction.
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bdr.replication_set_remove_table

This function removes a table from the replication set.

Replication of this command is affected by DDL replication configuration,including DDL filtering settings.

Synopsis

bdr.replication_set_remove_table(relation regclass,
#* set_name name DEFAULT NULL)

Parameters

"relation’ - name or 0id of a table

¢| "set_name’ - name of the replication set; if NULL (the default) then the BDR

— group default replication set is used

Notes

This function uses same replication mechanism as DDL statements. This meansthe replication is affected by the ddl
filtersconfiguration.

The function will take a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction and the changes are
visible to the currenttransaction.

2.17.6 Listing Replication Sets

Existing replication sets can be listed with the following query:

SELECT set_name
FROM bdr.replication_sets;

This query can be used to list all the tables in a given replicationset:

SELECT nspname, relname
FROM bdr.tables
WHERE set_name = 'myrepset';

In the section Behavior with Foreign Keys above, we report aquery that lists all the foreign keys whose referenced table
is notincluded in the same replication set as the referencing table.

Use the following SQL to show those replication sets that thecurrent node publishes and subscribes from:

SELECT s.node_id,
* s.node_name,
COALESCE(

(continues on next page)
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(continued from previous page)

i.pub_repsets, s.pub_repsets
) AS pub_repsets,
COALESCE(
i.sub_repsets, s.sub_repsets
) AS sub_repsets
FROM bdr.local_node_summary s
INNER JOIN bdr.node_local_info i ON i.node_id = s.node_id;

This produces output like this:

* node_id | node_name | pub_repsets |  sub_repsets
____________ +--———t——_—_ e -
1834550102 | s01db01 | {bdrglobal,bdrs01} | {bdrglobal,bdrs01}
(1 row)

To get the same query executed on against all nodes in the cluster, thus gettingwhich replication sets are associated to
all nodes at the same time, we can usethe following query:

WITH node_repsets AS (
* SELECT jsonb_array_elements(
bdr.run_on_all_nodes($$

* SELECT s.node_id,

* s.node_name,

* COALESCE(

* i.pub_repsets, s.pub_repsets
* ) AS pub_repsets,

* COALESCE(
* i.sub_repsets, s.sub_repsets
) AS sub_repsets

* FROM bdr.local_node_summary s

* INNER JOIN bdr.node_local_info i

* ON i.node_id = s.node_id;

*  $$)::jsonb

.‘:)ASJ
)
SELECT j->'response'->'command_tuples'->0->>'node_id' AS node_id,

* j->'response'->'command_tuples'->0->>"'node_name' AS node_name,
j->'response'->'command_tuples'->0->>"pub_repsets' AS pub_repsets,
j->'response'->'command_tuples'->0->>"sub_repsets' AS sub_repsets
FROM node_repsets;;

*

This will show, for example:

node_id | node_name | pub_repsets | sub_repsets
____________ o
933864801 | s02db01 | {bdrglobal,bdrs02} | {bdrglobal,bdrs02}
1834550102 | s01db01 | {bdrglobal,bdrs®1} | {bdrglobal,bdrs01}
3898940082 | s01db®2 | {bdrglobal,bdrs01} | {bdrglobal,bdrs01}
1102086297 | s02db02 | {bdrglobal,bdrs02} | {bdrglobal,bdrs02}
(4 rows)
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2.17.7 DDL Replication Filtering

By default, the replication of all supported DDL happens via the default BDRgroup replication set. This is achieved
by the existence of a DDL filter withthe same name as the BDR group, which is automatically added to the default
BDRgroup replication set when the BDR group is created.

The above can be adjusted by changing the DDL replication filters forall existing replication sets. These filters are
independent of tablemembership in the replication sets. Just like data changes, each DDL statementwill be replicated
only once, no matter if it is matched by multiple filters onmultiple replication sets.

You can list existing DDL filters with the following query, whichshows for each filter the regular expression applied to
the commandtag and to the role name:

SELECT * FROM bdr.ddl_replication;

The following functions can be used to manipulate DDL filters. Notethat they are considered to be DDL, and therefore
subject to DDLreplication and global locking.

bdr.replication_set_add_ddl_filter

This function adds a DDL filter to a replication set.

Any DDL that matches the given filter will be replicated to any node whichis subscribed to that set. This also affects
replication of BDR admin functions.

Note that this does not prevent execution of DDL on any node, it onlyalters whether DDL is replicated, or not, to other
nodes. So if two nodes havea replication filter between them that excludes all index commands, thenindex commands
can still be executed freely by directly connecting toeach node and executing the desired DDL on that node.

The DDL filter can specify a command_tag and role_name to allowreplication of only some DDL statements. The
command_tag is same as thoseused by EVENT TRIGGERsfor regular PostgreSQL commands. A typical example
might be to create afilter that prevents additional index commands on a logical standby frombeing replicated to all
other nodes.

The BDR admin functions use can be filtered using a tagname matching thequalified function name (for example bdr.
replication_set_add_table will be thecommand tag for the function of the same name). For example, this allows
all BDRfunctions to be filtered using bdr. *.

The role_name is used for matching against the current role which is executingthe command. Both command_tag
and role_name are evaluated as regularexpressions which are case sensitive.

Synopsis

bdr.replication_set_add_ddl_filter(set_name name,
* ddl_filter_name text,
command_tag text,
role_name text DEFAULT NULL)
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Parameters

¢| "set_name’ - name of the replication set; if NULL then the BDR

— group default replication set is used

e| "ddl_filter_name" - name of the DDL filter; this must be unique across the
— whole BDR group
¢| "command_tag’ - regular expression for matching command tags; NULL means

— match everything

‘role_name” - regular expression for matching role name; NULL means

— match all roles

Notes

This function uses the same replication mechanism as DDL statements. This meansthat the replication is affected by
the ddl filtersconfiguration. Please note - this means that replication of changes to ddlfilter configuration is affected by
existing ddl filter configuration!

The function will take a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

To view which replication filters are defined, use the view bdr.ddl_replication.

Examples

To include only BDR admin functions, define a filter like this:

SELECT bdr.replication_set_add_ddl_filter('mygroup', 'mygroup_admin', $$bdr\..*$$);

To exclude everything apart from index DDL.:

SELECT bdr.replication_set_add_ddl_filter('mygroup', 'index_filter',
* '"A(?! (CREATE INDEX|DROP INDEX|ALTER INDEX)).*');

To include all operations on tables and indexes, but exclude all others, addtwo filters, one for tables, one for indexes.
This illustrates thatmultiple filters provide the union of all allowed DDL commands:

g !

SELECT bdr.replication_set_add_ddl_filter('bdrgroup', 'index_filter', "A((?!INDEX).)*$"');
SELECT bdr.replication_set_add_ddl_filter('bdrgroup', 'table_filter', "A((?!TABLE).)*$');
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bdr.replication_set_remove_ddl_filter

This function removes the DDL filter from a replication set.

Replication of this command is affected by DDL replication configuration,including DDL filtering settings themselves!

Synopsis

bdr.replication_set_remove_ddl_filter(set_name name,
* ddl_filter_name text)

Parameters

°| "set_name’ - name of the replication set; if NULL then the BDR

— group default replication set is used

‘ddl_filter_name® - name of the DDL filter to remove

Notes

This function uses the same replication mechanism as DDL statements. Thismeans that the replication is affected by
theddl filters configuration. Please notethat this means that replication of changes to the DDL filter configuration
isaffected by the existing DDL filter configuration.

The function will take a DDL global lock.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

2.18 Stream Triggers

BDR introduces new types of triggers which can be used for additionaldata processing on the downstream/target node.

Conflict Triggers

Transform Triggers

Together, these types of triggers are known as Stream Triggers.
! Note * This feature is currently only available on EDB Postgres Extended and EDB Postgres Advanced.

Stream Triggers are designed to be trigger-like in syntax, they leverage thePostgreSQL BEFORE trigger architecture,
and are likely to have similarperformance characteristics as PostgreSQL BEFORE Triggers.

One trigger function can be used by multiple trigger definitions, just as withnormal PostgreSQL triggers.A trigger
function is simply a program defined in this form:CREATE FUNCTION ... RETURNS TRIGGER. Creating the actual
trigger does notrequire use of the CREATE TRIGGER command. Instead, stream triggersare created using the special
BDR functionsbdr.create_conflict_trigger () and bdr.create_transform_trigger().
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Once created, the trigger will be visible in the catalog table pg_trigger.The stream triggers will be marked
as tgisinternal = true andtgenabled = 'D' and will have name suffix ‘_bdrc’ or ‘_bdrt’. The viewbdr.
triggers provides information on the triggers in relation to the table,the name of the procedure that is being executed,
the event that triggers it,and the trigger type.

Note that stream triggers are NOT therefore enabled for normal SQL processing.Because of this the ALTER TABLE ..
. ENABLE TRIGGER is blocked for streamtriggers in both its specific name variant and the ALL variant, to preventthe
trigger from executing as a normal SQL trigger.

Note that these triggers execute on the downstream or target node. There is nooption for them to execute on the origin
node, though one may wish to considerthe use of row_filter expressions on the origin.

Also, any DML which is applied during the execution of a streamtrigger will not be replicated to other BDR nodes, and
will nottrigger the execution of standard local triggers. This is intentional,and can be used for instance to log changes
or conflicts captured by astream trigger into a table that is crash-safe and specific of thatnode; a working example is
provided at the end of this chapter.

2.18.1 Trigger execution during Apply

Transform triggers execute first, once for each incoming change in thetriggering table. These triggers fire before we
have even attempted to locate amatching target row, allowing a very wide range of transforms to be appliedefficiently
and consistently.

Next, for UPDATE and DELETE changes we locate the target row. If there is no target row, then there is no further
processing for those change types.

We then execute any normal triggers that previously have been explicitly enabledas replica triggers at table-level:

ALTER TABLE tablename
ENABLE REPLICA TRIGGER trigger_name;

We then decide whether a potential conflict exists and if so, we then call anyconflict trigger that exists for that table.

Missing Column Conflict Resolution

Before transform triggers are executed, PostgreSQL tries to match theincoming tuple against the rowtype of the target
table.

Any column that exists on the input row but not on the target tablewill trigger a conflict of type
target_column_missing; conversely, acolumn existing on the target table but not in the incoming rowtrig-
gers a source_column_missing conflict. The default resolutionsfor those two conflict types are respectively
ignore_if_null anduse_default_value.

This is relevant in the context of rolling schema upgrades; forinstance, if the new version of the schema introduces a
newcolumn. When replicating from an old version of the schema to a newone, the source column is missing, and the
use_default_valuestrategy is appropriate, as it populates the newly introduced columnwith the default value.

However, when replicating from a node having the new schema version toa node having the old one, the column is
missing from the targettable, and the ignore_if_null resolver is not appropriate for arolling upgrade, because it will
break replication as soon as the userinserts, in any of the upgraded nodes, a tuple with a non-NULL valuein the new
column.

In view of this example, the appropriate setting for rolling schemaupgrades is to configure each node to apply the
ignore resolver incase of a target_column_missing conflict.

This is done with the following query, that must be executedseparately on each node, after replacing nodel with the
actualnode name:
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SELECT bdr.alter_node_set_conflict_resolver('nodel’',
'target_column_missing', 'ignore');

Data Loss and Divergence Risk

In this section, we show how setting the conflict resolver to ignorecan lead to data loss and cluster divergence.
Consider the following example: table t exists on nodes 1 and 2, butits column col only exists on node 1.

If the conflict resolver is set to ignore, then there can be rows onnode 1 where c is not null, e.g. (pk=1, col=100).
That row will bereplicated to node 2, and the value in column ¢ will be discarded,e.g. (pk=1).

If column c is then added to the table on node 2, it will initiallybe set to NULL on all existing rows, and the row
considered abovebecomes (pk=1, col=NULL): the row having pk=1 is no longeridentical on all nodes, and the cluster
is therefore divergent.

Note that the default ignore_if_null resolver is not affected bythis risk, because any row that is replicated to node
2 will havecol=NULL.

Based on this example, we recommend running LiveCompare against thewhole cluster at the end of a rolling schema
upgrade where theignore resolver was used, to make sure that any divergence isdetected and fixed.

2.18.2 Terminology of row-types

This document uses these row-types:

"SOURCE_OLD" is the row before update, i.e. the key.

"SOURCE_NEW® is the new row coming from another node.

"TARGET® is row that exists on the node already, i.e. conflicting row.

2.18.3 Conflict Triggers

Conflict triggers are executed when a conflict is detected by BDR, andare used to decide what happens when the conflict
has occurred.

If the trigger function returns a row, the action will be applied to the target.

If the trigger function returns NULL row, the action will be skipped.

To clarity, if the trigger is called for a DELETE, the trigger shouldreturn NULL if it wants to skip the DELETE. If you
wish the DELETE to proceed,then return a row value - either SOURCE_OLD or TARGET will work.When the conflicting
operation is either INSERT or UPDATE, and thechosen resolution is the deletion of the conflicting row, the triggermust
explicitly perform the deletion and return NULL.The trigger function may perform other SQL actions as it chooses,
butthose actions will only be applied locally, not replicated.

When a real data conflict occurs between two or more nodes, there will betwo or more concurrent changes occurring.
When we apply those changes, theconflict resolution occurs independently on each node. This means the conflictres-
olution will occur once on each node, and can occur with asignificant time difference between then. As a result, there
is nopossibility of communication between the multiple executions of the conflicttrigger. It is the responsibility of the
author of the conflict trigger toensure that the trigger gives exactly the same result for all related events,otherwise data
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divergence will occur. Technical Support recommends that all conflicttriggers are formally tested using the isolation-
tester tool supplied withBDR.

I!''Warning- Multiple conflict triggers can be specified on a single table, but they should match distinct event, i.e. each
conflict should only match a single conflict trigger. Multiple triggers matching the same event on the same table are
not recommended; they might result in inconsistent behaviour, and will be forbidden in a future release.

If the same conflict trigger matches more than one event, the TG_OPvariable can be used within the trigger to identify
the operation thatproduced the conflict.

By default, BDR detects conflicts by observing a change of replication originfor a row, hence it is possible for a conflict
trigger to be called evenwhen there is only one change occurring. Since in this case there is noreal conflict, we say
that this conflict detection mechanism can generatefalse positive conflicts. The conflict trigger must handle all of
thoseidentically, as mentioned above.

Note that in some cases, timestamp conflict detection will not detect aconflict at all. For example, in a concurrent
UPDATE/DELETE where theDELETE occurs just after the UPDATE, any nodes that see first the UPDATEand then
the DELETE will not see any conflict. If no conflict is seen,the conflict trigger will never be called. The same situation,
but usingrow version conflict detection, will see a conflict, which can then behandled by a conflict trigger.

The trigger function has access to additional state information as well asthe data row involved in the conflict, depending
upon the operation type:

On "INSERT, conflict triggers would be able to access “SOURCE_NEW' row from

— source and TARGET row

On "UPDATE', conflict triggers would be able to access 'SOURCE_OLD  and

— SOURCE_NEW row from source and TARGET row

On 'DELETE’, conflict triggers would be able to access "SOURCE_OLD' row from

— source and TARGET row

The function bdr.trigger_get_row() can be used to retrieve SOURCE_OLD, SOURCE_NEWor TARGET rows, if a value
exists for that operation.

Changes to conflict triggers happen transactionally and are protected byGlobal DML Locks during replication of the
configuration change, similarlyto how some variants of ALTER TABLE are handled.

If primary keys are updated inside a conflict trigger, it cansometimes leads to unique constraint violations error due to
a differencein timing of execution.Hence, users should avoid updating primary keys within conflict triggers.

2.18.4 Transform Triggers

These triggers are similar to the Conflict Triggers, except they are executedfor every row on the data stream against
the specific table. The behaviour ofreturn values and the exposed variables are similar, but transform triggersexecute
before a target row is identified, so there is no TARGET row.

Specify multiple Transform Triggers on each table in BDR, if desired.Transform triggers execute in alphabetical order.

A transform trigger can filter away rows, and it can do additional operationsas needed. It can alter the values of any
column, or set them to NULL. Thereturn value decides what further action is taken:

If the trigger function returns a row, it will be applied to the target.
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If the trigger function returns a 'NULL® row, there is no further action to be

— performed and as-yet unexecuted triggers will never execute.

The trigger function may perform other actions as it chooses.

The trigger function has access to additional state information as well asrows involved in the conflict:

On "INSERT , transform triggers would be able to access 'SOURCE_NEW row from.
—.source.

On "UPDATE', transform triggers would be able to access "SOURCE_OLD" and " SOURCE_
—NEW" row from source.

On "DELETE", transform triggers would be able to access "SOURCE_OLD " row from.
—.source.

The function bdr. trigger_get_row() can be used to retrieve SOURCE_OLD or SOURCE_NEWrows; TARGET row is not
available, since this type of trigger executes before sucha target row is identified, if any.

Transform Triggers look very similar to normal BEFORE row triggers, but have theseimportant differences:

e| Transform trigger gets called for every incoming change.

— BEFORE triggers will not be called at all for UPDATE and DELETE changes

— if we don’t find a matching row in a table.

Transform triggers are called before partition table routing occurs.

Transform triggers have access to the lookup key via SOURCE_OLD,

— which is not available to normal SQL triggers.

2.18.5 Stream Triggers Variables

Both Conflict Trigger and Transform Triggers have access to information aboutrows and metadata via the predefined
variables provided by trigger API andadditional information functions provided by BDR.

In PL/pgSQL, the following predefined variables exist:

TG_NAME

Data type name; variable that contains the name of the trigger actually fired.Note that the actual trigger name has a
‘_bdrt’ or ‘_bdrc’ suffix(depending on trigger type) compared to the name provided during trigger creation.
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TG_WHEN

Data type text; this will say BEFORE for both Conflict and Transform triggers.The stream trigger type can be obtained
by calling the bdr. trigger_get_type () information function (see below).

TG_LEVEL

Data type text; a string of ROW.

TG_OP

Data type text; a string of INSERT, UPDATE or DELETE telling for which operation the trigger was fired.

TG_RELID

Data type oid; the object ID of the table that caused the trigger invocation.

TG_TABLE_NAME

Data type name; the name of the table that caused the trigger invocation.

TG_TABLE_SCHEMA

Data type name; the name of the schema of the table that caused the triggerinvocation. For partitioned tables, this is
the name of the root table.

TG_NARGS

Data type integer; the number of arguments given to the trigger function inthe bdr.create_conflict_trigger()
or bdr.create_transform_trigger ()statement.

TG_ARGV[]
Data type array of text; the arguments from the bdr.create_conflict_trigger(QQor bdr.

create_transform_trigger() statement. The index counts from O.Invalid indexes (less than 0 or greater
than or equal to TG_NARGS) result ina NULL value.

2.18.6 Information functions

bdr.trigger_get_row

This function returns the contents of a trigger row specified by an identifieras a RECORD. This function returns NULL
if called inappropriately, i.e.called with SOURCE_NEW when the operation type (TG_OP) is DELETE.
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Synopsis

bdr.trigger_get_row(row_id text)

Parameters

‘row_id® - identifier of the row; can be any of SOURCE_NEW, SOURCE_OLD and

— TARGET, depending on the trigger type and operation (see documentation of

— individual trigger types).

bdr.trigger_get_committs

This function returns the commit timestamp of a trigger row specified by anidentifier. If not available because a row is
frozen or row is not available,this will return NULL. Always returns NULL for row identifier SOURCE_OLD.

Synopsis

bdr.trigger_get_committs(row_id text)

Parameters

¢/ ‘'row_id" - identifier of the row; can be any of SOURCE_NEW, SOURCE_OLD and

— TARGET, depending on trigger type and operation (see documentation of

— individual trigger types).

bdr.trigger_get_xid

This function returns the local transaction id of a TARGET row specified by anidentifier. If not available because a row
is frozen or row is not available,this will return NULL. Always returns NULL for SOURCE_OLD and SOURCE_NEW

rowidentifiers.

This is only available for conflict triggers.

Synopsis

bdr.trigger_get_xid(row_id text)
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Parameters

‘row_id® - identifier of the row; can be any of SOURCE_NEW, SOURCE_OLD and

— TARGET, depending on trigger type and operation (see documentation of

— individual trigger types).

bdr.trigger_get_type

This function returns the current trigger type, which can be either CONFLICTor TRANSFORM. Returns null if called
outside a Stream Trigger.

Synopsis

bdr.trigger_get_type()

bdr.trigger_get_conflict_type

This function returns the current conflict type if called inside a conflicttrigger, or NULL otherwise.

See [Conflict Types](conflicts.md#List of Conflict Types)for possible return values of this function.

Synopsis

bdr.trigger_get_conflict_type()

bdr.trigger_get_origin_node_id

This function returns the node id corresponding to the origin for the triggerrow_id passed in as argument. If the origin
is not valid (which means the rowhas originated locally), return the node id of the source or target node,depending on
the trigger row argument. Always returns NULL for row identifierSOURCE_OLD. This can be used to define conflict
triggers to always favour atrusted source node. See the example given below.

Synopsis

bdr.trigger_get_origin_node_id(row_id text)
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Parameters

‘row_id® - identifier of the row; can be any of SOURCE_NEW, SOURCE_OLD and

— TARGET, depending on trigger type and operation (see documentation of

— individual trigger types).

bdr.ri_fkey_on_del_trigger

When called as a BEFORE trigger, this function will use FOREIGN KEY informationto avoid FK anomalies.

Synopsis

bdr.ri_fkey_on_del_trigger()

2.18.7 Row Contents

The SOURCE_NEW, SOURCE_OLD and TARGET contents depend on the operation, REPLICAIDENTITY setting
of a table, and the contents of the target table.

The TARGET row is only available in conflict triggers. The TARGET row onlycontains data if a row was found when
applying UPDATE or DELETE in the targettable; if the row is not found, the TARGET will be NULL.

2.18.8 Triggers Notes

Execution order for triggers:

e Transform triggers - execute once for each incoming row on the target

Normal triggers - execute once per row

Conflict triggers - execute once per row where a conflict exists

2.18.9 Stream Triggers Manipulation Interfaces

Stream Triggers are managed using SQL interfaces provided as part ofbdr-enterprise extension.

Stream Triggers can only be created on tables with REPLICA IDENTITY FULLor tables without any TOASTable
columns.
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bdr.create_conflict_trigger

This function creates a new conflict trigger.

Synopsis

bdr.create_conflict_trigger(trigger_name text,
* events text[],
relation regclass,
function regprocedure,
args text[] DEFAULT '{}")

Parameters
¢| "trigger_name’ - name of the new trigger
¢| "events’ - array of events on which to fire this trigger; valid values are

— ‘INSERT’, ‘UPDATE’ and ‘DELETE’

¢| ‘relation’ - for which relation to fire this trigger
e/ “function® - which function to execute
e| "args’ - optional; specifies the array of parameters the trigger function will

— receive upon execution (contents of TG_ARGV variable)

Notes

This function uses the same replication mechanism as DDL statements. Thismeans that the replication is affected by
theddl filters configuration.

The function will take a global DML lock on the relation on which the triggeris being created.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

Similarly to normal PostgreSQL triggers, the bdr.create_conflict_triggerfunction requires TRIGGER privilege
on the relation and EXECUTEprivilege on the function. This applies with abdr.backwards_compatibility of
30619 or above. Additionalsecurity rules apply in BDR to all triggers including conflicttriggers; see the security chapter
on triggers.

170 Chapter 2. Supported PostgreSQL database servers



BDR (Bi-Directional Replication), Release 4.0.0

bdr.create_transform_trigger

This function creates a new transform trigger.

Synopsis

bdr.create_transform_trigger(trigger_name text,
* events text[],
relation regclass,
function regprocedure,
args text[] DEFAULT '{}")

Parameters
¢| "trigger_name’ - name of the new trigger
¢| "events’ - array of events on which to fire this trigger, valid values are

— ‘INSERT’, ‘UPDATE’ and ‘DELETE’

¢| ‘relation’ - for which relation to fire this trigger
e/ “function® - which function to execute
e "args’ - optional, specify array of parameters the trigger function will

— receive upon execution (contents of TG_ARGV variable)

Notes

This function uses the same replication mechanism as DDL statements. Thismeans that the replication is affected by
theddl filters configuration.

The function will take a global DML lock on the relation on which the triggeris being created.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

Similarly to normal PostgreSQL triggers, the bdr.create_transform_triggerfunction requires the TRIGGER priv-
ilege on the relation and EXECUTEprivilege on the function. Additional security rules apply in BDR to alltriggers
including transform triggers; see thesecurity chapter on triggers.
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bdr.drop_trigger

This function removes an existing stream trigger (both conflict and transform).

Synopsis

bdr.drop_trigger(trigger_name text,
* relation regclass,
ifexists boolean DEFAULT false)

Parameters
e| "trigger_name’ - name of an existing trigger
¢| "relation’ - which relation is the trigger defined for
¢| "ifexists® - when set to true "true’, this command will ignore missing
— triggers
Notes

This function uses the same replication mechanism as DDL statements. Thismeans that the replication is affected by
theddl filters configuration.

The function will take a global DML lock on the relation on which the triggeris being created.

This function is transactional - the effects can be rolled back with theROLLBACK of the transaction, and the changes are
visible to the currenttransaction.

The bdr.drop_trigger function can be only executed by the owner ofthe relation.

2.18.10 Stream Triggers Examples

A conflict trigger which provides similar behaviour as the update_if_newerconflict resolver:

CREATE OR REPLACE FUNCTION update_if_ newer_trig_func

RETURNS TRIGGER

LANGUAGE plpgsql

AS $%

BEGIN
* IF (bdr.trigger_get_committs('TARGET') >
bdr.trigger_get_committs('SOURCE_NEW')) THEN

* RETURN TARGET;

* ELSIF
* RETURN SOURCE;
* END IF;

END;

$$;
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A conflict trigger which applies a delta change on a counter column and usesSOURCE_NEW for all other columns:

CREATE OR REPLACE FUNCTION delta_count_trg_func

RETURNS TRIGGER

LANGUAGE plpgsql

AS $$%

DECLARE
* DELTA bigint;

* SOURCE_OLD record;

* SOURCE_NEW record;

* TARGET record;

SOURCE_OLD := bhdr.trigger_get_row('SOURCE_OLD');
* SOURCE_NEW := bdr.trigger_get_row('SOURCE_NEW');
* TARGET := bdr.trigger_get_row('TARGET');
* DELTA := SOURCE_NEW.counter - SOURCE_OLD.counter;
* SOURCE_NEW. counter = TARGET.counter + DELTA;
RETURN SOURCE_NEW;
END;
$$;

A transform trigger which logs all changes to a log table instead of applying them:

CREATE OR REPLACE FUNCTION log_change
RETURNS TRIGGER
LANGUAGE plpgsql
AS $$%
DECLARE
* SOURCE_NEW record;
* SOURCE_OLD record;
* COMMITTS timestamptz;

SOURCE_NEW := bdr.trigger_get_row('SOURCE_NEW");

SOURCE_OLD := bhdr.trigger_get_row('SOURCE_OLD');

* COMMITTS := bdr.trigger_get_committs('SOURCE_NEW');

* IF (TG_OP = 'INSERT') THEN

* INSERT INTO log SELECT 'I', COMMITTS, row_to_json(SOURCE_NEW);
* ELSIF (TG_OP = 'UPDATE') THEN

* INSERT INTO log SELECT 'U', COMMITTS, row_to_json(SOURCE_NEW);
* ELSIF (TG_OP = 'DELETE') THEN

* INSERT INTO log SELECT 'D', COMMITTS, row_to_json(SOURCE_OLD);
* END IF;
* RETURN NULL; -- do not apply the change

END;

$$;

The example below shows a conflict trigger that implements Trusted Sourceconflict detection, also known as trusted
site, preferred node or Always Winsresolution. This uses the bdr.trigger_get_origin_node_id() function to providea
solution that works with 3 or more nodes.

CREATE OR REPLACE FUNCTION test_conflict_trigger()
RETURNS TRIGGER

LANGUAGE plpgsql

AS $%

(continues on next page)
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(continued from previous page)

DECLARE
SOURCE record;
TARGET record;
* TRUSTED_NODE bigint;

SOURCE_NODE bigint;
TARGET_NODE bigint;
BEGIN

TARGET := bdr.trigger_get_row('TARGET');
IF (TG_OP = 'DELETE')
* SOURCE := bdr.trigger_get_row('SOURCE_OLD');
ELSE
* SOURCE := bdr.trigger_get_row('SOURCE_NEW');
END IF;
* TRUSTED_NODE := current_setting('customer.trusted_node_id');
* SOURCE_NODE := bdr.trigger_get_origin_node_id('SOURCE_NEW');
TARGET_NODE := bdr.trigger_get_origin_node_id('TARGET');
* IF (TRUSTED_NODE = SOURCE_NODE) THEN
* RETURN SOURCE;
ELSIF (TRUSTED_NODE = TARGET_NODE) THEN
* RETURN TARGET;
ELSE
* RETURN NULL; -- do not apply the change
END IF;
END;
$$;

2.19 Backup and Recovery

In this chapter we discuss the backup and restore of a BDR cluster.

BDR is designed to be a distributed, highly available system. Ifone or more nodes of a cluster are lost, the best way to
replace themis to clone new nodes directly from the remaining nodes.

The role of backup and recovery in BDR is to provide for DisasterRecovery (DR), such as in the following situations:

Loss of all nodes in the cluster

Significant, uncorrectable data corruption across multiple nodes

— as a result of data corruption, application error or

— security breach
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2.19.1 Backup

pg_dump

pg_dump, sometimes referred to as “logical backup”, can be usednormally with BDR.

Note that pg_dump dumps both local and global sequences as ifthey were local sequences. This is intentional, to allow a
BDRschema to be dumped and ported to other PostgreSQL databases.This means that sequence kind metadata is lost at
the time of dump,so a restore would effectively reset all sequence kinds tothe value of bdr.default_sequence_kind
at time of restore.

To create a post-restore script to reset the precise sequence kindfor each sequence, you might want to use an SQL script
like this:

SELECT 'SELECT bdr.alter_sequence_set_kind(''"'||

* nspname| |"'."||relname||""","""||seqgkind]||""");"
FROM bdr.sequences
WHERE seqgkind != 'local';

Note that if pg_dump is run using bdr.crdt_raw_value = on then thedump can only be reloaded with bdr.
crdt_raw_value = on.

Technical Support recommends the use of physical backup techniques forbackup and recovery of BDR.

Physical Backup

Physical backups of a node in a BDR cluster can be taken usingstandard PostgreSQL software, such asBarman.

A physical backup of a BDR node can be performed with the sameprocedure that applies to any PostgreSQL node: a
BDR node is just aPostgreSQL node running the BDR extension.

There are some specific points that must be considered when applyingPostgreSQL backup techniques to BDR:

BDR operates at the level of a single database, while a physical

— backup includes all the databases in the instance; you should plan

— your databases to allow them to be easily backed-up and restored.

¢| Backups will make a copy of just one node. In the simplest case,

every node has a copy of all data, so you would need to backup only

one node to capture all data. However, the goal of BDR will not be

met if the site containing that single copy goes down, so the

minimum should be at least one node backup per site (obviously with

many copies etc.).

¢| However, each node may have un-replicated local data, and/or the

definition of replication sets may be complex so that all nodes do

not subscribe to all replication sets. In these cases, backup

planning must also include plans for how to backup any unreplicated

local data and a backup of at least one node that subscribes to each
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— replication set.

Eventual Consistency

The nodes in a BDR cluster are eventually consistent, but notentirely consistent; a physical backup of a given node
willprovide Point-In-Time Recovery capabilities limited to the statesactually assumed by that node (see the [Example]
below).

The following example shows how two nodes in the same BDR cluster might not (and usually do not) go through the
same sequence of states.

Consider a cluster with two nodes N1 and N2, which is initially instate S. If transaction W1 is applied to node N1, and at
the sametime a non-conflicting transaction W2 is applied to node N2, thennode N1 will go through the following states:

(ND S -—> S+ Wl --> S + Wl + W2

... while node N2 will go through the following states:

(N2) S -—> S+ W2 --> S + Wl + W2

That is: node N1 will never assume state S + W2, and node N2likewise will never assume state S + W1, but both nodes
will end upin the same state S + W1 + W2. Considering this situation might affect how you decide upon your backup
strategy.

Point-In-Time Recovery (PITR)

In the example above, the changes are also inconsistent in time, sinceWl and W2 both occur at time T1, but the change
W1 is notapplied to N2 until T2.

PostgreSQL PITR is designed around the assumption of changes arrivingfrom a single master in COMMIT order.
Thus, PITR is possible by simplyscanning through changes until one particular point-in-time (PIT) is reached.With
this scheme, you can restore one node to a single point-in-timefrom its viewpoint, e.g. T1, but that state would not
include otherdata from other nodes that had committed near that time but had not yetarrived on the node. As a result,
the recovery might be considered tobe partially inconsistent, or at least consistent for only onereplication origin.

To request this, use the standard syntax:

recovery_target_time = T1

BDR allows for changes from multiple masters, all recorded within theWAL log for one node, separately identified
using replication originidentifiers.

BDR allows PITR of all or some replication origins to a specific point in time, providing a fully consistent viewpoint
across all subsets of nodes.

Thus for multi-origins, we view the WAL stream as containing multiplestreams all mixed up into one larger stream.
There is still just one PIT,but that will be reached as different points for each origin separately.

We read the WAL stream until requested origins have found their PIT. Weapply all changes up until that point, except
that we do not mark as committedany transaction records for an origin after the PIT on that origin has beenreached.

We end up with one LSN “stopping point” in WAL, but we also have one singletimestamp applied consistently, just as
we do with “single origin PITR”.

Once we have reached the defined PIT, a later one may also be set to allowthe recovery to continue, as needed.
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After the desired stopping point has been reached, if the recovered serverwill be promoted, shut it down first and move
the LSN forwards usingpg_resetwal to an LSN value higher than used on any timeline on this server.This ensures
that there will be no duplicate LSNs produced by logicaldecoding.

In the specific example above, N1 would be restored to T1, butwould also include changes from other nodes that have
been committedby T1, even though they were not applied on N1 until later.

To request multi-origin PITR, use the standard syntax inthe recovery.conf file:

recovery_target_time = T1

The list of replication origins which would be restored to T1 need eitherto be specified in a separate multi_recovery.conf
file via the use ofa new parameter recovery_target_origins:

recovery_target_origins =

...or one can specify the origin subset as a list in recovery_target_origins.

recovery_target_origins = '1,3"'

Note that the local WAL activity recovery to the specifiedrecovery_target_time is always performed implicitly.
For originsthat are not specified in recovery_target_origins, recovery maystop at any point, depending on when
the target for the listmentioned in recovery_target_origins is achieved.

In the absence of the multi_recovery.conf file, the recovery defaultsto the original PostgreSQL PITR behaviour
that is designed around the assumptionof changes arriving from a single master in COMMIT order.

I Note * This is feature is only available on EDB Postgres Extended and Barman does not currently automatically
create amulti_recovery.conf file.

2.19.2 Restore

While you can take a physical backup with the same procedure as astandard PostgreSQL node, what is slightly more
complex isrestoring the physical backup of a BDR node.

BDR Cluster Failure or Seeding a New Cluster from a Backup
The most common use case for restoring a physical backup involves the failureor replacement of all the BDR nodes in
a cluster, for instance in the event ofa datacentre failure.

You may also want to perform this procedure to clone the current contents of aBDR cluster to seed a QA or development
instance.

In that case, BDR capabilities can be restored based on a physical backupof a single BDR node, optionally plus WAL
archives:

¢| If you still have some BDR nodes live and running, fence off the host you

— restored the BDR node to, so it cannot connect to any surviving BDR nodes.

— This ensures that the new node does not confuse the existing cluster.

Restore a single PostgreSQL node from a physical backup of one of

— the BDR nodes.
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If you have WAL archives associated with the backup, create a suitable

— recovery.conf and start PostgreSQL in recovery to replay up to the latest

— state. You can specify a alternative recovery_target here if needed.

Start the restored node, or promote it to read/write if it was in standby

— recovery. Keep it fenced from any surviving nodes!

Clean up any leftover BDR metadata that was included in the physical backup,

— as described below.

Fully stop and restart the PostgreSQL instance.

Add further BDR nodes with the standard procedure based on the

— bdr. join_node_group() function call.

Cleanup BDR Metadata

The cleaning of leftover BDR metadata is achieved as follows:

1. Drop the BDR node using bdr.drop_node2. Fully stop and re-start PostgreSQL (important!).

Cleanup of Replication Origins

Replication origins must be explicitly removed with a separate stepbecause they are recorded persistently in a system
catalog, andtherefore included in the backup and in the restored instance. Theyare not removed automatically when
dropping the BDR extension, becausethey are not explicitly recorded as its dependencies.

BDR creates one replication origin for each remote master node, totrack progress of incoming replication in a crash-safe
way. Thereforewe need to run:

SELECT pg_replication_origin_drop('bdr_dbname_grpname_nodename');

...once for each node in the (previous) cluster. Replication origins canbe listed as follows:

SELECT * FROM pg_replication_origin;

...and those created by BDR are easily recognized by their name, as inthe example shown above.

Cleanup of Replication Slots

If a physical backup was created with pg_basebackup, replication slotswill be omitted from the backup.

Some other backup methods may preserve replications slots, likely inoutdated or invalid states. Once you restore the
backup, just:

SELECT pg_drop_replication_slot(slot_name)
FROM pg_replication_slots;
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...to drop all replication slots. If you have a reason to preserve some,you can add a WHERE slot_name LIKE 'bdr%'
clause, but this is rarelyuseful.

! Warning * Never run this on a live BDR node.

2.20 Application Schema Upgrades

In this chapter we discuss upgrading software on a BDR cluster and howto minimize downtime for applications during
the upgrade.

2.20.1 Overview

BDR cluster has two sets of software, the underlying PostgreSQL softwareor some flavor of it and the PGLogical/BDR
software. We will discussupgrading either or both of these softwares versions to their supportedmajor releases.

To upgrade a BDR cluster, the following steps need to be performed oneach node:

plan the upgrade

prepare for the upgrade

upgrade the server software

restart Postgres

check and validate the upgrade

2.20.2 Upgrade Planning

While the BDR 3.7 release supports PostgreSQL 11 - 13, BDR 4.0 supportsPostgreSQL versions 12 - 14. Please refer
to (product-matrix.md)page for the full list compatible software. Since BDR 4.0 supports newerPostgreSQL releases,
while upgrading from BDR 3.7 to BDR 4.0, it’s alsopossible to upgrade the newer PostgreSQL releases with minimum
or noapplication downtime.

There are broadly two ways to upgrade the BDR version.

Upgrading one node at a time to the newer BDR version.

¢/ Joining a new node running a newer version of the BDR software and

— then optionally drop one of the old nodes.

If you are only interested in upgrading the BDR software, any of the twomethods can be used. But if you also want to
upgrade the PostgreSQLversion, then the second method must be used.

!l Warning * The first method cannot be currently used to upgrade from BDR 3.7 to BDR 4.0. Only way to upgrade
3.7 to 4.0 is to join 4.0 nodes into BDR 3.7 cluster as described in Rolling Upgrade Using Node Join section. This
restriction may be lifted in future versions of BDR 4.
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Rolling Server Software Upgrades

A rolling upgrade is the process where the below ServerSoftware Upgrade is performed on each node in theBDR Group
one after another, while keeping the replication working.

An upgrade to 4.0 is only supported from 3.7, using a specific minimummaintenance release (e.g. 3.7.13.1). Please
consult the Release Notesfor the actual required minimum version. So if a nodeis running with an older 3.7 release, it
must first be upgraded tothe minimum required version and can only then be upgraded to 4.0.

Just as with a single-node database, it’s possible to stop all nodes,perform the upgrade on all nodes and only then restart
the entirecluster. This strategy of upgrading all nodes at the same time avoidsrunning with mixed BDR versions and
therefore is the simplest, butobviously incurs some downtime.

During the upgrade process, the application can be switched over to a nodewhich is currently not being upgraded to
provide continuous availability ofthe BDR group for applications.

While the cluster is going through a rolling upgrade, replication happensbetween mixed versions of BDR. For example,
nodeA will have BDR 3.7.11, whilenodeB and nodeC will have 4.0.0. In this state, the replication and groupmanage-
ment will use the protocol and features from the oldest version (3.7.11in case of this example), so any new features
provided by the newer versionwhich require changes in the protocol will be disabled. Once all nodes areupgraded to
the same version, the new features are automatically enabled.

A BDR cluster is designed to be easily upgradeable. Most BDR releasessupport rolling upgrades, which means running
part of the cluster on onerelease level and the remaining part of the cluster on a second, compatible,release level.

A rolling upgrade starts with a cluster with all nodes at a prior release,then proceeds by upgrading one node at a time to
the newer release, untilall nodes are at the newer release. Should problems occur, do not attemptto downgrade without
contacting Technical Support to discuss and provideoptions.

An upgrade process may take an extended period of time when the user decidescaution is required to reduce business
risk, though this should not take anylonger than 30 days without discussion and explicit agreement from TechnicalSup-
port to extend the period of coexistence of two release levels.

In case of problems during upgrade, do not initiate a second upgrade to anewer/different release level. Two upgrades
should never occur concurrentlyin normal usage. Nodes should never be upgraded to a third release withoutspecific and
explicit instructions from Technical Support. A case wherethat might occur is if an upgrade failed for some reason and
a Hot Fix wasrequired to continue the current cluster upgrade process to successfulconclusion. BDR has been designed
and tested with more than 2 releaselevels, but this cannot be relied upon for production usage except inspecific cases.

Rolling Upgrade Using Node Join

The other method of upgrading BDR software, along with or without upgradingthe underlying PostgreSQL major ver-
sion, is to join a new nodeto the cluster and later drop one of the existing nodes runningthe older version of the software.
Even with this method, some featuresthat are available only in the newer version of the software may remainunavailable
until all nodes are finally upgraded to the newer versions.

A new node running this release of BDR 4.0 can join a 3.7 cluster,where each node in the cluster is running the
latest 3.7.x version of BDR. The joining node may run any of the supported PostgreSQL versions12-14 but mixing of
PostgreSQL, EDB Postgres Extended and EDB Postgres Advancedis currently not supported.

Care must be taken to not use features that are available only inthe newer PostgreSQL versions, until all nodes are
upgraded to thenewer and same release of PostgreSQL. This is especially true for anynew DDL syntax that may have
been added to newer release of PostgreSQL.

Note that bdr_init_physical makes a byte-by-byte of the source node.So it cannot be used while upgrading from
one major PostgreSQL versionto another. In fact, currently bdr_init_physical requires that evenBDR version of
the source and the joining node is exactly the same. Soit cannot be used for rolling upgrades via joining a new node
method. Inall such cases, a logical join must be used.
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Upgrading a CAMO-Enabled cluster

CAMO protection requires at least one of the nodes of a CAMO pair tobe operational. For upgrades, we recommend to
ensure that no CAMOprotected transactions are running concurrent to the upgrade, or touse a rolling upgrade strategy,
giving the nodes enough time toreconcile in between the upgrades and the corresponding node downtimedue to the
upgrade.

Configuration of CAMO pairs has changed significantly compared to BDR3.7: instead of GUCs in postgresqgl.conf, the
pairing is now stored inBDR system catalog bdr . camo_pairs. To upgrade a BDR cluster withCAMO pairs from 3.7
to 4.0, the following steps need to be performed:

Eliminate “bdr.camo_partner_of’ and "bdr.camo_origin_for"

— configuration on all nodes.

Restart all nodes affected by this change (still using the existing

— BDR version), one at a time. This will temporarily disable CAMO
— and attempting to run transactions with bdr.enable_camo set will

— result in warnings.

Upgrade the entire BDR cluster, either all nodes at once or using a

— rolling upgrade.

Re-configure CAMO via "bdr.add_camo_pair' . This function will

— only work after all nodes in the BDR cluster are upgraded.

2.20.3 Upgrade Preparation
Each major release of BDR contains several changes that may affectcompatibility withprevious releases. These may

affect the Postgres configuration,deployment scripts as well as applications using BDR. We recommend toconsider and
possibly adjust in advance of the upgrade.

pglogical

There is no pglogical4 and BDR4 will not work if any version of pglogical isloaded via shared_preload_libraries
to the same instance of Postgres.

Node Management

The bdr.create_node_group() function has seen a number of changes:

¢/ It is now possible to create sub-groups, resulting in a tree-of-groups

— structure of the whole BDR cluster. Monitoring views were updated

— accordingly.

The deprecated parameters " insert_to_update’, ‘update_to_insert’,

— ignore_redundant_updates, check_full_tuple and apply_delay were
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removed.

Use bdr.alter_node_set_conflict_resolver() instead of insert_to_update,

update_to_insert. The check_full_tuple is no longer needed as it is

handled automatically based on table conflict detection configuration.

Conflicts
The configuration of conflict resolution and logging is now copied fromjoin source node to the newly joining node,
rather than using defaults on thenew node.

The default conflict resolution for some of the conflict types was changed.See (conflicts.md#default-conflict-resolvers)
for the new defaults.

The conflict logging interfaces have changed from bdr.alter_node_add_log_configand bdr.
alter_node_remove_log_configto bdr.alter_node_set_log_config.

The default conflict logging table is now named bdr.conflict_history and theold bdr.apply_log no longer
exists. The new table is partitioned using the Autopartition feature of BDR.

All conflicts are now logged by default to both log file and the conflicttable.

Deprecated functions bdr.row_version_tracking_enable() andbdr.row_version_tracking_disable()
were removed. Usebdr.alter_table_conflict_detection() instead.

Some of the configuration for conflict handling is no longer stored inpglogical schema. Any diagnostic queries that
were using the pglogicaltables directly will have to switch to appropriate tables in bdr schema.Queries using bdr.
node_group, bdr.local_node_summary,bdr.local_node_summary orbdr.node_local_info will need to use
the new columns sub_repsets andpub_repsets instead of replication_sets.

Removed Or Renamed Settings (GUCs)

All the pglogical. prefixed configuration variables were renamed to use bdr . prefix instead.

2.20.4 Server Software Upgrade

The upgrade of BDR software on individual nodes happens in-place. There is noneed for backup and restore when
upgrading the BDR extension.

!l Warning * This method cannot be currently used for upgrading BDR 3.7 to 4.0. Only way to upgrade 3.7 to 4.0 is
to join 4.0 nodes into BDR 3.7 cluster as described in Rolling Upgrade Using Node Join section. This restriction may
be lifted in future versions of BDR 4.

The first step in the upgrade is to install the new version of the BDR packages, whichwill install both the new binary
and the extension SQL script. This step dependson the operating system used
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Restart Postgres

Upgrading the binary and extension scripts by itself does not upgrade BDRin the running instance of PostgreSQL. To
do that, the PostgreSQL instanceneeds to be restarted so that the new BDR binary can be loaded (the BDR binaryis
loaded at the start of the PostgreSQL server). After that, the node isupgraded. The extension SQL upgrade scripts are
executed automatically asneeded.

1!l Warning * It’s important to never run the ALTER EXTENSION ... UPDATE command before the PostgreSQL
instance is restarted, as that will only upgrade the SQL-visible extension but keep the old binary, which can cause
unpredictable behaviour or even crashes. The ALTER EXTENSION ... UPDATE command should never be needed;

BDR4 maintains the SQL-visible extension automatically as needed.

Upgrade Check and Validation

After this procedure, your BDR node is upgraded. You can verify the currentversion of BDR4 binary like this:

SELECT bdr.bdr_version();

Always check the monitoring after upgradeof a node to confirm that the upgraded node is working as expected.

2.20.5 Database Encoding

We recommend using UTF-8 encoding in all replicated databases.BDR does not support replication between databases
with differentencoding. There is currently no supported path to upgrade/alter encoding.

Similar to the upgrade of BDR itself, there are two approaches toupgrading the application schema. The simpler
option is to stop allapplications affected, preform the schema upgrade and restart theapplication upgraded to use the
new schema variant. Again, thisimposes some downtime.

To eliminate this downtime, BDR offers ways to perform a rollingapplication schema upgrade as documented in the
following section.

2.20.6 Rolling Application Schema Upgrades

By default, DDL will automatically be sent to all nodes. This can becontrolled manually, as described in DDL Repli-
cation, whichcould be used to create differences between database schemas across nodes.BDR is designed to allow
replication to continue even while minordifferences exist between nodes. These features are designed to allowapplica-
tion schema migration without downtime, or to allow logicalstandby nodes for reporting or testing.

!l Warning * Application Schema Upgrades are managed by the user, not by BDR. Careful scripting will be required
to make this work correctly on production clusters. Extensive testing is advised.

Details of this are covered hereReplicating between nodes with differences.

When one node runs DDL that adds a new table, nodes that have notyet received the latest DDL will need to cope with
the extra table.In view of this, the appropriate setting for rolling schema upgradesis to configure all nodes to apply the
skip resolver in case of atarget_table_missing conflict. This must be performed before anynode has additional
tables added, and is intended to be a permanentsetting.

This is done with the following query, that must be executedseparately on each node, after replacing nodel with the
actualnode name:

SELECT bdr.alter_node_set_conflict_resolver('nodel’',
* 'target_table_missing', 'skip');
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When one node runs DDL that adds a column to a table, nodes that have notyet received the latest DDL will need to
cope with the extra columns.In view of this, the appropriate setting for rolling schemaupgrades is to configure all nodes
to apply the ignore resolver incase of a target_column_missing conflict. This must be performedbefore one node
has additional columns added and is intended to be apermanent setting.

This is done with the following query, that must be executedseparately on each node, after replacing nodel with the
actualnode name:

SELECT bdr.alter_node_set_conflict_resolver('nodel’,
* 'target_column_missing', 'ignore');

When one node runs DDL that removes a column from a table, nodes thathave not yet received the latest DDL will
need to cope with the missing column.This situation will cause a source_column_missing conflict, which usesthe
use_default_value resolver. Thus, columns that neitheraccept NULLSs nor have a DEFAULT value will require a
two step process:

1. Remove NOT NULL constraint or add a DEFAULT value for a column on all nodes.2. Remove the column.

Constraints can be removed in a rolling manner.There is currently no supported way for coping with adding tablecon-
straints in a rolling manner, one node at a time.

When one node runs a DDL that changes the type of an existing column,depending on the existence of binary coercibil-
ity between the currenttype and the target type, the operation may not rewrite the underlyingtable data. In that case, it
will be only a metadata update of theunderlying column type. Rewrite of a table is normally restricted.However, in con-
trolled DBA environments, it is possible to changethe type of a column to an automatically castable one by adoptinga
rolling upgrade for the type of this column in a non-replicatedenvironment on all the nodes, one by one. More details
are provided in the ALTER TABLE section.

2.21 Explicit Two-Phase Commit (2PC)

An application may opt to use two-phase commit explicitly with BDR. SeeDistributed Transaction Processing: The
XA Specification.

The X/Open Distributed Transaction Processing (DTP) model envisages threesoftware components:

An application program (AP) that defines transaction boundaries and specifies

— actions that constitute a transaction.

¢| Resource managers (RMs, such as databases or file access systems) that provide

— access to shared resources.

A separate component called a transaction manager (TM) that assigns identifiers

— to transactions, monitors their progress, and takes responsibility for
— transaction completion and for failure recovery.

BDR supports explicit external 2PC using the PREPARE TRANSACTION andCOMMIT PREPARED/ROLLBACK
PREPARED commands. Externally, a BDR clusterappears to be a single Resource Manager to the Transaction Manager
for asingle session.

When bdr. commit_scope is local, the transaction is prepared onlyon the local node. Once committed, changes will
be replicated, andBDR then applies post-commit conflict resolution.

Using bdr . commit_scope setto local may seem nonsensical withexplicit two-phase commit, but the option is offered
to allow the userto control the trade-off between transaction latency and robustness.
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Explicit two-phase commit does not work in combination with either CAMOor the global commit scope. Future releases
may enable this combination.

2.21.1 Usage

Two-phase commits with a local commit scope work exactly like standardPostgreSQL. Please use the local commit
scope and disable CAMO.

BEGIN;

SET LOCAL bdr.enable_camo = 'off';
SET LOCAL bdr.commit_scope = 'local';

. other commands possible...

To start the first phase of the commit, the client must assign aglobal transaction id, which can be any unique string
identifying thetransaction:

PREPARE TRANSACTION 'some-global-id';

After a successful first phase, all nodes have applied the changes andare prepared for committing the transaction. The
client must then invokethe second phase from the same node:

COMMIT PREPARED 'some-global-id';

2.22 Catalogs and Views

This section contains a listing of system catalogs and views used by BDR inalphabetical order.

2.22.1 User-Visible Catalogs and Views

bdr.conflict_history
This table is the default table where conflicts are logged. The table isSRANGE partitioned on column local_time and
is managed by Autopartition.The default data retention period is 30 days.

Access to this table is possible by any table owner, who may see allconflicts for the tables they own, restricted by
row-level security.

For further details see Logging Conflicts to a Table.

bdr.conflict_history Columns

Name Type Description

sub_id oid which subscription produced this conflict; can be joined
to bdr.subscription table

local_xid xid local transaction of the replication process at the time of
conflict

continues on next page
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Table 10 - continued from previous page

Name Type Description

local_Isn pg_lsn local transaction of the replication process at the time of
conflict

local_time timestamp with time | local time of the conflict

zone

remote_xid xid transaction which produced the conflicting change on the
remote node (an origin)

remote_commit_lsn pg_lsn commit Isn of the transaction which produced the con-

flicting change on the remote node (an origin)

remote_commit_time

timestamp with time
zone

commit timestamp of the transaction which produced the
conflicting change on the remote node (an origin)

conflict_type text detected type of the conflict (see [List of Conflict Types])

conflict_resolution text conflict resolution chosen (see [List of Conflict Resolu-
tions])

conflict_index regclass conflicting index (only valid if the index wasn’t dropped
since)

reloid oid conflicting relation (only valid if the index wasn’t
dropped since)

nspname text name of the schema for the relation on which the con-
flict has occurred at the time of conflict (does not follow
renames)

relname text name of the relation on which the conflict has occurred
at the time of conflict (does not follow renames)

key_tuple json json representation of the key used for matching the row

remote_tuple json json representation of an incoming conflicting row

local_tuple json json representation of the local conflicting row

apply_tuple json json representation of the resulting (the one that has been
applied) row

local_tuple_xmin xid transaction which produced the local conflicting row (if
local_tuple is set and the row is not frozen)

local_tuple_node_id oid node which produced the local conflicting row (if lo-

cal_tuple is set and the row is not frozen)

local_tuple_commit_time timestamp with time

zone

last known change timestamp of the local conflicting row
(if local_tuple is set and the row is not frozen)

bdr.conflict_history_summary

A view containing user-readable details on row conflict.

bdr.conflict_history_summary Columns

Name Type Description

nspname text Name of the schema

relname text Name of the table

local_time timestamp with time | local time of the conflict
zone

continues on next page
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Table 11 — continued from previous page

Name

Type

Description

local_tuple_commit_time

timestamp with time
zone

Time of local commit

remote_commit_time

timestamp with time
zone

Time of remote commit

conflict_type

text

Type of conflict

conflict_resolution

text

Resolution adopted

bdr.consensus_kv_data

A persistent storage for the internal Raft based KV store used bybdr.consensus_kv_store() and bdr.
consensus_kv_fetch() interfaces.

bdr.consensus_kv_data Columns

Name Type Description

kv_key text Unique key

kv_val json Arbitrary value in json format

kv_create_ts timestamptz Last write timestamp

kv_ttl int Time to live for the value in milliseconds
kv_expire_ts timestamptz Expiration timestamp (kv_create_ts + kv_ttl)

bdr.camo_decision_journal

A persistent journal of decisions resolved by a CAMO partner nodeafter a failover,

in case bdr.

logical_transaction_status gotinvoked. Unlike bdr.node_pre_commit, this does not covertransactions
processed under normal operational conditions (i.e. bothnodes of a CAMO pair are running and connected). Entries
in this journalare not ever cleaned up automatically. This is a purely diagnostictool that the system does not depend on

in any way.

bdr.camo_decision_journal Columns

Name Type Description
origin_node_id oid OID of the node where the transaction executed
origin_xid oid Transaction Id on the remote origin node
decision char

‘¢’ for commit, ‘a’ for abort
decision_ts timestamptz Decision time

! Note * This catalog is only present when bdr-enteprise extension is installed.
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bdr.crdt_handlers

This table lists merge (“handlers”) functions for all CRDT data types.

bdr.crdt_handlers Columns

Name Type Description
crdt_type_id regtype CRDT data type id
crdt_merge_id regproc Merge function for this data type

! Note * This catalog is only present when bdr-enteprise extension is installed.

bdr.ddl_replication

This view lists DDL replication configuration as set up by current DDL filters.

bdr.ddl_replication Columns

Name Type Description

set_ddl_name name Name of DDL filter

set_ddl_tag text Which command tags it applies on (regular expression)

set_ddl_role text Which roles it applies to (regular expression)

set_name name Name of the replication set for which this filter is defined
bdr.depend

This table tracks internal object dependencies inside BDR catalogs.

bdr.global_consensus_journal

This catalog table logs all the Raft messages that were sent whilemanaging global consensus.

As for the bdr.global_consensus_response_journal catalog, thepayload is stored in a binary en-
coded format, which can be decodedwith the bdr.decode_message_payload() function; see the bdr.
global_consensus_journal_details <#bdr.global_consensus_journal_details>"__ view for more details.
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bdr.global_consensus_journal Columns

Name Type Description

log_index int8 Id of the journal entry

term int8 Raft term

origin oid Id of node where the request originated
req_id int8 Id for the request

req_payload bytea Payload for the request

trace_context bytea Trace context for the request

bdr.global_consensus_journal_details

This view presents Raft messages that were sent, and the correspondingresponses, using the bdr.
decode_message_payload() function to decodetheir payloads.

bdr.global_consensus_journal_details Columns

Name Type Description

log_index int8 Id of the journal entry

term int8 Raft term

request_id int8 Id of the request

origin_id oid Id of the node where the request originated
req_payload bytea Payload of the request

origin_node_name name Name of the node where the request originated
message_type_no oid Id of the BDR message type for the request
message_type text Name of the BDR message type for the request
message_payload text BDR message payload for the request
response_message_type_no oid Id of the BDR message type for the response
response_message_type text Name of the BDR message type for the response
response_payload text BDR message payload for the response
response_errcode_no text SQLSTATE for the response

response_errcode text Error code for the response

response_message text Error message for the response

bdr.global_consensus_response_journal

This catalog table collects all the responses to the Raft messagesthat were received while managing global consensus.

As for the bdr.global_consensus_journal -catalog, the payload isstored in a binary-encoded for-
mat, which can be decoded with thebdr.decode_message_payload() function; see the bdr.
global_consensus_journal_details <#bdr.global_consensus_journal_details>"__ view for more details.
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bdr.global_consensus_response_journal Columns

Name Type Description

log_index int8 Id of the journal entry
res_status oid Status code for the response
res_payload bytea Payload for the response
trace_context bytea Trace context for the response

bdr.global_lock

This catalog table stores the information needed for recovering theglobal lock state on server restart.

For monitoring usage, operators should prefer the " bdr.global_locks <#bdrglobal_locks>"__ view, because the vis-
ible rowsin bdr.global_lock do not necessarily reflect all global locking activity.

Do not modify the contents of this table: it is an important BDR catalog.

bdr.global_lock Columns

Name Type Description

ddl_epoch int8 DDL epoch for the lock

origin_node_id oid OID of the node where the global lock has originated

lock_type oid Type of the lock (DDL or DML)

nspname name Schema name for the locked relation

relname name Relation name for the locked relation

groupid oid OID of the top level group (for Advisory locks)

keyl integer First 32-bit key or lower order 32-bits of 64-bit key (for
Advisory locks)

key2 integer Second 32-bit key or higher order 32-bits of 64-bit key
(for Advisory locks)

key_is_bigint boolean True if 64-bit integer key is used (for Advisory locks)

bdr.global_locks

A view containing active global locks on this node. The bdr.global_locks viewexposes BDR’s shared-memory
lock state tracking, giving administrators a greaterinsight into BDR’s global locking activity and progress.

See Monitoring Global Locksfor more information about global locking.

190

Chapter 2. Supported PostgreSQL database servers



BDR (Bi-Directional Replication), Release 4.0.0

bdr.global_locks Columns

Name Type Description

origin_node_id oid The OID of the node where the global lock has origi-
nated

origin_node_name name Name of the node where the global lock has originated

lock_type text Type of the lock (DDL or DML)

relation text Locked relation name (for DML locks) or keys (for ad-
visory locks)

pid int4 PID of the process holding the lock

acquire_stage text Internal state of the lock acquisition process

waiters int4 List of backends waiting for the same global lock

global_lock_request_time timestamptz Time this global lock acquire was initiated by origin
node

local_lock_request_time timestamptz Time the local node started trying to acquire the local-
lock

last_state_change_time timestamptz Time acquire_stage last changed

Column details:

‘relation’: For DML locks, ‘relation® shows the relation on which the DML

— lock is acquired. For global advisory locks, relation column actually shows

— the two 32-bit integers or one 64-bit integer on which the lock is acquired.

‘origin_node_id® and ‘origin_node_name': If these are the same as the local

node’s ID and name, then the local node is the initiator of the global DDL

lock, i.e. it is the node running the acquiring transaction. If these fields

specify a different node, then the local node is instead trying to acquire its

local DDL lock to satisfy a global DDL lock request from a remote node.

‘pid’: The process ID of the process that requested the global DDL lock,

— if the local node is the requesting node. Null on other nodes; query the

— origin node to determine the locker pid.

“global_lock_request_time’ : The timestamp at which the global-lock request

initiator started the process of acquiring a global lock. May be null if

unknown on the current node. This time is stamped at the very beginning

of the DDL lock request, and includes the time taken for DDL epoch management

and any required flushes of pending-replication queues. Currently only

— known on origin node.

“local_lock_request_time : The timestamp at which the local node started

— trying to acquire the local lock for this global lock. This includes the
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— time taken for the heavyweight session lock acquire, but does NOT include
— any time taken on DDL epochs or queue flushing. If the lock is re-acquired

— after local node restart, this will be the node restart time.

"last_state_change_time : The timestamp at which the

— bdr.global_locks.acquire_stage field last changed for this global lock

— entry.

bdr.local_consensus_snapshot

This catalog table contains consensus snapshots created or received bythe local node.

bdr.local_consensus_snapshot Columns

Name Type Description
log_index int8 Id of the journal entry
log_term int8 Raft term

snapshot bytea Raft snapshot data

bdr.local_consensus_state

This catalog table stores the current state of Raft on the local node.

bdr.local_consensus_state Columns

Name Type Description

node_id oid Id of the node

current_term int8 Raft term

apply_index int8 Raft apply index

voted_for oid Vote cast by this node in this term
last_known_leader oid node_id of last known Raft leader

bdr.local_node

This table identifies the local node in current database of current Postgres instance.
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bdr.local_node Columns

Name Type Description

node_id oid Id of the node

pub_repsets text[] Published replication sets
sub_repsets text[] Subscribed replication sets

bdr.local_node_summary

A view containing the same information as "bdr.node_summary <#bdr.node_summary>"__ but only for thelocal

node.

bdr.local_sync_status

Information about status of either subscription or table synchronization process.

bdr.local_sync_status Columns

Name Type Description

sync_kind char What kind of synchronization is/was done

sync_subid oid Id of subscription doing the synchronization
sync_nspname name Schema name of the synchronized table (if any)
sync_relname name Name of the synchronized table (if any)

sync_status char Current state of the synchronization

sync_remote_relid oid Id of the synchronized table (if any) on the upstream
sync_end_Isn pg_lsn Position at which the synchronization state last changed

bdr.network_path_info

A catalog view that stores user-defined information on network costs between node locations.

bdr.network_path_info Columns

Name Type Description
node_group_name name Name of the BDR group
node_regionl text
Node region name, from bdr.node_location
node_region2 text

Node region name, from bdr.node_location

continues on next page

2.22. Catalogs and Views

193



BDR (Bi-Directional Replication), Release 4.0.0

Table 25 - continued from previous page

Name Type Description

node_locationl text
Node location name, from
bdr.node_location

node_location2 text
Node location name, from
bdr.node_location

network_cost numeric

Node location name, from
bdr.node_location

bdr.node

This table lists all the BDR nodes in the cluster.

bdr.node Columns

Name Type Description

node_id oid Id of the node

node_name name Name of the node

node_group_id oid Id of the node group

source_node_id oid Id of the source node

synchronize_structure char Schema synchronization done during the join

node_state oid Consistent state of the node

target_state oid State that the node is trying to reach (during join or pro-
motion)

seq_id int4 Sequence identifier of the node used for generating
unique sequence numbers

dbname name Database name of the node

node_dsn char Connection string for the node

proto_version_ranges

int[]

Supported protocol version ranges by the node

bdr.node_catchup_info

This catalog table records relevant catch-up information on each node, eitherif it is related to the join or part procedure.
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bdr.node_catchup_info Columns

Name Type Description

node_id oid Id of the node

node_source_id oid Id of the node used as source for the data

slot_name name Slot used for this source

min_node_lsn pg_lsn Minimum LSN at which the node can switch to direct
replay from a peer node

catchup_state oid Status code of the catchup state

origin_node_id oid Id of the node from which we want transactions

If a node(node_id) needs missing data from a parting node(origin_node_id),it can get it from a node that already has
it(node_source_id) via forwarding.The records in this table will persist until the node(node_id) is a member ofthe BDR
cluster.

bdr.node_conflict_resolvers

Currently configured conflict resolution for all known conflict types.

bdr.node_conflict_resolvers Columns

Name Type Description
conflict_type text Type of the conflict
conflict_resolver text Resolver used for this conflict type

bdr.node_group

This catalog table lists all the BDR node groups.

bdr.node_group Columns

Name Type Description

node_group_id oid ID of the node group

node_group_name name Name of the node group

node_group_default_repset oid Default replication set for this node group

node_group_default_repset_ext | oid Default replication set for this node group

node_group_parent_id oid ID of parent group (0 if this is a root group)

node_group_flags int The group flags

node_group_uuid uuid The uuid of the group

node_group_apply_delay interval How long a subscriber waits before applying changes
from the provider

node_group_check_constraints | bool Whether the apply process should check constraints
when applying data

continues on next page
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Table 29 — continued from previous page

Name Type Description
node_group_num_writers int Number of writers to use for subscriptions backing this
node group

node_group_enable_wal_decoder bool

Whether the group has enable_wal_decoder set

node_group_streaming_mode char

Transaction streaming setting: ‘O’ - off, ‘F’
- file, ‘W’ - writer, ‘A’ - auto, ‘D’ - default

bdr.node_group_replication_sets

A view showing default replication sets create for BDR groups. See alsobdr.replication_sets.

bdr.node_group_replication_sets Columns

Name Type Description

node_group_name name Name of the BDR group

def_repset name Name of the default repset

def_repset_ops text[] Actions replicated by the default repset

def_repset_ext name Name of the default external repset (usually same as
def_repset)

def_repset_ext_ops text[] Actions replicated by the default external repset (usually
same as def_repset_ops)

bdr.node_local_info

A catalog table used to store per-node configuration that’s specific to thelocal node (as opposed to global view of

per-node configuration).

bdr.node_local_info Columns

Name Type Description
node_id oid The OID of the node (including the local node)
applied_state oid Internal id of the node state
ddl_epoch int8 Last epoch number processed by the node
slot_name name Name of the slot used to connect to that node (NULL for
the local node)
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bdr.node_location

A catalog view that stores user-defined information on node locations.

bdr.node_location Columns

Name Type Description
node_group_name name Name of the BDR group
node_id oid Id of the node

node_region text User supplied region name
node_location text User supplied location name

bdr.node_log_config

A catalog view that stores information on the conflict logging configurations.

bdr.node_log_config Columns

Name Description
log_name name of the logging configuration
log_to_file whether it logs to the server log file

log_to_table

whether it logs to a table, and which table is the target

log_conflict_type

which conflict types it logs, if NULL means all

log_conflict_res

which conflict resolutions it logs, if NULL means all

bdr.node_peer_progress

Catalog used to keep track of every node’s progress in the replication stream.Every node in the cluster regularly broad-
casts its progress everybdr.replay_progress_frequency milliseconds to all other nodes (defaultis 60000 ms - i.e

1 minute). Expect N * (N-1) rows in this relation.

You may be more interested in the bdr.node_slots view for monitoringpurposes. See also Monitoring.
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bdr.node_peer_progress Columns

Name Type Description

node_id oid The OID of the originating node which reported this po-
sition info

peer_node_id oid The OID of the node’s peer (remote node) for which this
position info was reported

last_update_sent_time timestamptz The time at which the report was sent by the originating
node

last_update_recv_time timestamptz The time at which the report was received by the local
server

last_update_node_Isn pg_lsn LSN on the originating node at the time of the report

peer_position pg_lsn Latest LSN of the node’s peer seen by the originating
node

peer_replay_time timestamptz Latest replay time of peer seen by the reporting node

last_update_horizon_xid oid Internal resolution horizon: all lower xids are known re-
solved on the reporting node

last_update_horizon_Isn pg_lsn Internal resolution horizon: same in terms of an LSN of

the reporting node

bdr.node_pre_commit

Used internally on a node configured as a Commit At Most Once (CAMO)partner. Shows the decisions a CAMO

partner took on transactions inthe last 15 minutes.

bdr.node_pre_commit Columns

Name Type Description
origin_node_id oid OID of the node where the transaction executed
origin_xid oid Transaction Id on the remote origin node
decision char

‘¢’ for commit, ‘a’ for abort
local_xid xid Transaction Id on the local node
commit_ts timestamptz commit timestamp of the transaction
decision_ts timestamptz decision time

! Note * This catalog is only present when bdr-enteprise extension is installed.
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bdr.node_replication_rates

This view contains information about outgoing replication activity from agiven node

bdr.node_replication_rates Columns

Column Type Description

peer_node_id oid The OID of node’s peer (remote node) for which this info
was reported

target_name name Name of the target peer node

sent_Isn pg_lsn Latest sent position

replay_Isn pg_lsn Latest position reported as replayed (visible)

replay_lag interval Approximate lag time for reported replay

replay_lag_bytes int8 Bytes difference between replay_Isn and current WAL
write position on origin

replay_lag_size text Human-readable bytes difference between replay_lsn
and current WAL write position

apply_rate bigint LSNs being applied per second at the peer node

catchup_interval interval Approximate time required for the peer node to catchup

to all the changes that are yet to be applied

1" Note * The replay_lag is set immediately to zero after reconnect; we suggest as a workaround to use
replay_lag_bytes, replay_lag_size or catchup_interval.

! Note * This catalog is only present when bdr-enteprise extension is installed.

bdr.node_slots

This view contains information about replication slots used in the currentdatabase by BDR.

See Monitoring Outgoing Replicationfor guidance on the use and interpretation of this view’s fields.

bdr.node_slots Columns

Name Type Description

target_dbname name Database name on the target node

node_group_name name Name of the BDR group

node_group_id oid The OID of the BDR group

origin_name name Name of the origin node

target_name name Name of the target node

origin_id oid The OID of the origin node

target_id oid The OID of the target node

local_slot_name name Name of the replication slot according to BDR

slot_name name Name of the slot according to Postgres (should be same
as above)

is_group_slot boolean True if the slot is the node-group crash recov-

ery slot for this node (see [Group Replication
Slot](nodes.md#Group Replication Slot))

continues on next page
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Table 37 — continued from previous page

Name Type Description

is_decoder_slot boolean Is this slot used by Decoding Worker

plugin name Logical decoding plugin using this slot (should be pg-
logical_output or bdr)

slot_type text Type of the slot (should be logical)

datoid oid The OID of the current database

database name Name of the current database

temporary bool Is the slot temporary

active bool Is the slot active (does it have a connection attached to
it)

active_pid int4 The PID of the process attached to the slot

Xxmin xid The XID needed by the slot

catalog_xmin xid The catalog XID needed by the slot

restart_lsn pg_lsn LSN at which the slot can restart decoding

confirmed_flush_Isn pg_lsn Latest confirmed replicated position

usesysid oid sysid of the user the replication session is running as

usename name username of the user the replication session is running
as

application_name text Application name of the client connection (used by syn-
chronous_standby_names)

client_addr inet IP address of the client connection

client_hostname text Hostname of the client connection

client_port int4 Port of the client connection

backend_start timestamptz When the connection started

state text

State of the replication (catchup, streaming,
...) or ‘disconnected’ if offline

sent_Isn pg_lsn Latest sent position

write_lsn pg_lsn Latest position reported as written

flush_Isn pg_lsn Latest position reported as flushed to disk

replay_Isn pg_lsn Latest position reported as replayed (visible)

write_lag interval Approximate lag time for reported write

flush_lag interval Approximate lag time for reported flush

replay_lag interval Approximate lag time for reported replay

sent_lag_bytes int8 Bytes difference between sent_lsn and current WAL
write position

write_lag_bytes int8 Bytes difference between write_Isn and current WAL
write position

flush_lag_bytes int8 Bytes difference between flush_Isn and current WAL
write position

replay_lag_bytes int8 Bytes difference between replay_Isn and current WAL
write position

sent_lag_size text Human-readable bytes difference between sent_Isn and
current WAL write position

write_lag_size text Human-readable bytes difference between write_Isn and
current WAL write position

flush_lag_size text Human-readable bytes difference between flush_lsn and
current WAL write position

replay_lag_size text Human-readable bytes difference between replay_lsn

and current WAL write position

continues on next page
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Table 37 — continued from previous page

Name

Type

Description

11 Note * The replay_lag is set immediately to zero after reconnect; we suggest as a workaround to use
replay_lag_bytes or replay_lag_size.

bdr.node_summary

This view contains summary information about all BDR nodes known to the localnode.

bdr.node_summary Columns

Name Type Description

node_name name Name of the node

node_group_name name Name of the BDR group the node is part of

interface_connstr text Connection string to the node

peer_state_name text Consistent state of the node in human readable form

peer_target_state_name text State which the node is trying to reach (during join or
promotion)

node_seq_id int4 Sequence identifier of the node used for generating
unique sequence numbers

node_local_dbname name Database name of the node

set_repl_ops text Which operations does the default replication set repli-
cate

node_id oid The OID of the node

node_group_id oid The OID of the BDR node group

bdr.queue

This table stores historical record of replicated DDL statements.

bdr.queue Columns

Name Type Description

queued_at timestamptz When was the statement queued

role name Which role has executed the statement

replication_sets text[] Which replication sets was the statement published to
message_type char Type of a message

message json Payload of the message needed for replication of the

statement
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bdr.replication_set

A table that stores replication set configuration. It’s recommended to check thebdr.replication_sets view instead
for user queries.

bdr.replication_set Columns

Name Type Description

set_id oid The OID of the replication set

set_nodeid oid Oid of the node (always local node oid currently)

set_name name Name of the replication set

replicate_insert boolean Indicates if the replication set replicates INSERTSs

replicate_update boolean Indicates if the replication set replicates UPDATEs

replicate_delete boolean Indicates if the replication set replicates DELETEs

replicate_truncate boolean Indicates if the replication set replicates TRUNCATEs

set_isinternal boolean Reserved

set_autoadd_tables boolean Indicates if new tables will be automatically added to
this replication set

set_autoadd_seqs boolean Indicates if new sequences will be automatically added
to this replication set

bdr.replication_set_table

A table that stores replication set table membership. It’s recommended to checkthe bdr. tables view instead for user
queries.

bdr.replication_set_table Columns

Name Type Description

set_id oid The OID of the replication set
set_reloid regclass Local id of the table

set_att_list text[] Reserved

set_row_filter pg_node_tree Compiled row filtering expression

bdr.replication_set_ddl

A table that stores replication set ddl replication filters. It’s recommendedto check the bdr.ddl_replication view
instead for user queries.
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bdr.replication_set_ddl Columns

Name Type Description

set_id oid The OID of the replication set
set_ddl_name name Name of the DDL filter
set_ddl_tag text Command tag for the DDL filter
set_ddl_role text Role executing the DDL

bdr.replication_sets

A view showing replication sets defined in the BDR group, even if they are notcurrently used by any node.

bdr.replication_sets Columns

Name Type Description

set_id oid The OID of the replication set

set_name name Name of the replication set

replicate_insert boolean Indicates if the replication set replicates INSERTs

replicate_update boolean Indicates if the replication set replicates UPDATESs

replicate_delete boolean Indicates if the replication set replicates DELETEs

replicate_truncate boolean Indicates if the replication set replicates TRUNCATESs

set_autoadd_tables boolean Indicates if new tables will be automatically added to
this replication set

set_autoadd_seqs boolean Indicates if new sequences will be automatically added

to this replication set

bdr.schema_changes

A simple view to show all the changes to schemas within BDR.

bdr.schema_changes Columns

Name Type Description
schema_changes_ts timestampstz The ID of the trigger
schema_changes_change char A flag of change type
schema_changes_classid oid Class ID
schema_changes_objectid oid Object ID
schema_changes_subid smallint The subscription
schema_changes_descr text The object changed
schema_changes_addrnames text[] Location of schema change
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bdr.sequence_alloc

A view to see the allocation details for galloc sequences.

bdr.sequence_alloc Columns

Name Type Description

seqid regclass The ID of the sequence

seq_chunk_size bigint A sequence number for the chunk within its value
seq_allocated_up_to bigint

seq_nallocs bigint

seq_last_alloc timestamptz Last sequence allocated

bdr.schema_changes

A simple view to show all the changes to schemas within BDR.

bdr.schema_changes Columns

Name Type Description
schema_changes_ts timestampstz The ID of the trigger
schema_changes_change char A flag of change type
schema_changes_classid oid Class ID
schema_changes_objectid oid Object ID
schema_changes_subid smallint The subscription
schema_changes_descr text The object changed
schema_changes_addrnames text[] Location of schema change

bdr.sequence_alloc

A view to see the sequences allocated.

bdr.sequence_alloc Columns

Name Type Description

seqid regclass The ID of the sequence

seq_chunk_size bigint A sequence number for the chunk within its value
seq_allocated_up_to bigint

seq_nallocs bigint

continues on next page
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Table 47 — continued from previous page
Name Type Description
seq_last_alloc timestamptz Last sequence allocated

bdr.sequences

This view lists all sequences with their kind, excluding sequencesfor internal BDR book-keeping.

bdr.sequences Columns

Name Type Description

nspname name Namespace containing the sequence
relname name Name of the sequence

segkind text

Type of the sequence (‘local’, ‘timeshard’,
‘galloc’)

bdr.stat_activity

Dynamic activity for each backend or worker process.

This contains the same information as pg_stat_activity, except wait_eventis set correctly when the wait relates to BDR.
bdr.stat_relation

Apply statistics for each relation. Only contains data if the trackingis enabled and something was replicated for a given
relation.

bdr.stat_relation Columns

Column Type Description

nspname name Name of the relation’s schema

relname name Name of the relation

relid oid Oid of the relation

total_time double precision Total time spent processing replication for the relation
ninsert bigint Number of inserts replicated for the relation

nupdate bigint Number of updates replicated for the relation

ndelete bigint Number of deletes replicated for the relation
ntruncate bigint Number of truncates replicated for the relation
shared_blks_hit bigint Total number of shared block cache hits for the relation
shared_blks_read bigint Total number of shared blocks read for the relation
shared_blks_dirtied bigint Total number of shared blocks dirtied for the relation
shared_blks_written bigint Total number of shared blocks written for the relation

continues on next page
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Table 49 — continued from previous page

Column Type

Description

blk _read_time double precision

Total time spent reading blocks for the rela-
tion, in milliseconds (if track_io_timing is
enabled, otherwise zero)

blk_write_time double precision

Total time spent writing blocks for the rela-
tion, in milliseconds (if track_io_timing is
enabled, otherwise zero)

lock_acquire_time double precision

Total time spent acquiring locks
on the relation, in milliseconds (if
bdr.track_apply_lock_timing is enabled,
otherwise zero)

bdr.stat_subscription

Apply statistics for each subscription. Only contains data if the trackingis enabled.

bdr.stat_subscription Columns

Column Type Description

sub_name name Name of the subscription

subid oid Oid of the subscription

nconnect bigint Number of times this subscription has connected up-
stream

ncommit bigint Number of commits this subscription did

nabort bigint Number of aborts writer did for this subscription

nerror bigint Number of errors writer has hit for this subscription

nskippedtx bigint Number of transactions skipped by writer for this sub-
scription (due to skip_transaction conflict resolver)

ninsert bigint Number of inserts this subscription did

nupdate bigint Number of updates this subscription did

ndelete bigint Number of deletes this subscription did

ntruncate bigint Number of truncates this subscription did

nddl bigint Number of DDL operations this subscription has exe-
cuted

ndeadlocks bigint Number of errors that were caused by deadlocks

nretries bigint Number of retries the writer did (without going for full
restart/reconnect)

nstream_writer bigint Number of transactions streamed to writer

nstream_file bigint Number of transactions streamed to file

nstream_commit bigint Number of streaming transactions committed

nstream_abort bigint Number of streaming transactions aborted

continues on next page
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Table 50 — continued from previous page

Column Type Description

nstream_start bigint Number of STREAT START messages processed

nstream_stop bigint Number of STREAM STOP messages processed

shared_blks_hit bigint Total number of shared block cache hits by the subscrip-
tion

shared_blks_read bigint Total number of shared blocks read by the subscription

shared_blks_dirtied bigint Total number of shared blocks dirtied by the subscription

shared_blks_written bigint Total number of shared blocks written by the subscrip-

tion

blk_read_time

double precision

Total time the subscription spent reading
blocks, in milliseconds (if track_io_timing
is enabled, otherwise zero)

blk_write_time

double precision

Total time the subscription spent writing
blocks, in milliseconds (if track_io_timing
is enabled, otherwise zero)

connect_time

timestamp with time
zone

Time when the current upstream connection
was established, NULL if not connected

last_disconnect_time

timestamp with time
zone

Time when the last upstream connection was dropped

start_lsn pg_lsn LSN from which this subscription requested to start
replication from the upstream

retries_at_same_lsn bigint Number of attempts the subscription was restarted from
the same LSN value

curr_ncommit bigint Number of commits this subscription did after the cur-

rent connection was established

bdr.subscription

This catalog table lists all the subscriptions owned by the local BDRnode, and which mode they are in.

bdr.subscription Columns

Name Type Description

sub_id oid Id of the subscription
sub_name name Name of the subscription
nodegroup_id oid Id of nodegroup
origin_node_id oid Id of origin node
source_node_id oid Id of source node
target_node_id oid Id of target node
subscription_mode char Mode of subscription

continues on next page
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Table 51 — continued from previous page

Name Type Description

sub_enabled bool Whether the subscription is enabled (should be replica-
tion)

apply_delay interval How much behind should the apply of changes on this
subscription be (normally 0)

slot_name name Slot on upstream used by this subscription

origin_name name Local origin used by this subscription

num_writers int Number of writer processes this subscription uses

streaming_mode char Streaming configuration for the subscription

replication_sets text[] Replication sets replicated by this subscription (NULL
= all)

forward_origin text[] Origins forwarded by this subscription (NULL = all)

bdr.subscription_summary

This view contains summary information about all BDR subscriptions that thelocal node has to other nodes.

bdr.subscription_summary Columns

Name Type Description

node_group_name name Name of the BDR group the node is part of

sub_name name Name of the subscription

origin_name name Name of the origin node

target_name name Name of the target node (normally local node)

sub_enabled bool Is the subscription enabled

sub_slot_name name Slot name on the origin node used by this subscription

sub_replication_sets text[] Replication sets subscribed

sub_forward_origins text[] Does the subscription accept changes forwarded from
other nodes besides the origin

sub_apply_delay interval Delay transactions by this much compared to the origin

sub_origin_name name Replication origin name used by this subscription

bdr_subscription_mode char Subscription mode

subscription_status text Status of the subscription worker

node_group_id oid The OID of the BDR group the node is part of

sub_id oid The OID of the subscription

origin_id oid The OID of the origin node

target_id oid The OID of the target node

receive_lsn pg_lsn Latest LSN of any change or message received (this can
go backwards in case of restarts)

receive_commit_lIsn pg_lsn Latest LSN of last COMMIT received (this can go back-
wards in case of restarts)

last_xact_replay_Isn pg_lsn LSN of last transaction replayed on this subscription

last_xact_flush_Isn timestamptz LSN of last transaction replayed on this subscription
that’s flushed durably to disk

last_xact_replay_timestamp timestamptz Timestamp of last transaction replayed on this subscrip-

tion
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bdr.replication_status

This view shows incoming replication status between the local node andall other nodes in the BDR cluster. We consider
replication to beblocked when the subscription has restarted from the same LSN at leasttwice and not a single transaction
is yet applied after the currentupstream connection was established. If the very first transaction afterrestart is very big
and still being applied, the replication_blockedresult maybe wrong.

If this is a logical standby node, then only the status for its upstreamnode is shown. Similarly, replication status is not
shown forsubscriber-only nodes since they never send replication changes to othernodes.

bdr.replication_status Columns

Column Type Description

node_id oid OID of the local node

node_name name Name of the local node

origin_node_id oid OID of the origin node

origin_node_name name Name of the origin node

sub_id oid OID of the subscription for this origin node
sub_name name Name of the subscription for this origin node
connected boolean Is this node connected to the origin node?
replication_blocked boolean Is the replication currently blocked for this origin?

connect_time

timestamp with time
zone

Time when the current connection was established

disconnect_time

timestamp with time
zone

Time when the last connection was dropped

uptime

interval

Duration since the current connection is active for this
origin

bdr.tables

This view lists information about table membership in replication sets.If a table exists in multiple replication sets, it
will appear multiple timesin this table.

bdr.tables Columns

Name Type Description

relid oid The OID of the relation

nspname name Name of the schema relation is in

relname name Name of the relation

set_name name Name of the replication set

set_ops text[] List of replicated operations

rel_columns text[] List of replicated columns (NULL = all columns) (*)

row_Afilter text Row filtering expression

conflict_detection text
Conflict detection method used: row_origin
(default), row_version or column_level

continues on next page
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Table 54 — continued from previous page
Name Type Description

(*) These columns are reserved for future use and should currently be NULL

bdr.trigger

Within this view, you can see all the stream triggers created.Often triggers here are created from bdr.
create_conflict_trigger.

bdr.trigger Columns

Name Type Description

trigger_id oid The ID of the trigger
trigger_reloid regclass Name of the relating function
trigger_pgtgid oid Postgres trigger ID
trigger_type char Type of trigger call
trigger_name name Name of the trigger

bdr.triggers

An expanded view of bdr.trigger with more easy to read columns.

Name Type Description

trigger_name name The name of the trigger

event_manipulation text The operation(s)

trigger_type bdr.trigger_type Type of trigger

trigger_table bdr.trigger_reloid The table that calls it

trigger_function name The function used
bdr.workers

Information about running BDR worker processes.

This can be joined with bdr.stat_activity using pid to get even more insightinto the state of BDR workers.
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bdr.workers Columns

Name Type Description

worker_pid int Process Id of the worker process

worker_role int Numeric representation of worker role
worker_role_name text Name of the worker role

worker_subid oid Subscription Id if the worker is associated with one
worker_commit_timestamp timestamptz Last commit timestamp processed by this worker if any
worker_local_timestamp timestamptz Local time at which the above commit was processed if

any

bdr.worker_errors

A persistent log of errors from BDR background worker processes.

bdr.worker_errors Columns

Name Type Description

node_group_name name Name of the BDR group

origin_name name Name of the origin node

source_name name

target_name name Name of the target node (normally local node)

sub_name name Name of the subscription

worker_role int4
Internal identifier of the role of this worker
(1: manager, 2: receive, 3: writer, 4: out-
put, 5: extension)

worker_role_name text Role name

worker_pid int4 Process id of the worker causing the error

error_time timestamptz Date and time of the error

error_age interval Duration since error

error_message text Description of the error

error_context_message text Context in which the error happened

remoterelid oid 0Oid of remote relation on that node

subwriter_id oid

subwriter_name name
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bdr.writers

Specific information about BDR writer processes.

bdr.writers Columns

Name Type Description

sub_name name Name of the subscription

pid int Process Id of the worker process

syncing_rel int Oid of the relation being synchronized (if any)
streaming_allowed text Can this writer be target of direct to writer streaming
is_streaming bool Is there transaction being streamed to this writer
remote_xid xid Remote transaction id of the transaction being processed

(if any)

remote_commit_lsn pg_lsn

LSN of last commit processed

commit_queue_position int

Position in the internal commit queue

commit_timestamp timestamptz

Timestamp of last commit processed

bdr.worker_tasks

The bdr.worker_tasks view shows BDR’s current worker launch ratelimiting state as well as some basic statistics

on background worker launchand registration activity.

Unlike the other views listed here, it is not specific to the current databaseand BDR node; state for all BDR nodes on
the current PostgreSQLinstance is shown. Join on the current database to filter it.

bdr.worker_tasks does not track walsenders and output plugins.

bdr.worker_tasks Columns

Column Type Description
task_key_worker_role integer Worker role identifier
task_key_worker_role_name text Worker role name
task_key_dboid oid

Database identifier, if available
datname name

Name of the database, if available
task_key_subid oid

Subscription identifier, if available
sub_name name

Name of the subscription, if available

continues on next page
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Table 60 — continued from previous page

Column Type Description
task_key_ext_libname name Name of the library (most likely bdr)
task_key_ext_funcname name Name of the function entry point
task_key_ext_workername name Name assigned to the worker
task_key_remoterelid oid
Identifier of the remote syncing relation, if
available
task_pid integer Process id of the worker

task_registered

timestamp with time
zone

Worker registration timestamp

since_registered

interval

Interval since the worker registered

task_attached

timestamp with time
zone

Worker attach timestamp

since_attached

interval

Interval since the worker attached

task_exited

timestamp with time
zone

Worker exit timestamp

since_exited

interval

Interval since the worker exited

task success

boolean

Is worker still running?

task_next_launch_not_before

timestamp with time
zone

Timestamp when the worker will be restarted again

until_launch_allowed

interval

Time remaining for next launch

task_last_launch_requestor_pid

integer

Process id that requested launch

task_last_launch_request_time

timestamp with time
zone

Timestamp when the request was made

since_last_request interval Interval since the last request
task_last_launch_request_approvedboolean Did the last request succeed?
task_nrequests integer Number of requests
task_nregistrations integer Number of registrations
task_prev_pid integer Process id of the previous generation

task_prev_registered

timestamp with time
zone

Timestamp of the previous registered task

since_prev_registered

interval

Interval since the previous registration

task_prev_launched

timestamp with time
zone

Timestamp of the previous launch

since_prev_launched

interval

Interval since the previous launch

task_prev_exited

timestamp with time
zone

Timestamp when the previous task exited

since_prev_exited

interval

Interval since the previous task exited

task_first_registered

timestamp with time
zone

Timestamp when the first registration happened

since_first_registered

interval

Interval since the first registration
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bdr.autopartition_work_queue

Contains work items created and processed by autopartition worker. The work items are created ononly one node and

processed on different nodes.

bdr.autopartition_work_queue Columns

Column Type Description
ap_wq_workid bigint The Unique ID of the work item
ap_wq_ruleid int ID of the rule listed in autopartition_rules. Rules are
specified using bdr.autopartition command
ap_wq_relname name Name of the relation being autopartitioned
ap_wq_relnamespace name Name of the tablespace specified in rule for this work
item.
ap_wq_partname name Name of the partition created by the workitem
ap_wq_work_kind char
The work kind can be either ‘c’ (Create Par-
tition), ‘m’ (Migrate Partition), ‘d’ (Drop
Partition), ‘a’ (Alter Partition)
ap_wq_work_sql text SQL query for the work item
ap_wq_work_depends Oid[] Oids of the nodes on which the work item depends

bdr.autopartition_workitem_status

The status of the work items which is updated locally on each node.

bdr.autopartition_workitem_status Columns

Column Type Description

ap_wi_workid bigint The ID of the work item

ap_wi_nodeid Oid Oid of the node on which the work item is being pro-
cessed

ap_wi_status char

The status can be either ‘q’ (Queued), ‘c’
(Complete), ‘f* (Failed), ‘v’ (Unknown)

ap_wi_started_at timestamptz

The start timestamptz of work item

ap_wi_finished_at timestamptz

The end timestamptz of work item
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bdr.autopartition_local_work_queue
Contains work items created and processed by autopartition worker. This issimilar to bdr.autopartition_work_queue,

except that these work items are forlocally managed tables. Each node creates and processes its own local workitems,
independent of other nodes in the cluster.

bdr.autopartition_local_work_queue Columns

Column Type Description

ap_wq_workid bigint The Unique ID of the work item

ap_wq_ruleid int ID of the rule listed in autopartition_rules. Rules are
specified using bdr.autopartition command

ap_wq_relname name Name of the relation being autopartitioned

ap_wq_relnamespace name Name of the tablespace specified in rule for this work
item.

ap_wq_partname name Name of the partition created by the workitem

ap_wq_work_kind char

The work kind can be either ‘c’ (Create Par-
tition), ‘m’ (Migrate Partition), ‘d’ (Drop
Partition), ‘a’ (Alter Partition)

ap_wq_work_sql text SQL query for the work item
ap_wq_work_depends Oid[] Always NULL

bdr.autopartition_local_workitem_status

The status of the work items for locally managed tables.

bdr.autopartition_local_workitem_status Columns

Column Type Description

ap_wi_workid bigint The ID of the work item

ap_wi_nodeid Oid Oid of the node on which the work item is being pro-
cessed

ap_wi_status char

The status can be either ‘q’ (Queued), ‘c’
(Complete), ‘f* (Failed), ‘v’ (Unknown)

ap_wi_started_at timestamptz The start timestamptz of work item
ap_wi_finished_at timestamptz The end timestamptz of work item
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bdr.group_camo_details

Uses bdr.run_on_all_nodes to gather CAMO-related information from all nodes.

bdr.group_camo_details Columns

Name Type Description

node_id text Internal node id

node_name text Name of the node

camo_partner text Node name of the camo partner

is_camo_partner_connected text Connection status

is_camo_partner_ready text Readiness status

camo_transactions_resolved text Are there any pending and unresolved CAMO transac-
tions

apply_Isn text Latest position reported as replayed (visible)

receive_lsn text Latest LSN of any change or message received (can go
backwards in case of restarts)

apply_queue_size text Bytes difference between apply_Isn and receive_Isn

! Note * This catalog is only present when bdr-enteprise extension is installed.

bdr.camo_pairs

Information regarding all the CAMO pairs configured in all the cluster.

bdr.camo_pairs Columns

Name Type Description
node_group_id oid Node group id
left_node_id oid Node id
right_node_id oid Node id

! Note * The names left and right have no special meaning. BDR4 can only configure symmetric CAMO config-
uration, i.e. both nodes in the pair are CAMO partners for each other.

bdr.group_raft_details

Uses bdr.run_on_all_nodes to gather Raft Consensus status from all nodes.
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bdr.group_raft_details Columns

Name Type Description

node_id oid Internal node id

node_name name Name of the node

state text Raft worker state on the node
leader_id oid Node id of the RAFT_LEADER
current_term int Raft election internal id
commit_index int Raft snapshot internal id

nodes int Number of nodes accessible
voting_nodes int Number of nodes voting
protocol_version int Protocol version for this node

bdr.group_replslots_details

Uses bdr.run_on_all_nodes to gather BDR slot information from all nodes.

bdr.group_replslots_details Columns

Name Type Description

node_group_name text Name of the BDR group

origin_name text Name of the origin node

target_name text Name of the target node

slot_name text Slot name on the origin node used by this subscription

active text Is the slot active (does it have a connection attached to
it)

state text

State of the replication (catchup, streaming,
...) or ‘disconnected’ if offline

write_lag interval Approximate lag time for reported write

flush_lag interval Approximate lag time for reported flush

replay_lag interval Approximate lag time for reported replay

sent_lag_bytes int8 Bytes difference between sent_Isn and current WAL
write position

write_lag_bytes int8 Bytes difference between write_Isn and current WAL
write position

flush_lag_bytes int8 Bytes difference between flush_lsn and current WAL
write position

replay_lag_byte int8 Bytes difference between replay_Isn and current WAL

write position
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bdr.group_subscription_summary

Uses bdr.run_on_all_nodes to gather subscription status from all nodes.

bdr.group_subscription_summary Columns

Name Type Description

origin_node_name text Name of the origin of the subscription
target_node_name text Name of the target of the subscription
last_xact_replay_timestamp text Timestamp of the last replayed transaction
sub_lag_seconds text Lag between now and last_xact_replay_timestamp

bdr.group_versions_details

Uses bdr.run_on_all_nodes to gather BDR information from all nodes.

bdr.group_versions_details Columns

Name Type Description

node_id oid Internal node id

node_name name Name of the node
postgres_version text PostgreSQL version on the node
bdr_version text BDR version on the node

2.22.2 Internal Catalogs and Views

bdr.dd1l_epoch

An internal catalog table holding state per DDL epoch.

bdr.ddl_epoch Columns

Name Type Description
ddl_epoch int8 Monotonically increasing epoch number
origin_node_id oid Internal node id of the node that requested creation of

this epoch

epoch_consume_timeout timestamptz

Timeout of this epoch

epoch_consumed boolean

Switches to true as soon as the local node has fully pro-
cessed the epoch
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bdr.internal_node_pre_commit

Internal catalog table; please use the bdr.node_pre_commit view.

11! Note * This catalog is only present when bdr-enteprise extension is installed.

bdr.sequence_kind

An internal state table storing the type of each non-local sequence. The viewbdr.sequences is recommended for
diagnostic purposes.

bdr.sequence_kind Columns

Name Type Description
seqid oid Internal OID of the sequence
segkind char
Internal sequence kind

(‘I’=local,’t’=timeshard,’ g’ =galloc)

bdr.state_journal

An internal node state journal. Please use bdr.state_journal_details fordiagnostic purposes instead.

bdr.state_journal_details

Every change of node state of each node is logged permanently in bdr.state_journalfor diagnostic purposes.This
view provides node names and human-readable state names and carries all ofthe information in that journal.Once a
node has successfully joined, the last state entry will beBDR_PEER_STATE_ACTIVE. This differs from the state of each
replication connectionlisted in bdr.node_slots.state.

bdr.state_journal_details Columns

Name Type Description
state_counter oid
Monotonically increasing event counter,
per node
node_id oid Internal node id
node_name name Name of the node
state oid Internal state id
state_name text Human-readable state name
entered_time timestamptz Point in time the current node observed the state change
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2.23 Monitoring

Monitoring replication setups is important to ensure that your system performs optimallyand does not run out of disk
space or encounter other faults that may halt operations.

It is important to have automated monitoring in place to ensure that if, for example,replication slots start falling badly
behind, the administrator is alerted and cantake proactive action.

EDB provides Postgres Enterprise Manager (PEM), which supports BDR from version 8.1.Alternatively, tools or users
can make their own calls into BDR using the facilitiesdiscussed below.

2.23.1 Monitoring Overview
A BDR Group consists of multiple servers, often referred to as nodes. All of thenodes need to be monitored to ensure
the health of the whole group.

The bdr_monitor role may execute the bdr.monitor functions to provide anassessment of BDR health using one of
three levels:

| 0K - often shown as Green

"WARNING® - often shown as Yellow

"CRITICAL® - often shown as Red

as well as "UNKNOWN™ - for unrecognized situations, often shown as Red

BDR also provides dynamic catalog views that show the instantaneous state of variousinternal metrics and also BDR
metadata catalogs that store the configurationdefaults and/or configuration changes requested by the user. Some of those
viewsand tables are accessible by bdr_monitor or bdr_read_all_stats, but some containuser or internal information that
has higher security requirements.

BDR allows you to monitor each of the nodes individually, or to monitor thewhole group by access to a single node.
If you wish to monitor each node individually,simply connect to each node and issue monitoring requests. If you wish
to monitorthe group from a single node then use the views starting with bdr . group since theserequests make calls to
other nodes to assemble a group-level information set.

If you have been granted access to the bdr.run_on_all_nodes() function bybdr_superuser then you may make your
own calls to all nodes.

2.23.2 Monitoring Node Join and Removal

By default, the node management functions wait for the join or partoperation to complete. This can be turned off
using the respectivewait_for_completion function argument. If waiting is turned off,then to see when a join or part
operation finishes,check the node state indirectly via bdr.node_summary andbdr.state_journal_details.

When called, the helper function bdr.wait_for_join_completion() will causea PostgreSQL session to pause until
all outstanding node join operationscomplete.

Here is an example output of a SELECT query from bdr.node_summary thatindicates that two nodes are active and
another one is joining:
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# SELECT node_name, interface_connstr, peer_state_name,

# node_seq_id, node_local_dbname

# FROM bdr.node_summary;

- [ RECORD 1 ]J----- o -
node_name | nodel

interface_connstr | host=localhost dbname=postgres port=7432
peer_state_name | ACTIVE

node_seq_id | 1

node_local_dbname | postgres

- [ RECORD 2 ]----- R et ettt L e T
node_name | node2

interface_connstr | host=localhost dbname=postgres port=7433
peer_state_name | ACTIVE

node_seq_id | 2

node_local_dbname | postgres

- [ RECORD 3 ]----- e
node_name | node3

interface_connstr | host=localhost dbname=postgres port=7434
peer_state_name | JOINING

node_seq_id | 3

node_local_dbname | postgres

Also, the table “bdr.node_catchup_info <catalogs>"__ will give informationon the catch-up state, which can be
relevant to joining nodes or parting nodes.

When a node is parted, it could be that some nodes in the cluster did not receiveall the data from that parting node. So
it will create a temporary slot froma node that already received that data and can forward it.

The catchup_state can be one of the following:

10 = setup
20 = start
30 = catchup
40 = done

2.23.3 Monitoring Replication Peers

There are two main views used for monitoring of replication activity:

[ bdr.node_slots ] (catalogs) for monitoring outgoing replication

[ bdr.subscription_summary ] (catalogs) for monitoring incoming replication

Most of the information provided by bdr .node_slots can be also obtained by queryingthe standard PostgreSQL repli-
cation monitoring views pg_catalog.pg_stat_replication <https://www.postgresql.org/docs/current/static/
monitoring-stats.html#PG-STAT-REPLICATION-VIEW>"__and " pg_catalog.pg_replication_slots <https://
www.postgresql.org/docs/current/view-pg-replication-slots.html>"__.

Each node has one BDR group slot which should never have a connection to itand will very rarely be marked as active.
This is normal, and does not implysomething is down or disconnected. See "Replication Slots created by BDR
<nodes>"__.
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Monitoring Outgoing Replication

There is an additional view used for monitoring of outgoing replication activity:

[ bdr.node_replication_rates ](catalogs) for monitoring outgoing replication

The bdr.node_replication_rates view gives an overall picture of the outgoingreplication activity along with the
catchup estimates for peer nodes,specifically.

# SELECT * FROM

peer_node_id
target_name
sent_lsn
replay_lsn
replay_lag
replay_lag_bytes
replay_lag_size
apply_rate
catchup_interval

bdr.node_replication_rates;
- [ RECORD 1 J----+-------———-

112898766
nodel
0/28AF99C8
0©/28AF99C8
00:00:00

0

0 bytes
822
00:00:00

~ [ RECORD 2 J---—t--mmmmmmmmm

peer_node_id
target_name
sent_lsn
replay_lsn
replay_lag
replay_lag_bytes
replay_lag_size
apply_rate
catchup_interval

312494765
node3
0/28AF99C8
0/28AF99C8
00:00:00

0

0 bytes
853
00:00:00

The apply_rate above refers to the rate in bytes per second. It is the rateat which the peer is consuming data from the
local node. The replay_lag whena node reconnects to the cluster is immediately set to zero. We are working onfixing
this information; as a workaround, we suggest you use the catchup_intervalcolumn that refers to the time required
for the peer node to catch up to thelocal node data. The other fields are also available via the bdr.node_slotsview,

as explained below.

11! Note * This catalog is only present when bdr-enteprise extension is installed.

Administrators may query bdr.node_slots for outgoing replication from thelocal node. It shows information about
replication status of all other nodesin the group that are known to the current node, as well as any additionalreplication
slots created by BDR on the current node.

# SELECT node_group_name, target_dbname, target_name, slot_name, active_pid,

catalog_xmin, client_addr, sent_lsn, replay_lsn, replay_lag,

#
# replay_lag_bytes, replay_lag_size
# FROM bdr.node_slots;

node_group_name |
target_dbname |
target_name |
slot_name |
active_pid |
catalog_xmin |
client_addr |

[ RECORD 1 J-mmmmmmmmmmmmmmmmoe

bdrgroup

postgres

node3
bdr_postgres_bdrgroup_node3
15089

691

127.0.0.1

(continues on next page)

222

Chapter 2

. Supported PostgreSQL database servers




BDR (Bi-Directional Replication), Release 4.0.0

(continued from previous page)

sent_lsn | 0/23F7B70

replay_lsn | ©/23F7B70

replay_lag | [NULL]

replay_lag_bytes| 120

replay_lag_size | 120 bytes

- [ RECORD 2 J---4----———-mmm oo~
node_group_name | bdrgroup

target_dbname | postgres

target_name | node2

slot_name | bdr_postgres_bdrgroup_node2
active_pid | 15031

catalog_xmin | 691

client_addr | 127.0.0.1

sent_lsn | ©/23F7B70

replay_lsn | ®/23F7B70

replay_lag | [NULL]

replay_lag_bytes| 84211

replay_lag_size | 82 kB

Note that because BDR is a mesh network, to get full view of lag in thecluster, this query has to be executed on all
nodes participating.

replay_lag_bytes reports the difference in WAL positions between the localserver’s current WAL write position and
replay_1lsn, the last positionconfirmed replayed by the peer node. replay_lag_size is just a human-readableform
of the same. It is important to understand that WAL usually contains a lotof writes that are not replicated but still count
in replay_lag_bytes,including VACUUM activity, index changes, writes associated with otherdatabases on the same
node, writes for tables that are not part of areplication set, etc. So the lag in bytes reported here is not the amount ofdata
that must be replicated on the wire to bring the peer node up to date,only the amount of server-side WAL that must be
processed.

Similarly, replay_lag is not a measure of how long the peer node will take tocatch up, or how long it will take
to replay from its current position to thewrite position at the time bdr.node_slots was queried. It measures the
delaybetween when the peer confirmed the most recent commit and the currentwall-clock time. We suggest that you
monitor replay_lag_bytes and replay_lag_sizeor catchup_interval in bdr.node_replication_rates,
as this column is set tozero immediately after the node reconnects.

The lag in both bytes and time does not advance while logical replication isstreaming a transaction. It only changes
when a commit is replicated. So the lagwill tend to “sawtooth”, rising as a transaction is streamed, then falling againas
the peer node commits it, flushes it, and sends confirmation. The reportedLSN positions will “stair-step” instead of
advancing smoothly, for similarreasons.

When replication is disconnected (active = 'f'"), the active_pid columnwill be NULL, as will client_addr and
other fields that only make sensewith an active connection. The state field will be 'disconnected’'. The_lsn
fields will be the same as the confirmed_flush_1sn, since that is thelast position that the client is known for cer-
tain to have replayed to and saved.The _lag fields will show the elapsed time between the most recent confirmed-
flush on the client and the current time, and the _lag_size and _lag_bytesfields will report the distance between
confirmed_flush_lsn and the localserver’s current WAL insert position.

Note: It is normal for restart_1sn to be behind the other 1sn columns;this does not indicate a problem with repli-
cation or a peer node lagging. Therestart_1sn is the position that PostgreSQL’s internal logical decoding mustbe
reading WAL at if interrupted, and generally reflects the position of theoldest transaction that is not yet replicated and
flushed. A very oldrestart_1sn can make replication slow to restart after disconnection andforce retention of more
WAL than is desirable, but will otherwise be harmless.If you are concerned, look for very long running transactions
and forgottenprepared transactions.
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Monitoring Incoming Replication

Incoming replication (also called subscription) can be monitored by queryingthe bdr. subscription_summary view.
This shows the list of known subscriptionsto other nodes in the BDR cluster and the state of the replication worker,

e.g.

# SELECT node_group_name, origin_name, sub_enabled, sub_slot_name,
# subscription_status

# FROM bdr.subscription_summary;

[ RECORD 1 J------- R et

node_group_name | bdrgroup
origin_name | node2
sub_enabled | t
|
|

sub_slot_name bdr_postgres_bdrgroup_nodel

subscription_status | replicating

- [ RECORD 2 J------—- et
node_group_name bdrgroup

origin_name node3

sub_slot_name bdr_postgres_bdrgroup_nodel

|

|
sub_enabled | t

|
subscription_status | replicating

Monitoring WAL senders using LCR

If the Decoding Worker is enabled, information about thecurrent LCR (Logical Change Record) file for each WAL
sender can be monitoredvia the function bdr.wal_sender_stats,e.g.:

postgres=# SELECT * FROM bdr.wal_sender_stats();

pid | is_using_lcr | decoder_slot_name lcr_file_name
————————— i et et i
2059904 | f | |
2059909 | t | bdr_postgres_bdrgroup_decoder |.
—0000000000000000000000140000000000000000
2059916 | t | bdr_postgres_bdrgroup_decoder |.
—0000000000000000000000140000000000000000
(3 rows)

If is_using_lcris FALSE, decoder_slot_name/lcr_file_name will be NULL.This will be the case if the Decoding
Worker is not enabled, or the WAL sender isserving a [logical standby](nodes.md#Logical Standby Nodes).

Additionally, information about the Decoding Worker can be monitored via the functionbdr.get_decoding_worker_stat,
e.g.

postgres=# SELECT * FROM bdr.get_decoding worker_stat();

pid | decoded_upto_lsn | waiting | waiting_for_lsn
————————— R it e e it et
1153091 | O/1ESEEE8 | t | ©/1ES5EFO0
(1 row)
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2.23.4 Monitoring BDR Replication Workers

All BDR workers show up in the system view bdr.stat_activity,which has the same columns and information
content aspg_stat_activity.So this view offers these insights into the state of a BDR system:

The wait_event column has enhanced information, if

— the reason for waiting is related to BDR.

The “query’ column will be blank in BDR workers, except

— when a writer process is executing DDL
The bdr.workers view shows BDR worker specific details, that are notavailable from bdr.stat_activity.

The view bdr .worker_errors shows errors (if any) reported by any workerwhich has a problem continuing the work.
Only active errors are visible in thisview, so if the worker was having transient problems but has recovered, theview
will be empty.

2.23.5 Monitoring BDR Writers

There is another system view bdr.writers to monitor writer activities.This views shows the current status of only
writer workers. It includes:

“sub_name” to identify the subscription which the writer belongs to

"pid’ of the writer process

“streaming_allowed® to know if the writer supports application of

— in-progress streaming transactions

*| "is_streaming" to know if the writer is currently applying a

— streaming transaction

“commit_queue_position® to check the position of the writer in the

— commit queue.

BDR honours commit ordering by following the same commit order ashappened on the origin. In case of parallel
writers, multiple writerscould be applying different transactions at the same time. Thecommit_queue_position
shows in which order they will commit. Value @means that the writer is the first one to commit. Value -1 means thatthe
commit position is not yet known. This can happen for a streamingtransaction or when the writer is not applying any
transaction at themoment.
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2.23.6 Monitoring Global Locks

The global lock, which is currently only used for DDL replication, is a heavyweightlock that exists across the whole
BDR group.

There are currently two types of global locks:

DDL lock, used for serializing all DDL operations on permanent

— (not temporary) objects (i.e. tables) in the database

DML relation lock, used for locking out writes to relations during DDL

— operations that change the relation definition

Either or both entry types may be created for the same transaction, depending onthe type of DDL operation and the
value of the bdr.dd1l_locking setting.

Global locks held on the local node are visible in the “'bdr.global_locks 'view <catalogs#bdrglobal_locks>"__. This
view shows the type of the lock; forrelation locks it shows which relation is being locked, the PID holding thelock (if
local), and whether the lock has been globally granted or not. In caseof global advisory locks, lock_type column
shows GLOBAL_LOCK_ADVISORY andrelation column shows the advisory key(s) on which the lock is acquired.

The following is an example output of bdr.global_locks while running anALTER TABLE statement with bdr.
ddl_locking = on:

# SELECT lock_type, relation, pid FROM bdr.global_locks;
- [ RECORD 1 J-----------——-

lock_type | GLOBAL_LOCK_DDL

relation | [NULL]

pid | 15534

- [ RECORD 2 ]-----—---———-—-
lock_type | GLOBAL_LOCK_DML
relation | someschema.sometable
pid | 15534

See the catalog documentation for details on all fields including locktiming information.

2.23.7 Monitoring Conflicts

Replication conflicts can arise when multiple nodes makechanges that affect the same rows in ways that can interact with
each other.The BDR system should be monitored to ensure that conflicts are identifiedand, where possible, application
changes are made to eliminate them or makethem less frequent.

By default, all conflicts are logged to bdr.conflict_history. Since thiscontains full details of conflicting data, the
rows are protected byrow-level security to ensure they are visible only byowners of replicated tables. Owners should
expect conflicts and analyze themto see which, if any, might be considered as problems to be resolved.

For monitoring purposes use bdr.conflict_history_summary, which doesnot contain user data. An example query
to count the number of conflictsseen within the current day using an efficient query plan is:

SELECT count(*)
FROM bdr.conflict_history_summary
WHERE local_time > date_trunc('day', current_timestamp)
* AND local_time < date_trunc('day', current_timestamp + '1 day');
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2.23.8 External Monitoring
User supplied metadata can be stored to allow monitoring tools to understandand monitor the BDR cluster. By cen-

tralizing this information, externaltools can access any single node and read details about the wholecluster, such as
network cost and warning/alarm thresholds for specificconnections.

bdr_superuser has the privileges on these functions and tables.The view bdr .network_monitoring is also acces-
sible by thebdr_read_all_stats role.

bdr.set node_location

This function inserts node metadata into bdr.node_location

Synopsis

bdr.set_node_location(
node_group_name text,
node_name text,
node_region text,
node_location text);

Parameters

node_group_name - name of the BDR group

node_name - name of the node

node_region - the datacenter site or Region

node_location - the server name, availability zone etc..

bdr.set_network_path_info

This function inserts network path metadata for network paths between nodesinto the table bdr.network_path_info.

Synopsis

bdr.set_network_path_info(
node_group_name text,
regionl text,
region2 text,
locationl text,
location2 text,
network_cost numeric,
warning_threshold numeric,
alarm_threshold numeric)
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Parameters

¢ node_group_name - name of the BDR group

e/ regionl - the origin server name

e|region2 - the remote server name

*| locationl - the origin datacente name

e/ location2 - the remote datacenter name

e network_cost - an abstract value representing the cost of network transfer

e/ warning_threshold - a delay above which a threshold should be raised

el alarm_threshold - a delay above which an alarm should be raised

bdr.network_monitoring view

This view collects information about the network path between nodes.

The configuration of logging is defined by the bdr.alter_node_set_log_configfunction.

2.23.9 Apply Statistics

BDR collects statistics about replication apply, both for each subscriptionand for each table.

Two monitoring views exist: bdr.stat_subscription for subscription statisticsand bdr.stat_relation for rela-
tion statistics. These views both provide:

Number of INSERTs/UPDATEs/DELETEs/TRUNCATEs replicated

Block accesses and cache hit ratio

Total I/0 time for read/write

Number of in-progress transactions streamed to file

Number of in-progress transactions streamed to writers

Number of in-progress streamed transactions committed/aborted

and for relations only, these statistics:

Total time spent processing replication for the relation
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Total lock wait time to acquire lock (if any) for the relation (only)

and for subscriptions only, these statistics:

Number of COMMITs/DDL replicated for the subscription

Number of times this subscription has connected upstream

Tracking of these statistics is controlled by the BDR GUCsbdr.track_subscription_apply and bdr.
track_relation_applyrespectively.

The example output from these would look like this:

# SELECT sub_name, nconnect, ninsert, ncommit, nupdate, ndelete, ntruncate, nddl
FROM bdr.stat_subscription;

- [ RECORD 1 J-----=-————— oo~

sub_name | bdr_regression_bdrgroup_nodel_node2

nconnect | 3

ninsert | 10

ncommit |

nupdate [
ndelete |
ntruncate |
nddl |

NS SV

In this case the subscription connected 3 times to the upstream, inserted10 rows and did 2 DDL commands inside 5
transactions.

Stats counters for these views can be reset to zero using the functionsbdr.reset_subscription_stats and bdr.
reset_relation_stats.

2.23.10 Standard PostgreSQL Statistics Views

Statistics on table and index usage are updated normally by the downstreammaster. This is essential for the correct
function ofautovacuum.If there are no local writes on the downstream master and statistics have not beenreset, these
two views should show corresponding results betweenupstream and downstream:

¢| "pg_stat_user_tables"

‘pg_statio_user_tables’

I Note * We don’t necessarily expect the upstream table statistics to be similar to the downstream ones; we only
expect them to change by the same amounts. Consider the example of a table whose statistics show 1M inserts and 1M
updates; when a new node joins the BDR group, the statistics for the same table in the new node will show 1M inserts
and zero updates. However, from that moment, the upstream and downstream table statistics will change by the same
amounts, because all changes on one side will be replicated to the other side.

Since indexes are used to apply changes, the identifying indexes on thedownstream side may appear more heavily used
with workloads that performUPDATEs and DELETEs than non-identifying indexes are.

The built-in index monitoring views are:

¢| "pg_stat_user_indexes"
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‘pg_statio_user_indexes"

All these views are discussed in detail in thePostgreSQL documentation on the statistics views.

2.23.11 Monitoring BDR Versions
BDR allows running different Postgres versions as well as differentBDR versions across the nodes in the same cluster.
This is useful forupgrading.

The view bdr.group_versions_details uses the functionbdr.run_on_all_nodes() to retrieve Postgres and
BDR versions from all nodesat the same time. For example:

bdrdb=# SELECT node_name, postgres_version, bdr_version
FROM bdr.group_versions_details;

node_name | postgres_version | bdr_version

,,,,,,,,,,, e e

nodel | 14.

node2 | 14.

The recommended setup is to try to have all nodes running the samelatest versions as soon as possible. It is recom-
mendedthat the cluster does not run different BDR versions for too long.

For monitoring purposes, we recommend the following alert levels:

¢| status=UNKNOWN, message=This node is not part of any BDR group

¢/ status=0K, message=All nodes are running same BDR versions

¢| status=WARNING, message=There is at least 1 node that is not accessible

¢| status=WARNING, message=There are node(s) running different BDR versions

— when compared to other nodes

The described behavior is implemented in the functionbdr .monitor_group_versions(), which uses BDR version-
information returned from the view bdr.group_version_detailsto provide a cluster-wide version check. For ex-
ample:

bdrdb=# SELECT * FROM bdr.monitor_group_versions();
status | message
________ +_________________________________________

OK | All nodes are running same BDR versions

2.23.12 Monitoring Raft Consensus

Raft Consensus should be working cluster-wide at all times. The impactof running a BDR cluster without Raft Con-
sensus working might be asfollows:

BDR data changes replication may still be working correctly

Global DDL/DML locks will not work
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Galloc sequences will eventually run out of chunks

Eager Replication will not work

Cluster maintenance operations (join node, part node, promote standby)

— are still allowed but they might not finish (simply hang)

Node statuses might not be correctly synced among the BDR nodes

BDR group replication slot does not advance LSN, thus keeps WAL files on

— disk

The view bdr.group_raft_details uses the functionsbdr.run_on_all_nodes() and bdr.get_raft_status()
to retrieve RaftConsensus status from all nodes at the same time. For example:

bdrdb=# SELECT node_id, node_name, state, leader_id
FROM bdr.group_raft_details;

* node_id | node_name | state | leader_id
———————————— it et
1148549230 | nodel | RAFT_LEADER | 1148549230
3367056606 | node2 | RAFT_FOLLOWER | 1148549230

We can say that Raft Consensus is working correctly if all belowconditions are met:

A valid state ("RAFT_LEADER' or "RAFT_FOLLOWER ) is defined on all

— nodes

Only one of the nodes is the "RAFT_LEADER®

The “leader_id® is the same on all rows and must match the "node_id"

— of the row where state = RAFT_LEADER

From time to time, Raft Consensus will start a new election to define anew RAFT_LEADER. During an election, there
might be an intermediarysituation where there is no RAFT_LEADER and some of the nodes considerthemselves as
RAFT_CANDIDATE. The whole election should not take longerthan bdr.raft_election_timeout (by default it is set
to 6 seconds). Ifthe query above returns an in-election situation, then simply wait forbdr.raft_election_timeout
and run the query again. If afterbdr.raft_election_timeout has passed and some the conditions above arestill not
met, then Raft Consensus is not working.

Raft Consensus might not be working correctly on a single node only;for example one of the nodes does not recognize
the current leader andconsiders itself as a RAFT_CANDIDATE. In this case, it is important tomake sure that:

All BDR nodes are accessible to each other through both regular and

— replication connections (check file pg_hba. conf)

BDR versions are the same on all nodes

“bdr.raft_election_timeout ™ is the same on all nodes
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In some cases, especially if nodes are geographically distant from eachother and/or network latency is high, the default
value ofbdr.raft_election_timeout (6 seconds) might not be enough. If RaftConsensus is still not working even
after making sure everything iscorrect, consider increasing bdr.raft_election_timeout to, say, 30seconds on all
nodes. From BDR 3.6.11 onwards, settingbdr.raft_election_timeout requires only a server reload.

Given how Raft Consensus affects cluster operational tasks, and also asRaft Consensus is directly responsible for
advancing the group slot,we can define monitoring alert levels as follows:

status=UNKNOWN, message=This node is not part of any BDR group

¢| status=0K, message=Raft Consensus is working correctly

¢| status=WARNING, message=There is at least 1 node that is not accessible

*| status=WARNING, message=There are node(s) as RAFT_CANDIDATE, an

— election might be in progress

¢/ status=WARNING, message=There is no RAFT_LEADER, an election might be

— in progress

¢| status=CRITICAL, message=There is a single node in Raft Consensus

¢| status=CRITICAL, message=There are node(s) as RAFT_CANDIDATE while a

— RAFT_LEADER is defined

¢| status=CRITICAL, message=There are node(s) following a leader different

— than the node set as RAFT_LEADER

The described behavior is implemented in the functionbdr . monitor_group_raft (), which uses Raft Consensus sta-
tusinformation returned from the view bdr.group_raft_detailsto provide a cluster-wide Raft check. For example:

bdrdb=# SELECT * FROM bdr.monitor_group_raft();
status | message

,,,,,,,, o
OK | Raft Consensus is working correctly

2.23.13 Monitoring Replication Slots

Each BDR node keeps:

*|One replication slot per active BDR peer

One group replication slot

For example:

bdrdb=# SELECT slot_name, database, active, confirmed_flush_lsn
FROM pg_replication_slots ORDER BY slot_name;
* slot_name | database | active | confirmed_flush_lsn

(continues on next page)
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(continued from previous page)

—————————————————————————— e et e it e
bdr_bdrdb_bdrgroup | bdrdb | £ | ©/3110A08
bdr_bdrdb_bdrgroup_node2 | bdrdb | t | ©/31F4670
bdr_bdrdb_bdrgroup_node3 | bdrdb | t | ©/31F4670
bdr_bdrdb_bdrgroup_node4 | bdrdb | t | ©/31F4670

Peer slot names follow the convention bdr_<DATABASE>_<GROUP>_<PEER>,while the BDR group slot
name follows the conventionbdr_<DATABASE>_<GROUP>, which can be accessed using the functionbdr.
local_group_slot_name().

Peer replication slots should be active on all nodes at all times.If a peer replication slot is not active, then it might mean:

¢| The corresponding peer is shutdown or not accessible; or

BDR replication is broken.

Grep the log file for ERROR or FATAL and also check bdr.worker_errors onall nodes. The root cause might be, for
example, an incompatible DDL wasexecuted with DDL replication disabled on one of the nodes.

The BDR group replication slot is however inactive most of the time. BDRmaintains this slot and advances its LSN
when all other peers have alreadyconsumed the corresponding transactions. Consequently it is not necessary tomonitor
the status of the group slot.

The function bdr .monitor_local_replslots() provides a summary of whether allBDR node replication slots are
working as expected, e.g.:

bdrdb=# SELECT * FROM bdr.monitor_local_replslots();
status | message

________ el __
OK | All BDR replication slots are working correctly

One of the following status summaries will be returned:

¢| "UNKNOWN" : "This node is not part of any BDR group’

*| "OK': "All BDR replication slots are working correctly’

¢/ "OK": "This node is part of a subscriber-only group’

¢ "CRITICAL : "There is at least 1 BDR replication slot which is inactive’

¢ "CRITICAL : "There is at least 1 BDR replication slot which is missing’
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2.23.14 Monitoring Transaction COMMITs

By default, BDR transactions commit only on the local node. In that case,transaction COMMIT will be processed quickly.

BDR can be used with standard PostgreSQL synchronous replication, whileBDR also provides two new transaction
commit modes: CAMO and Eagerreplication. Each of these modes provides additional robustnessfeatures, though
at the expense of additional latency at COMMIT.The additional time at COMMIT can be monitored dynamically using
thebdr.stat_activity catalog, where processes report different wait_eventstates. A transaction in COMMIT wait-
ing for confirmations from one ormore synchronous standbys reports a SyncRep wait event, whereas thetwo new modes
report EagerRep.

2.24 BDR System Functions

BDR management is primarily accomplished via SQL-callable functions.All functions in BDR are exposed in the bdr
schema. Any calls to thesefunctions should be schema-qualified, rather than putting bdr in thesearch_path.

This page contains additional system functions that are not described in theother sections of the documentation.
2.24.1 Version Information Functions

bdr.bdr_version

This function retrieves the textual representation of the BDR version that iscurrently in use.

bdr.bdr_version_num
This function retrieves a numerical representation of the BDR version that iscurrently in use. Version numbers are
monotonically increasing, allowing thisvalue to be used for less-than and greater-than comparisons.

The following formula is used to turn the version number consisting ofmajor version, minor verion and patch release
into a single numericalvalue:

MAJOR_VERSION * 10000 + MINOR_VERSION * 100 + PATCH_RELEASE

2.24.2 System and Progress Information Parameters

BDR exposes some parameters that can be queried via SHOW in psqlor using PQparameterStatus (or equivalent)
from a clientapplication. This section lists all such parameters BDR reports to.

bdr.local_node _id
Upon session initialization, this is set to the node id the client isconnected to. This allows an application to figure out
what node itis connected to even behind a transparent proxy.

It is also used in combination with CAMO, see the[ CAMO.md#connection-pools-and-proxies](Connection pools and
proxies)section.
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bdr.last_committed_Isn

After every COMMIT of an asynchronous transaction, this parameter is updated topoint to the end of the commit record on
the origin node. Incombination with bdr.wait_for_apply_queue, this allows applicationsto perform causal reads
across multiple nodes, i.e. to wait until a transactionbecomes remotely visible.

transaction_id
As soon as Postgres assigns a transaction id, this parameter isupdated to show the transaction id just assigned, ift CAMO
is enabled.

I Note * This is only available on EDB Postgres Extended.

2.24.3 Utility Functions

bdr.wait_slot_confirm_Isn

Allows the user to wait until the last write on this session has been replayedto one or all nodes.

Waits until a slot passes certain LSN. If no position is supplied, thecurrent write position is used on the local node.
If no slot name is passed, it will wait until all BDR slots pass the LSN.

The function polls every 1000ms for changes from other nodes.

If a slot is dropped concurrently the wait will end for that slot.If a node is currently down and is not updating its slot
then the wait will continue.You may wish to set statement_timeout to complete earlier in that case.

Synopsis

bdr.wait_slot_confirm_lsn(slot_name text DEFAULT NULL, target_lsn pg_lsn DEFAULT NULL)

Parameters

“slot_name’ - name of replication slot, or if NULL, all BDR slots (only)

“target_lsn® - LSN to wait for, or if NULL, use the current write LSN on the

— local node

bdr.wait_for_apply_queue

The function bdr.wait_for_apply_queue allows a BDR node to wait forthe local application of certain transactions
originating from a givenBDR node. It will return only after all transactions from that peernode are applied locally. An
application or a proxy can use thisfunction to prevent stale reads.

For convenience, BDR provides a special variant of this function forCAMO and the CAMO partner node,
seebdr.wait_for_camo_partner_queue.

In case a specific LSN is given, that’s the point in the recoverystream from the peer to wait for. This can be used in
combinationwith bdr.last_committed_lsn retrieved from that peer node on aprevious or concurrent connection.
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If the given target_1sn is NULL, this function checks the localreceive buffer and uses the LSN of the last transac-
tion received fromthe given peer node. Effectively waiting for all transactions alreadyreceived to be applied. This is
especially useful in case the peernode has failed and it’s not known which transactions have been sent.Note that in this
case, transactions that are still in transit orbuffered on the sender side are not waited for.

Synopsis

bdr.wait_for_apply_queue(peer_node_name TEXT, target_lsn pg_lsn)

Parameters

"peer_node_name” - the name of the peer node from which incoming

— transactions are expected to be queued and which should be waited

— for. If NULL, waits for all peer node’s apply queue to be consumed.

“target_lsn’® - the LSN in the replication stream from the peer node

— to wait for, usually learned via bdr.last_committed_lsn from the

— peer node.

bdr.get_node_sub_receive_Isn

This function can be used on a subscriber to get the last LSN that hasbeen received from the given origin. Either filtered
to take intoaccount only relevant LSN increments for transactions to be applied orunfiltered.

The difference between the output of this function and the output ofbdr.get_node_sub_apply_lsn() measures the
size of the correspondingapply queue.

Synopsis

bdr.get_node_sub_receive_lsn(node_name name, committed bool default true)

Parameters

‘node_name” - the name of the node which is the source of the

— replication stream whose LSN we are retrieving/

‘committed® - the default (true) makes this function take into

— account only commits of transactions received, rather than the last
— LSN overall; including actions that have no effect on the subscriber

— node.
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bdr.get_node_sub_apply_Isn

This function can be used on a subscriber to get the last LSN that hasbeen received and applied from the given origin.

Synopsis

bdr.get_node_sub_apply_lsn(node_name name)

Parameters

‘node_name”~ - the name of the node which is the source of the

— replication stream whose LSN we are retrieving.

bdr.run_on_all_nodes

Function to run a query on all nodes.

1!l Warning * This function will run an arbitrary query on a remote node with the privileges of the user used for
the internode connections as specified in the node’s DSN. Caution needs to be taken when granting privileges to this
function.

Synopsis

bdr.run_on_all_nodes(query text)

Parameters

e| "query"’ - arbitrary query to be executed.

Notes

This function will connect to other nodes and execute the query, returninga result from each of them in json format.
Multiple rows may be returned fromeach node, encoded as a json array. Any errors, such as being unable toconnect
because a node is down, will be shown in the response field.No explicit statement_timeout or other runtime parameters
are set, sodefaults will be used.

This function does not go through normal replication, it uses direct clientconnection to all known nodes. By default,
the connection is createdwith bdr.ddl_replication = off, since the command are already being sentto all of the nodes in
the cluster.

Be careful when using this function since you risk breaking replicationand causing inconsistencies between nodes. Use
either transparent DDLreplication or bdr.bdr_replicate_ddl_command() to replicate DDL.DDL may be blocked
in a future release.
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Example

It’s useful to use this function in monitoring, for example in the followingquery:

SELECT bdr.run_on_all_nodes($$
SELECT local_slot_name, origin_name, target_name, replay_lag_size
* FROM bdr.node_slots
* WHERE origin_name IS NOT NULL

$$);

... will return something like this on a two node cluster:

[
{
"dsn": "host=nodel port=5432 dbname=bdrdb user=postgres ",
"node_id": "2232128708",
"response": {
"command_status": "SELECT 1",
"command_tuples": [
{
"origin_name": "nodel",
"target_name": "node2",
"local_slot_name": "bdr_bdrdb_bdrgroup_node2",
"replay_lag_size": "0 bytes"
}
]
1,
"node_name": "nodel"
1,
{
"dsn": "host=node2 port=5432 dbname=bdrdb user=postgres ",
"node_id": "2058684375",
"response": {
"command_status": "SELECT 1",
"command_tuples": [
{
"origin_name": "node2",
"target_name": "nodel",
"local_slot_name": "bdr_bdrdb_bdrgroup_nodel",
"replay_lag_size": "0 bytes"
}
]
}l
"node_name": "node2"
}
]
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bdr.run_on_nodes

Function to run a query on a specified list of nodes.

I Warning * This function will run an arbitrary query on remote nodes with the privileges of the user used for
the internode connections as specified in the node’s DSN. Caution needs to be taken when granting privileges to this
function.

Synopsis

bdr.run_on_nodes(node_names text[], query text)

Parameters
¢| 'node_names" - text ARRAY of node names where query will be executed.
e| "query"’ - arbitrary query to be executed.

Notes

This function will connect to other nodes and execute the query, returninga result from each of them in json format.
Multiple rows may be returned fromeach node, encoded as a json array. Any errors, such as being unable toconnect
because a node is down, will be shown in the response field.No explicit statement_timeout or other runtime parameters
are set, sodefaults will be used.

This function does not go through normal replication, it uses direct clientconnection to all known nodes. By default,
the connection is createdwith bdr.ddl_replication = off, since the command are already being sentto all of the nodes in
the cluster.

Be careful when using this function since you risk breaking replicationand causing inconsistencies between nodes. Use
either transparent DDLreplication or bdr.bdr_replicate_ddl_command() to replicate DDL.DDL may be blocked
in a future release.

bdr.run_on_group

Function to run a query on a group of nodes.

1!l Warning * This function will run an arbitrary query on remote nodes with the privileges of the user used for
the internode connections as specified in the node’s DSN. Caution needs to be taken when granting privileges to this
function.
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Synopsis

bdr.run_on_group(node_group_name text, query text)

Parameters
*| 'node_group_name’ - name of node group where query will be executed.
e| "query” - arbitrary query to be executed.

Notes

This function will connect to other nodes and execute the query, returninga result from each of them in json format.
Multiple rows may be returned fromeach node, encoded as a json array. Any errors, such as being unable toconnect
because a node is down, will be shown in the response field.No explicit statement_timeout or other runtime parameters
are set, sodefaults will be used.

This function does not go through normal replication, it uses direct clientconnection to all known nodes. By default,
the connection is createdwith bdr.dd]_replication = off, since the command are already being sentto all of the nodes in
the cluster.

Be careful when using this function since you risk breaking replicationand causing inconsistencies between nodes. Use
either transparent DDLreplication or bdr.bdr_replicate_ddl_command() to replicate DDL.DDL may be blocked
in a future release.

bdr.global_lock_table

This function will acquire a global DML locks on a given table.See DDL Locking Details for informationabout global
DML lock.

Synopsis

bdr.global_lock_table(relation regclass)

Parameters

‘relation’ - name or 0id of the relation to be locked.
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Notes

This function will acquire the global DML lock independently of thedd1_locking setting.

The bdr.global_lock_table function requires UPDATE, DELETE, or TRUNCATEprivilege on the locked relation,
unless bdr.backwards_compatibility isset is set to 30618 or below.

bdr.wait_for_xid_progress
This function can be used to wait for the given transaction (identifiedby it’s XID) originated at the given node (identified

by it’s node id)to make enough progress on the cluster. The progress is defined as thetransaction being applied on a
node and this node having seen allother replication changes done before the transaction is applied.

Synopsis

bdr.wait_for_xid_progress(origin_node_id oid, origin_topxid int4, allnodes boolean.
DEFAULT true)

Parameters
¢| "origin_node_id" - node id of the node where the transaction was
— originated.
e| "origin_topxid® - XID of the transaction.
e/ "allnodes” - if “true’ then wait for the transaction to progress on

— all nodes. Otherwise only wait for the current node.

Notes

The function can be used only for those transactions that havereplicated a DDL command because only those transac-
tions are trackedcurrently. If a wrong origin_node_id or origin_topxid is supplied,the function may wait forever
or until statement_timeout is hit.

bdr.local_group_slot_name

Returns the name of the group slot on the local node.
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Example

bdrdb=# SELECT bdr.local_group_slot_name();
local_group_slot_name

bdr_bdrdb_bdrgroup

bdr.node_group_type
Returns the type of the given node group. Returned value is same as whatwas passed to bdr.create_node_group()

when the node group was created,except normal is returned if the node_group_type was passed as NULLwhen the
group was created.

Example

bdrdb=# SELECT bdr.node_group_type('bdrgroup');
node_group_type

2.24.4 Global Advisory Locks

BDR supports global advisory locks. These locks are very similar to the advisory locks available in PostgreSQL except
that theadvisory locks supported by BDR are global in nature. They follow semanticssimilar to DDL locks. So an
advisory lock is obtained by majority consensus andhence can be used even if one or more nodes are down or lagging
behind, as longas a majority of all nodes can work together.

Currently we only support EXCLUSIVE locks. So if another node or anotherbackend on the same node has already
acquired the advisory lock on the object,then other nodes or backends must wait for the lock to be released.

Advisory lock is transactional in nature. So the lock is automatically releasedwhen the transaction ends unless it is
explicitly released before the end ofthe transaction, in which case it will be available as soon as it’s released.Session
level advisory locks are not currently supported.

Global advisory locks are re-entrant. So if the same resource is locked threetimes it must then be unlocked three times
to be released for other sessions’use.

bdr.global_advisory_lock

This function acquires an EXCLUSIVE lock on the provided object. If the lock isnot available, then it will wait until
the lock becomes available or thebdr.global_lock_timeout is reached.
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Synopsis

bdr.global_advisory_lock(key bigint)

parameters

"key® - the object on which an advisory lock is acquired.

Synopsis

bdr.global_advisory_lock(keyl integer, key2 integer)

parameters
¢| "keyl® - first part of the composite key.
*| "key2" - second part of the composite key.

bdr.global_advisory_unlock

This function released previously acquired lock on the application definedsource. The lock must have been previously
obtained in the same transaction bythe application, otherwise an ERROR is raised.

Synopsis

bdr.global_advisory_unlock(key bigint)

parameters

"key’ - the object on which advisory lock is acquired.

Synopsis

bdr.global_advisory_unlock(keyl integer, key2 integer)
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parameters

“keyl® - first part of the composite key.

“key2"® - second part of the composite key.
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2.26 ’Appendix A

2.26.1 BDR 4.0.0

BDR 4.0 is a new major version of BDR and adopted with this release number issemantic versioning (for details see
semver.org). The two previous majorversions are 3.7 and 3.6.

Improvements

BDR on EDB Postgres Advanced 14 now supports following features

— which were previously only available on EDB Postgres Extended:

— % Commit At Most Once - a consistency feature helping an application to commit each transaction only
once, even in the presence of node failures - Eager Replication - synchronizes between the nodes of
the cluster before committing a transaction to provide conflict free replication - Decoding Worker
- separation of decoding into separate worker from wal senders allowing for better scalability with
many nodes - Estimates for Replication Catch-up times - Timestamp-based Snapshots - providing
consistent reads across multiple nodes for retrieving data as they appeared or will appear at a given
time - Automated dynamic configuration of row freezing to improve consistency of UPDATE/DELETE
conflicts resolution in certain corner cases - Assesment checks - Support for handling missing partitions
as conflicts rather than errors - Advanced DDL Handling for NOT VALID constraints and ALTER
TABLE

BDR on community version of PostgreSQL 12-14 now supports following features

— which were previously only available on EDB Postgres Advanced or
— EDB Postgres Extended:

— * Conflict-free Replicated Data Types - additional data types which provide mathematically proven con-
sistency in asynchronous multi-master update scenarios - Column Level Conflict Resolution - ability
to use per column last-update wins resolution so that UPDATEs on different fields can be “merged”
without losing either of them - Transform Triggers - triggers that are executed on the incoming stream
of data providing ability to modify it or to do advanced programmatic filtering - Conflict triggers -
triggers which are called when conflict is detected, providing a way to use custom conflict resolution
techniques - CREATE TABLE AS replication - Parallel Apply - allow multiple writers to apply the
incoming changes

Support streaming of large transactions.

— This allows BDR to stream a large transaction (greater than logical_decoding_work_mem in size) either
to a file on the downstream or to a writer process. This ensures that the transaction is decoded even before
it’'s committed, thus improving parallelism. Further, the transaction can even be applied concurrently if
streamed straight to a writer. This improves parallelism even more.

— When large transactions are streamed to files, they are decoded and the decoded changes are sent to the
downstream even before they are committed. The changes are written to a set of files and applied when the
transaction finally commits. If the transaction aborts, the changes are discarded, thus wasting resources on
both upstream and downstream.

— Sub-transactions are also handled automatically.

— This feature is available on PostgreSQL 14, EDB Postgres Extended 13+ and EDB Postgres Advanced 14,
see Feature Compatibility appendix for more details on which features can be used on which versions of
Postgres.
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The differences that existed in earlier versions of BDR between standard

and enterprise edition have been removed. With BDR 4.0 there is one extension

for each supported Postgres distribution and version, i.e., PostgreSQL v12-14,

EDB Postgres Extended v12-14, and EDB Postgres Advanced 12-14.

Not all features are available on all versions of PostgreSQL, the available features are reported via feature
flags using either bdr_config command line utility or bdr.bdr_features() database function. See
Feature Compatibility appendix for more details.

There is no pglogical 4.0 extension that corresponds to the BDR 4.0 extension.

— BDR no longer has a requirement for pglogical.

— This means also that only BDR extension and schema exist and any configuration parameters were renamed
from pglogical. to bdr..

Some configuration options have change defaults for better post-install

— experience:

— % Parallel apply is now enabled by default (with 2 writers). Allows for better performance, especially
with streaming enabled. - COPY and CREATE INDEX CONCURRENTLY are now streamed directly to
writer in parallel (on Postgres versions where streaming is supported) to all available nodes by default,
eliminating or at least reducing replication lag spikes after these operations. - The timeout for global
locks have been increased to 10 minutes - The bdr.min_worker_backoff_delay now defaults to 1s
so that subscriptions retry connection only once per second on error

Greatly reduced the chance of false positives in conflict detection during

— node join for table that use origin based conflict detection

Move configuration of CAMO pairs to Raft (CAMO)

— Toreduce chances of misconfiguration and make CAMO pairs within the BDR cluster known globally, move
the CAMO configuration from the individual node’s postgresql.conf to BDR system catalogs managed by
Raft. This for example can prevent against inadvertently dropping a node that’s still configured to be a
CAMO partner for another active node.

— Please see the Upgrades chapter for details on the upgrade process.

— This deprecates GUCs bdr. camo_partner_of and bdr.camo_origin_for and replaces the functions
bdr.get_configured_camo_origin_for() and get_configured_camo_partner_of with bdr.
get_configured_camo_partner.

Upgrades

This release supports upgrading from the following version of BDR:

3.7.13.1

Please make sure you read and understand the process and limitations describedin the Upgrade Guide before upgrading.
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2.27 ’Appendix B

Some features of BDR only work on specific version of Postgres that’s capable ofsupporting those features. There is
also difference in what features work onPostgreSQL, EDB Postgres Extended and EDB Postgres Advanced variants of

Postgres.

The following table lists features of BDR and whether they are supported bygiven variant of Postgres and optionally

from which version.

tables with TOAST

Feature PostgreSQL EDB Postgres Ex- | EDB Postgres Advanced
tended

Commit At Most Once | N Y 14+
(CAMO)

Eager Replication N Y 14+
Decoding Worker N 13+ 14+
Assesment Tooling N Y 14+
Lag Tracker N Y 14+
Timestamp Snapshots N Y 14+
Transaction Streaming 14+ 13+ 14+
Missing Partition Conflict | N Y 14+
No UPDATE Trigger on | N Y 14+

2.28 ’Appendix C

2.29 'Appendix D

This section discusses currently known issues in BDR4.

2.29.1 Data Consistency

Please remember to read about Conflicts to understandthe implications of the asynchronous operation mode in terms

of dataconsistency.

2.29.2 List of Issues

In the remaining part of this section we list a number of known issuesthat are tracked in BDR’s ticketing system, each
marked with anunique identifier.

If the resolver for the “update_origin_change’ conflict

Conflicts chapter, skip is not the default

concurrent updates of the same row are repeatedly applied on two
different nodes, then one of the update statements might hang due

to a deadlock with the BDR writer. As mentioned in the

is set to skip, and synchronous_commit=remote_apply is used, and

2.27. 'Appendix B
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— resolver for the update_origin_change conflict, and this

— combination is not intended to be used in production: it discards
— one of the two conflicting updates based on the order of arrival
— on that node, which is likely to cause a divergent cluster.

— In the rare situation that you do choose to use the skip

— conflict resolver, please note the issue with the use of the

— remote_apply mode.

°/A "galloc’ sequence might skip some chunks if the

— sequence is created in a rolled back transaction and then created

— again with the same name, or if it is created and dropped when DDL
— replication is not active and then it is created again when DDL

— replication is active.

— The impact of the problem is mild, because the sequence

— guarantees are not violated; the sequence will only skip some

— initial chunks. Also, as a workaround the user can specify the

— starting value for the sequence as an argument to the

— bdr.alter_sequence_set_kind() function.

Upgrades on PG Extended 13 from BDR 3.7.7 are only supported by adding

— new nodes, and not through in-place upgrade of the same data directory.

The “bdr.monitor_local_replslots()’ function may return CRITICAL result

— saying “There is at least 1 BDR replication slot which is missing” even if
— all slots exists in presence of logical standbys or subscribe-only node

— groups.

Decoding Worker feature does not work with CAMO/EAGER

Decoding Worker works only with the default replication sets

2.30 ’Appendix E

In this section we list the libraries used by BDR4, with thecorresponding licenses.

Library License

LLVM BSD (3-clause)

OpenSSL SSLeay License AND OpenSSL License
Libpq PostgreSQL License
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2.30.1 LLVM

Copyright © 1994 The Regents of the University of California. Allrights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted provided that the fol-
lowing conditionsare met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.3. Neither
the name of the University nor the names of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS " AS IS"TAND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULARPURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE REGENTS OR CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, ORCONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OFSUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; ORBUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCEOR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVENIF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

2.30.2 OpenSSL

Copyright © 1998-2004 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted provided that the fol-
lowing conditionsare met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http:
/Iwww.openssl.org/)%22

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products de-
rived from this software without prior written permission. For written permission, please contact openssl-
coreopenssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: “This product includes soft-
ware developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)%22

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS” AND ANYEXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THEIMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULARPURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT ORITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUTNOT LIMITED TO, PROCUREMENT
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OF SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUP-
TION)HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,STRICT LIA-
BILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISEDOF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young(eaycryptsoft.com). This product includes software
written by TimHudson (tjhcryptsoft.com).

2.30.3 Original SSLeay Licence

Copyright © 1995-1998 Eric Young (eaycryptsoft.com)All rights reserved.

This package is an SSL implementation writtenby Eric Young (eaycryptsoft.com).The implementation was written so
as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long asthe following conditions are aheared to. The
following conditionsapply to all code found in this distribution, be it the RC4, RSA,lhash, DES, etc., code; not just the
SSL code. The SSL documentationincluded with this distribution is covered by the same copyright termsexcept that
the holder is Tim Hudson (tjhcryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices inthe code are not to be removed.If this package
is used in a product, Eric Young should be given attributionas the author of the parts of the library used.This can be in
the form of a textual message at program startup orin documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted provided that the fol-
lowing conditionsare met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following dis-
claimer.2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.3. All adver-
tising materials mentioning features or use of this software must display the following acknowledgement: “This
product includes cryptographic software written by Eric Young (eaycryptsoft.com)” The word ‘cryptographic’
can be left out if the rouines from the library being used are not cryptographic related :-).4. If you include any
Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement: “This product includes software written by Tim Hudson (tjhcryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “"AS IS” ANDANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THEIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBU-
TORS BE LIABLEFOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUEN-
TIALDAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICTLIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE, EVEN IF AD-
VISED OF THE POSSIBILITY OFSUCH DAMAGE.

The licence and distribution terms for any publically available version orderivative of this code cannot be changed.
i.e. this code cannot simply becopied and put under another distribution licence[including the GNU Public Licence.]
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2.30.4 PostgreSQL License

PostgreSQL Database Management System(formerly known as Postgres, then as Postgres95)
Portions Copyright © 1996-2020, The PostgreSQL Global Development Group
Portions Copyright © 1994, The Regents of the University of California

Permission to use, copy, modify, and distribute this software and itsdocumentation for any purpose, without fee, and
without a written agreementis hereby granted, provided that the above copyright notice and this paragraphand the
following two paragraphs appear in all copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FORDIRECT, IN-
DIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, INCLUDINGLOST PROFITS, ARISING
OUT OF THE USE OF THIS SOFTWARE AND ITS DOCUMENTATION,EVEN IF THE UNIVERSITY OF CAL-
IFORNIA HAS BEEN ADVISED OF THE POSSIBILITY OFSUCH DAMAGE.

THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES, INCLUDING,BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FORA PARTICU-
LAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER IS ON AN “AS IS” BASIS,AND THE UNIVERSITY
OF CALIFORNIA HAS NO OBLIGATIONS TO PROVIDE MAINTENANCE,SUPPORT, UPDATES, ENHANCE-
MENTS, OR MODIFICATIONS.

2.31 CAMO Clients
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