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The PEM Server - PEM Agent Connection
Management Mechanism
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Connecting to the PEM database without pgBouncer
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Connecting to pgBouncer.
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Preparing the PEM Database Server
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1. PEMT—4% ~X—ZH—/\IC pgbouncer &RIfHTOERI—FZERLET, 4 :

pem=# CREATE USER pgbouncer PASSWORD 'ANY_PASSWORD' LOGIN;
CREATE ROLE

2. PEMT—49 X=Xt —/VT, pem_admin &X' pem_agent_pool role X /\—I v
7% D pem_adminl GEIfTIFOI—Y GEX—/\—1—Y) ZERLET, fl -

pem=# CREATE USER pem_adminl PASSWORD ‘ANY_PASSWORD' LOGIN
CREATEROLE;

CREATE ROLE

pem=# GRANT pem_admin, pem_agent_pool TO pem_adminl;
GRANT ROLE

3. pem T—H~X—2D pgbouncer L—1|T CONNECT $EZMELET, Hl :



pem=# GRANT CONNECT ON DATABASE pem TO pgbouncer ;GRANT USAGE ON
SCHEMA pem TO pgbouncer;
GRANT

4. pemT—H N—2D pem XAF—< D pgbouncer L—1H|C USAGE FFEZ TS5 L £,
) :

pem=# GRANT USAGE ON SCHEMA pem TO pgbouncer;
GRANT

5. pem T—Y~X—ZD pem.get_agent_pool_auth(text) 77>o ¥ 3V
@ pgbouncer I1—1f(C EXECUTE $fEZXME5ULET, -

pem=# GRANT EXECUTE ON FUNCTION pem.get_agent_pool_auth(text) TO
pgbouncer;
GRANT

6. pem.create_proxy_agent_user(varchar) 77> a>v%{#ERLT. PEMT—%
N—2ZH—/\IC pem_agent_userl ZEIFITDI—HFZIERLET, fl :

pem=# SELECT pem.create_proxy_agent_user('pem_agent_userl');
create_proxy_agent_user

(1 row)

o« ZDTFYYYAVIE. TVHLINAT—RTEUAROI - —%ERL., D1~
HIC pem_agent &KV pem_agent_pool O—/LEMELI—Y, ThickD.
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7. PEMT7T—4% X—XH%—/X®D pg_hba.conf 771 ILDRAY—KMITROITY N EEBML
£, Ihic kD, pgBouncerI—HIEmd55BEEAX Y v RZEFERA L TpemT —% N—2
ICEHRTEEXT, Al :

# Allow the PEM agent proxy user (used by
# pgbouncer) to connect the to PEM server using
# md5

local pem pgbouncer,pem_adminl md5

Configuring PgBouncer
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1.9—XFI V1> RO%ZRE. pgBouncerT « LU NUICBENL T,

2. pgBouncer ( pgbouncer.ini NFET D) D etc T« L7 N DEFAEE% enterpris
edb ICEEL, T LIV NUERZ 0700 ICEELFT, fl:

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9
$ chmod 0700 /etc/edb/pgbouncerl.9

3. pgbouncer.ini F7zIl& edb-pgbouncer.ini 7 7 AL OABRERDLSICEBELF
ElR



[databases]

;3 Change the pool_size according to maximum connections allowed
;; to the PEM database server as required.

;3 'auth_user' will be used for authenticate the db user (proxy
;3 agent user in our case)

pem = port=5444 host=/tmp dbname=pem auth_user=pgbouncer
pool_size=80 pool_mode=transaction

* = port=5444 host=/tmp dbname=pem auth_user=pgbouncer
pool_size=10

[pgbouncer]

logfile = /var/log/edb/pgbouncerl.9/edb—-pgbouncer-1.9. log
pidfile = /var/run/edb/pgbouncerl.9/edb-pgbouncer-1.9.pid
listen_addr = x

;5 Agent needs to use this port to connect the pem database now
listen_port = 6432

;3 Require to support for the SSL Certificate authentications
;; for PEM Agents

client_tls_sslmode = require

;3 These are the root.crt, server.key, server.crt files present
;5 in the present under the data directory of the PEM database
;3 server, used by the PEM Agents for connections.
client_tls_ca_file = /var/lib/edb/asll/data/root.crt
client_tls_key_file = /var/lib/edb/asll/data/server.key
client_tls_cert_file = /var/lib/edb/asll/data/server.crt

;5 Use hba file for client connections

auth_type = hba

;3 Authentication file, Reference:

;3 https://pgbouncer.github.io/config.html#auth_file

auth_file = /etc/edb/pgbouncerl.9/userlist.txt

;3 HBA file

auth_hba_file = /etc/edb/pgbouncerl.9/hba_file

;3 Use pem.get_agent_pool_auth(TEXT) function to authenticate
;3 the db user (used as a proxy agent user).

auth_query = SELECT % FROM pem.get_agent_pool_auth($1)

;3 DB User for administration of the pgbouncer

admin_users = pem_adminl

;3 DB User for collecting the statistics of pgbouncer
stats_users = pem_adminl

server_reset_query = DISCARD ALL

;» Change based on the number of agents installed/required
max_client_conn = 500

;3 Close server connection if its not been used in this time.
;3 Allows to clean unnecessary connections from pool after peak.
server_idle_timeout = 60

4RDAN Y RZfERAL T, PgBouncer® /etc/edb/pgbouncerl.9/userlist.txt 2
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pem=# COPY (

SELECT 'pgbouncer'::TEXT, 'pgbouncer_password'
UNION ALL

SELECT 'pem_adminl'::TEXT, 'pem_adminl_password'
TO '/etc/edb/pgbouncerl.9/userlist.txt'

WITH (FORMAT CSV, DELIMITER ' ', FORCE_QUOTE x);

COPY 2

o Il Note

o A—/\—2—F&. PEMEBEEY T —T 7> 3 pem.get_proxy_auth(text) %
HOHETENTEETA, pem_admin I—HHNRA—/—2—HTHBIFE. /LR
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5RDAV T = &L PgBouncer®HBAT 7 A
JU (/etc/edb/pgbouncerl.9/hba_file) Z/ER L E T,

# Use authentication method md5 for the local connections to
# connect pem database & pgbouncer (virtual) database.

local pgbouncer all md5

# Use authentication method md5 for the remote connections to
# connect to pgbouncer (virtual database) using enterprisedb
# user.

host pgbouncer,pem pem_adminl 0.0.0.0/0 md5

# Use authentication method cert for the TCP/IP connections to
# connect the pem database using pem_agent_userl

hostssl pem pem_agent_userl 0.0.0.0/0 cert

6. HBAZ 71 JL (/etc/edb/pgbouncerl.9/hba_file) MFiFE% enterprisedb ([CEFE
U. T« L2V NVUER% 0600 ICEELET, fl:

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9/hba_file
$ chmod 0600 /etc/edb/pgbouncerl.9/hba_file

7. PgBouncer7 —EXZBMICL T, Y —EXZXY—F LT —EZX, fl:



$ systemctl enable edb-pgbouncer-1.9
Created symlink from
/etc/systemd/system/multi-user.target.wants/edb—pgbouncer-1.9.service

to /usr/lib/systemd/system/edb-pgbouncer-1.9.service.

$ systemctl start edb-pgbouncer-1.9

Configuring the PEM Agent
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$ PGSSLMODE=require PEM_SERVER_PASSWORD=pem_adminl_password
/usr/edb/pem/agent/bin/pemworker —-register—-agent —-—pem-server
pem_agent_userl ——display—-name "Agent Name"

Postgres Enterprise Manager Agent registered successfully!

FEDOITY RTIE. --pem-agent-user 51#id /root/.pem 7« L2 K VUIC pem_agent_
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/root/.pem/pem_agent_userl.crt
/root/.pem/pem_agent_userl.key
F—I&. PEMI—Y > D pem_agent_userl & UTCPEMT—IR—XH—/N\ICEHKT D
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$ cat /usr/edb/pem/agent/etc/agent.cfg
[PEM/agent]

pem_host=172.16.254.22

pem_port=6432

agent_id=12

agent_user=pem_agent_userl
agent_ss1_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt
log_level=warning
log_location=/var/log/pem/worker. log
agent_log_location=/var/log/pem/agent. log
long_wait=30

short_wait=10

alert_threads=0

enable_smtp=false

enable_snmp=false

enable_webhook=false
max_webhook_retries=3
allow_server_restart=true
allow_package_management=false
allow_streaming_replication=false
max_connections=0

connect_timeout=-1

connection_lifetime=0
allow_batch_probes=false
heartbeat_connection=false
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MU T, BEED agent.cfg 77 AILDW DHODINTX—5 —2BEMMZ ZNENH D F
ED

I—Y 1Y MNCERY %agent_user®fTZEBMULET, F :
agent_user=pem_agent_userl

R— M %ZFEH L TpgBouncerM— h ZIBEL T, fll :
pem_port=6432

AREEF—D/NADBAZEHRLET. f:

agent_ss1_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt
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pem=# UPDATE pem.agent SET active = false WHERE id = <new_agent_id>;

UPDATE 1

Note * BEIF DSSLEEAAE. F—7 7). BLOI—I VY MERT 71 ILDINy
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