() EDB

PEM pgbouncer Set UpGuide
)1)—2 8.2.0

EnterpriseDB

2021 4¢10A11H






EPN

£ 1% The PEM Server - PEM Agent Connection Management Mechanism 3
% 2% Preparing the PEM Database Server 5
283 % Configuring PgBouncer 7
28 4% Configuring the PEM Agent 11

41 FHILWPEM I—Y x> hORE (RPMBHTAYAN=IL) ... o oo 11

42 BIFOPEMI—> Y hOERE (RPMBHTAYRAM—IL) ..o oo 12






PEM pgbouncer Set UpGuide, 'J1)—2X 8.2.0

ZORFaAY NI Windows UAD~<> > E®D PEM IT—2 > hH 5 Postgres Enterprise Man-
ager (PEM) H—N—ADEGHEHIRT Z/-HDIXRI>a>T—5ELTH pgBouncer DERAIC
BT 3 AERERELE T,

* PEM F—49 R—22—/\—0D#fF-pgBouncer THEBAT 3 PEM F—9 R— X —/\D#(H(CEI
TR ERMLUET,

« pgBouncer MEETE-PEM 7 —H X=X —/\&EH#E T B make D pgBouncer DERE CBIT B 5F
HERZERHLUE T,

*« PEM I—> 1> hOERE-pgBouncer (LK T 376D PEM I—2 1> MORE(CE T 554
BRzREMLETT.

PEMWeb 1 >4 7 1 —XDFERICEATZEFMICDOVTIE. PEM Administrator’ s Guide #8BL T
LIEEW,

ZORFIAYNTIE Postgres EVWSHEEZFERM LT, PostgreSQL F7z(d Advanced Server 7—
IR—RZBRULET,
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ONE

THE PEM SERVER - PEM AGENT CONNECTION MANAGEMENT
MECHANISM
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1 Connecting to the PEM database without pgBouncer

PEM/NN—23> 7.5 LWEION—2 3> Tl ROFIRICEY. PEMYP—N—E PEMI—2 1> M
DIAXRI 2 avT—5DFERVFITNTVEEATLR,

* PEMI—> x> M3 SSLEIBAEZER LT PEM T—9 R —/N\[CERLFT,
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* PEM T—=9AR—=2AG—N\[CEET B &, BL401-THAF2ERALET,
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2 Connecting to pgBouncer.

fhifz513. PgBouncer DN—2 3> = FERITZ L E2HBDIRI 3> T—7& L/‘CJ;US%(D/\‘—D“EI
> 1.9.0 EALD. N—= 3> 1.9.0 U cert BRAETR—MLTVWET, PEM I—Y 1> M3,
SSLEFBAZ %A LU T pgBouncer [CIEHRTEET,
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TWO

PREPARING THE PEM DATABASE SERVER

PgBouncer £&E#T 2L 5 (C PEM T—9R—AG—NZBRT ILENHVET, XDHIF. PEM
T—IR—2Y = NNOBEICHELGFIEERLTVET,

1. PEM =% RX— 2% —/\(C pgbouncer LT ITOFERI—YEERLE T, f:

pem=# CREATE USER pgbouncer PASSWORD 'ANY_PASSWORD' LOGIN;
CREATE ROLE

2. PEM 7 =49 R — 2% —/\T. pem_admin & & U pem_agent_pool role XV /N\—> v T&ZFD
pem_adminl ZFMFFDI—Y GEX—/N—2—Y) ZERLET. f:

pem=# CREATE USER pem_adminl PASSWORD 'ANY_PASSWORD' LOGIN
CREATEROLE;

CREATE ROLE

pem=# GRANT pem_admin, pem_agent_pool TO pem_adminil;

GRANT ROLE

3. pem T—% R— 2D pgbouncer 1—(Z CONNECT $HEZFTSLE Y. fI :

pem=# GRANT CONNECT ON DATABASE pem TO pgbouncer ;GRANT USAGE ON
SCHEMA pem TO pgbouncer;
GRANT

4. pem 7= R—2ZD pen AF—T D pgbouncer 1—1[C USAGE $5tEZ RS LZE T, 4 :

pem=# GRANT USAGE ON SCHEMA pem TO pgbouncer;
GRANT

5. pem 7 —% R — XD pen.get_agent_pool_auth(text) 7 7 % < 3 > D pgbouncer 1 —(C
EXECUTE fHEZf 5L X T, Al :

pem=# GRANT EXECUTE ON FUNCTION pem.get_agent_pool_auth(text) TO
pgbouncer;
GRANT
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6. pem.create_proxy_agent_user (varchar) 7 7 7> 3 %&FEHALT. PEM T—9 X=X —N\
[C pem_agent_user1 ZEMFITOI—TF%ERULET. F :

pem=# SELECT pem.create_proxy_agent_user('pem_agent_userl');

create_proxy_agent_user

(1 row)
cZDT7 7T avE FUHILNRT—RTRALCAZFMOI-—T—Z2FERL. ZOI-YI(C
pem_agent & & U pem_agent_pool O—JLZE5LI1—, Cch(CkW. pgBouncer @I—>zx
YRR TT7OF L A -T2 ERATERT.
7. PEM 7 =49 ~R—2 1% —/\D pg_hba.conf 7 7 A IDRIZ—KTKROIV N)EEBMULET, &
nic&v. pgBouncer A— [ md5 SREEAY v REFERA LT pem T—9R—R([CEHETEF
9. il
# Allow the PEM agent proxy user (used by
# pgbouncer) to connect the to PEM server using
# md5

local pem pgbouncer,pem_adminl md5

% 2 & Preparing the PEM Database Server




THREE

CONFIGURING PGBOUNCER

PEM 7 — 49 R—2% —/N&EHET 3 £ 5 (C PgBouncer Z WA T 2L EABYWET. ZOFITE.
PgBouncer % enterprisedb ¥ 27 A1—HE& LTETLE Y. ROFIEEG. pgBouncer (N—T 3>
>=1.9) 2RI 37O ROBEERLTVET,

1.9—3FI 01> RO%ZERE, pgBouncer 74 LY M) (CRBEFLET,

2. pgBouncer (pgbouncer.ini BWEETS) Detc T4 LU N DFIEE%Z enterpriseddb [CEE
L. T4 L0 NJER% o700 ICEELE T, fI:

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9
$ chmod 0700 /etc/edb/pgbouncerl.9

3. pgbouncer.ini F7/z[3 edb-pgbouncer.ini 7 7 1 ILOHRBERDLSCEELET,

[databases]

;5 Change the pool_size according to maximum connections allowed
;3 to the PEM database server as required.

;3 'auth_user' will be used for authenticate the db user (proxy

;; agent user in our case)

pem = port=5444 host=/tmp dbname=pem auth_user=pgbouncer
pool_size=80 pool_mode=transaction
* = port=5444 host=/tmp dbname=pem auth_user=pgbouncer

pool_size=10

[pgbouncer]

logfile = /var/log/edb/pgbouncerl.9/edb-pgbouncer-1.9.log
pidfile = /var/run/edb/pgbouncerl.9/edb-pgbouncer-1.9.pid
listen_addr = *

;; Agent needs to use this port to connect the pem database now
listen_port = 6432

;5 Require to support for the SSL Certificate authentications
;; for PEM Agents

client_tls_sslmode = require

(ROR—TCHL)
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(FIDR=I D5 DFEE)

;; These are the root.crt, server.key, server.crt files present
;; in the present under the data directory of the PEM database
;; server, used by the PEM Agents for connections.
client_tls_ca_file = /var/lib/edb/asii/data/root.crt
client_tls_key_file = /var/lib/edb/asll/data/server.key
client_tls_cert_file = /var/lib/edb/asll/data/server.crt

;3 Use hba file for client connections

auth_type = hba

;3 Authentication file, Reference:

;; https://pgbouncer.github.io/config.html#auth_file

auth_file = /etc/edb/pgbounceri.9/userlist.txt

;; HBA file

auth_hba_file = /etc/edb/pgbouncerl.9/hba_file

;; Use pem.get_agent_pool_auth(TEXT) function to authenticate
;; the db user (used as a proxy agent user).

auth_query = SELECT * FROM pem.get_agent_pool_auth($1)

;; DB User for administration of the pgbouncer

admin_users = pem_adminl

;; DB User for collecting the statistics of pgbouncer
stats_users = pem_adminl

server_reset_query = DISCARD ALL

;; Change based on the number of agents installed/required
max_client_conn = 500

;3 Close server connection if its not been used in this time.
;; Allows to clean unnecessary connections from pool after peak.

server_idle_timeout = 60

4.xD37 > REFEAL T, PgBouncer M/etc/edb/pgbouncerl.9/userlist.txt Susk 7 7 1 JLEVERL
SLUEHRLET,

pem=# COPY (

SELECT 'pgbouncer'::TEXT, 'pgbouncer_password'
UNION ALL

SELECT 'pem_adminl'::TEXT, 'pem_adminl_password'
TO '/etc/edb/pgbouncerl.9/userlist.txt’

WITH (FORMAT CSV, DELIMITER ' ', FORCE_QUOTE *);

COPY 2

« Il Note

e 2—/N\—2—%(3F. PEMSREEV T')—7 7 >4 < 3 > pem.get_proxy_auth(text) ZIFUH T
CENTEFXFH A, pen_adnin I—FHRX—N—1—FTHBHE. NAT—RZRHE771)L
(enterprisedb in the above example) (TIBANT ZMHEMNHWET,

5. 702> 7Y %&EEE PgBouncer @ HBA 7 7 4 JL (/etc/edb/pgbouncerl.9/hba_file) ZVEM L
ijo

8 28 3 & Configuring PgBouncer
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# Use authentication method md5 for the local connections to
# connect pem database & pgbouncer (virtual) database.

local pgbouncer all md5

# Use authentication method md5 for the remote connections to
# connect to pgbouncer (virtual database) using enterprisedb
# user.

host pgbouncer,pem pem_adminl 0.0.0.0/0 md5

# Use authentication method cert for the TCP/IP connections to

# connect the pem database using pem_agent_userl

hostssl pem pem_agent_userl 0.0.0.0/0 cert

6. HBA 7 7 1)L (/etc/edb/pgbounceri.9/hba_file) MDFTIE&E % enterprisedb [CEEL. T L
2 K1) 1EBR%Z 0600 [CEELF T, A :

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9/hba_file
$ chmod 0600 /etc/edb/pgbouncerl.9/hba_file

7. PgBouncer Y —EZRZBMICL T, Y—EXZXY—NULY—ER, #I:

$ systemctl enable edb-pgbouncer-1.9
Created symlink from
/etc/systemd/system/multi-user.target.wants/edb-pgbouncer-1.9.service

to /usr/lib/systemd/system/edb-pgbouncer-1.9.service.

$ systemctl start edb-pgbouncer-1.9







FOUR

CONFIGURING THE PEM AGENT

RPM Ny =% FEHAUVUTCPEM I— 1z MM YR N=JLTEEXT, 531> A M=)LIERICD
WTIlE. PEM Linux Installation Guide Z8B L TLE&EL,

SNMP @ % ZXETBHDEEHNH S PEM T— > hH pgBouncer TR IARET TRV &
2/—hLTLESV, PEMI—Y 1Y MBI PEM F—N—E—CA VA N=IEINBZT 7LD
SNMP BRID e [CERTNTVWBIEEF. ZM(d pgBouncer THEERINRETEHY XA,

4.1 iLCWPEM I—> x> MDERE (RPMEBEHTA VA M=)

RPM Ny r—>%ZEALUTPEMI—> 1> A Y A M—)LULEE. FED PEM T—9 ==/
(CXHUTEMET B LS CIBR T BLELHWET, XDV REEALET,

$ PGSSLMODE=require PEM_SERVER_PASSWORD=pem_adminl_password
/usr/edb/pem/agent/bin/pemworker --register-agent --pem-server

pem_agent_userl --display-name "Agent Name"

Postgres Enterprise Manager Agent registered successfully!

EEEDITY Y RTIFE. --pem-agent-user 5|#(E/root/.pem T« LU N (C pem_agent_usert DT —%4
NR—RA—FOSSLAAZE F—RTZERTZHIC. I—2 > MIIBRUET,

il

/root/.pem/pem_agent_userl.crt

/root/.pem/pem_agent_userl.key

F—I(F. PEMI—> 1> MH pem_agent_userl & UT PEM F—FR—2XY—/\(ZEHKET B7-H(CFEA
INFET., £/, /usr/edb/pem/agent/etc/agent.cfg. ZHMTITOI—> > MER 7 71 IV EVER L
F9

agent.cfg R 7 7 1L TEA I NS agent-user [CERT B1THBIET,

11


https://www.enterprisedb.com/docs/pem/latest/pem_inst_guide_linux/
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il

$ cat /usr/edb/pem/agent/etc/agent.cfg
[PEM/agent]

pem_host=172.16.254.22

pem_port=6432

agent_id=12

agent_user=pem_agent_useril
agent_ssl_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt
log_level=warning
log_location=/var/log/pem/worker.log
agent_log_location=/var/log/pem/agent.log
long_wait=30

short_wait=10

alert_threads=0

enable_smtp=false

enable_snmp=false

enable_webhook=false
max_webhook_retries=3
allow_server_restart=true
allow_package_management=false
allow_streaming_replication=false
max_connections=0

connect_timeout=-1

connection_lifetime=0
allow_batch_probes=false

heartbeat_connection=false

4.2 BEOPEMI—> > MDERE (RPMEBHTA YA M=)

BFEOPEM I—> Y hEFERALTWVWEIEEE. SSLAAELF—T7 70 Z9 -4y k> VI
JE—-ULT. 7274 ZBFAATEET, 7714 Z2EEL. HILLWNSA—-5ZEML T, BIED
agent.cfg 77 1 ILDWVK DHOD/INTA—Y —%ZBZTRIDMENHVET,

I—Y x> MIERT S agent_user DfTEEBMULET ., F :

agent_user=pem_agent_userl

R—KrZEH LT pgBouncer R—hZIBELF T, fl:

pem_port=6432

AEAE L F—DNRADIGFHZEHFLET. H:

12 28 4 & Configuring the PEM Agent
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agent_ssl_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt

/=N ROAERELT, I—Y Y NOBEEBERRIVV TN EEZFTTEEITH FILLWI—S 2k
ID MERENET, I—Y 0 NEESERRVU T NE2ETIBHEE. HrLLWI—>1> MNID %26HF
D ID [CEFEZ. pen.agent T—JILDHFLWLWI—S I NIDDIY N)—EHCTIRENHY F
9. B

pem=# UPDATE pem.agent SET active = false WHERE id = <new_agent_id>;

UPDATE 1

Note *BI#Z®M SSLEIRAE. ¥—7 74 BLUVI—-S > MNERT7 7MILDNv I T v T%=R
BLET,

4.2. BIEOPEM I—> 12 FDRE (RPMEBHTA YA M=JL) 13
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