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1: Connecting to the PEM database without pgBouncer
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2: Connecting to pgBouncer.
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528 Preparing the PEM Database Server

PgBouncer £ #1535 X 512 PEM 7 — X X=X Y —NEWKT 2 HE N H D £5, XOHIE. PEM 7—
AR —=ZY = NOWBUITHELFIEZRLTVET,

1. PEM 57— & RX— 2% —\{Z pgbouncer LT OHEH L —FERIERL £3, # :

pem=# CREATE USER pgbouncer PASSWORD 'ANY_PASSWORD' LOGIN;
CREATE ROLE

2. PEM ¥ — & X — 2% — T, pem_admin B X ¥ pem_agent_pool role X ' N—3 v FZ2 D
pem_adminl ZEM{TIF D2 —Y FER——2—F) B{EHKLET, f:

* pem=# CREATE USER pem_adminl PASSWORD 'ANY_PASSWORD' LOGIN
* CREATEROLE;

CREATE ROLE

pem=# GRANT pem_admin, pem_agent_pool TO pem_adminl;

GRANT ROLE

3. pem 7 — X X— 2D pgbouncer L —HIZ CONNECT FitE 25 L 3, I :

* pem=# GRANT CONNECT ON DATABASE pem TO pgbouncer ;GRANT USAGE ON
SCHEMA pem TO pgbouncer;
GRANT

4. pem 7 — X ~N— 2D pem A F —~< D pgbouncer I —HIZ USAGE FitEZ 5 L 3, f :

pem=# GRANT USAGE ON SCHEMA pem TO pgbouncer;
*  GRANT

5. pem 7 — XN\ — XD pem.get_agent_pool_auth(text) 7 7 > 7 > a ¥ ® pgbouncer L —HI|Z
EXECUTE Fi# 25 L £5, I :

pem=# GRANT EXECUTE ON FUNCTION pem.get_agent_pool_auth(text) TO
pgbouncer;
GRANT

6. pem.create_proxy_agent_user(varchar) 7 7 7 ¥ a Y LT, PEM 7 —&X— X% —N
IZ pem_agent_userl HLHEM{TII O —FEER L EF, Hil:

pem=# SELECT pem.create_proxy_agent_user('pem_agent_userl');
create_proxy_agent_user

RDR—=J1ZH )
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(FHTDR—T 5 DHFEX)

c DTy aviE FTYRLNRAT—FEMEHLTHECAROL—FZERL. TOL1—%—
IZ pem_agent ¥ & Uf pem_agent_pool R — L& {F5 L2 —¥, ZHiZL D, pgBouncer 3T — =
YRMRboTTrFra—FRFHTEET,

7. PEM 7 — & RX— X% — 1D pg_hba.conf 7 7 A LDARXR— MIROTY MY EBMLEST, Z4UZ
XD, pgBouncer T—H1I md5 FEFEA Y v FZMHH L T pem 7 — X RX—AIZHEHTEE T, fl :

# Allow the PEM agent proxy user (used by
# pgbouncer) to connect the to PEM server using
*  # md5
local pem pgbouncer,pem_adminl md5

6 %8 2 & Preparing the PEM Database Server
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PEM 7 — X N — 2 H% =N @55 % X 512 PgBouncer XM TA2RLEDXH D £5, ZOHITIZ,
enterprisedb ¥ 27 A Z—H% & LT PgBouncer ZF1TL £3 ., RDFJHIZ. pgBouncer (N— a3 >
=19) 2T 2 70 20MEERLTVET,

1.X=3IFVy 4 Y FUZEZ, pgBouncer 74 L7 M VICKEIL X9,

2. pgBouncer (pgbouncer.ini 237FfE$ %) Detc 74 L2 b DFTE#E % enterprisedb ICZHE L,
FA4 L7 N UERE 0700 ICEEL 5, A :

* $ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9
$ chmod 0700 /etc/edb/pgbouncerl.9

3. pgbouncer.ini %7213 edb-pgbouncer.ini 7 7 f LOAEFZ XD XS ICEELE7,

* [databases]
;5 Change the pool_size according to maximum connections allowed
;; to the PEM database server as required.
;5 'auth_user' will be used for authenticate the db user (proxy
* ;5 agent user in our case)
pem = port=5444 host=/tmp dbname=pem auth_user=pgbouncer
pool_size=80 pool_mode=transaction
* = port=5444 host=/tmp dbname=pem auth_user=pgbouncer
*  pool_size=10
[pgbouncer]
logfile = /var/log/edb/pgbouncerl.9/edb-pgbouncer-1.9.1log
pidfile = /var/run/edb/pgbouncerl.9/edb-pgbouncer-1.9.pid
listen_addr = *
;; Agent needs to use this port to connect the pem database now
listen_port = 6432
;35 Require to support for the SSL Certificate authentications
;; for PEM Agents
client_tls_sslmode = require
;; These are the root.crt, server.key, server.crt files present
* ;35 in the present under the data directory of the PEM database
;; server, used by the PEM Agents for connections.
client_tls_ca_file = /var/lib/edb/asll/data/root.crt
client_tls_key_file = /var/lib/edb/asll/data/server.key
* client_tls_cert_file = /var/lib/edb/asll/data/server.crt
;; Use hba file for client connections

RDR=J1ZHK )
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(FHTDR—T 5 DHFEX)

auth_type = hba
;; Authentication file, Reference:
;5 https://pgbouncer.github.io/config.html#auth_£file
auth_file = /etc/edb/pgbouncerl.9/userlist.txt
* ;; HBA file
auth_hba_file = /etc/edb/pgbouncerl.9/hba_file
;; Use pem.get_agent_pool_auth(TEXT) function to authenticate
;; the db user (used as a proxy agent user).
* auth_query = SELECT * FROM pem.get_agent_pool_auth($1)
;; DB User for administration of the pgbouncer
admin_users = pem_adminl
;; DB User for collecting the statistics of pgbouncer
stats_users = pem_adminl
server_reset_query = DISCARD ALL
;; Change based on the number of agents installed/required
max_client_conn = 500
;; Close server connection if its not been used in this time.
;; Allows to clean unnecessary connections from pool after peak.
server_idle_timeout = 60

4. XD a<> FEMHL T, PgBouncer ®/etc/edb/pgbouncerl.9/userlist.txt #Bal 7 7 £ L E1ERK
BIUOEHFLET,

* pem=# COPY (

SELECT 'pgbouncer'::TEXT, 'pgbouncer_password'

UNION ALL

SELECT 'pem_adminl'::TEXT, 'pem_adminl_password'

TO '/etc/edb/pgbouncerl.9/userlist.txt'’

* WITH (FORMAT CSV, DELIMITER ' ', FORCE_QUOTE *);
COPY 2

e 11! Note

o 2——2—HIX PEMEBAEZ TV —7 7 > 7 > a ~ pem.get_proxy_auth(text) ZFEUH T Z 228
TEFEHA, pem_admin T—HFRR— 83— 2 —HFDFE, AV — REFFIET 7 1 /L (enterprisedb
in the above example) IZIBfIT 2 ENH D £3,

5. XD a7 % &L PgBouncer ® HBA 7 7 A )L (/etc/edb/pgbouncerl.9/hba_file) Z{EMK L 3,

# Use authentication method md5 for the local connections to
# connect pem database & pgbouncer (virtual) database.

local pgbouncer all md5

# Use authentication method md5 for the remote connections to
# connect to pgbouncer (virtual database) using enterprisedb
# user.

host pgbouncer,pem pem_adminl 0.0.0.0/0 md5

8 % 3 & Configuring PgBouncer
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%

# Use authentication method cert for the TCP/IP connections to
# connect the pem database using pem_agent_userl
hostssl pem pem_agent_userl 0.0.0.0/0 cert

6. HBA 7 7 4 )L (/etc/edb/pgbouncerl.9/hba_file) DFiHH % enterprisedb ICEH L., T4 L
7 N MERR % 0600 ICEE L %9,

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9/hba_file
$ chmod 0600 /etc/edb/pgbouncerl.9/hba_file

7. PgBouncer H —EAZHMIL T, y—EREZRAX—-IFLET, fHl:

$ systemctl enable edb-pgbouncer-1.9

Created symlink from
/etc/systemd/system/multi-user.target.wants/edb-pgbouncer-1.9.service
to /usr/lib/systemd/system/edb-pgbouncer-1.9.service.

$ systemctl start edb-pgbouncer-1.9
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45 Configuring the PEM Agent

RPM Ry =% HHLTPEM Z—Y 2> b2 A YA M—ATEET, il V2 F—UERICOWV
TlZ. PEM Linux Installation Guide ZZHE L TL 72X\,

SNMP BFIDEFEEHYET L PEM T —Y =¥ MME, /= P THELRVWTL XV, ffil, PEM ¥ —3—
L —HEICA VANV ENSZT 7 4L bDPEM T— = > b+ A SNMP BANCEH X 5354, pgBouncer
THER LW T E &0,

41 HHILLWPEMI—> x> FDOERE (RPMBEEHTT VX M=)

RPM RNy r—Y%FHLTCPEM T —Y 2> b EA YA = LHE, FFED PEM 7 — ZR— 2% —N
WXL TEHET 2 X5 RT3 ERHDET, Roa~y REFEHLET,

$ PGSSLMODE=require PEM_SERVER_PASSWORD=pem_adminl_password
/usr/edb/pem/agent /bin/pemworker --register-agent --pem-server
pem_agent_userl --display-name "Agent Name"

Postgres Enterprise Manager Agent registered successfully!

LFEDa~<> FT. --pem-agent-user 5[#i%. /root/.pem 7 1 L 2 k VIZ pem_agent_userl 7 — &
N—R22—F D SSLAFHL F—Z2/FRT 5 L 510 -T2 ¥ MIERLE T,

il

/root/.pem/pem_agent_userl.crt

/root/.pem/pem_agent_userl.key

F¥—%. PEM =—3 = > F %3 pem_agent_userl ¥ LC PEM 7 — & X — 2% — N IZHEHL§ 5 72 DI fFHH
ENFT, F/-. /usr/edb/pem/agent/etc/agent.cfg. HEMFIIDT—2 = > VLT » 4 VEVERL L
ESa

agent.cfg #k 7 » 41 L TER XN 3 agent-user ICERT 21TH8H D F5,
i

$ cat /usr/edb/pem/agent/etc/agent.cfg
[PEM/agent]

pem_host=172.16.254.22

pem_port=6432

RDR—=J1ZHKi )
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(FHTDR—T 5 DHFEX)

agent_id=12

agent_user=pem_agent_userl
agent_ssl_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt
log_level=warning
log_location=/var/log/pem/worker.log
agent_log_location=/var/log/pem/agent.log
long_wait=30

short_wait=10

alert_threads=0

enable_smtp=false

enable_snmp=false

enable_webhook=false
max_webhook_retries=3
allow_server_restart=true
allow_package_management=false
allow_streaming_replication=false
max_connections=0

connect_timeout=-1

connection_lifetime=0
allow_batch_probes=false

heartbeat_connection=false

4.2 BFFOPEMI—> x> FDERE (RPMEBRHTT VX =)

BEOPEM T—2 =2 b 2EHLTWAEEIE. SSLAHZEL X —T 7> A LB X —F v b2 iZat’—
LT, Z77A4NVEBMHEATEES, 77ALVEEEL, HTILLRIX—XEBML T, BFD agent.cfg
T7ANDNLDOMDNRT X —R—BEWMZ ZNERHD T,

T—Yx ¥ MZEAT % agent_user DITEBMLE 5, fl:

agent_user=pem_agent_userl

AR— T ZHEH LT pgBouncer K— F ZHEL F5, #i

pem_port=6432

AL & & — DGR 2 BT L SR, B

agent_ssl_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt

J—bF HloFEL LT, T—Y2 Y FOBECERAZ Y PP 2ETTEEITLS, il —2 22+ ID
PERENET, =T—J 2 POHOCERAZ Y TP 2ETT358F. Hiltvwo—2 22+ ID 2EHE

12 %8 4 & Configuring the PEM Agent
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DIDICEZXHZ., pem.agent T— I NLOHLVWI—S 2 FIDDOITY Y —Z2MNCTEZHENH D £
T Bl :

pem=# UPDATE pem.agent SET active = false WHERE id = <new_agent_id>;

UPDATE 1

! Note * BEf7D SSLEEFHE, ¥—7 741, BIUZ -2V M7 7 A LDNw 77 v TRERL
5,

42. BFEOPEMI—> x> hDOFRE (RPMEZEHTA VX ~—JL) 13
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