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The PEM Server - PEM Agent Connection
Management Mechanism
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EDB X PEM T—Yx YV F2AFRLTC, T—Vxz VP (HEHOZ-Yzrba—¥F—TiEil) #£@DFT—X
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Preparing the PEM Database Server

PgBouncer & ##3 5 X 52 PEM 7 — X R— A Y —N—Z T 2 HENH D £9, ROFIIX. PEM T — X R —
AY = N— DRI BB FIHZRLUTWET,

1. PEM ¥ —&X R— 2% —/N—"T pgbouncer € WIZAOHHA I -V —2/EKL £3, H#il:

pem=# CREATE USER pgbouncer PASSWORD 'ANY_PASSWORD' LOGIN;
CREATE ROLE

2. PEM ¥ — X RX— 2% —/)N—T pem_admin B & ¥ pem_agent_pool role A Y N—Tw FEFFD
pem_adminl (FFRA—/S—a2—H%—) LWVWSHZFOI—F—2/ERL £9. H#i:

pem=# CREATE USER pem_adminl PASSWORD 'ANY_PASSWORD' LOGIN
CREATEROLE;

CREATE ROLE

pem=# GRANT pem_admin, pem_agent_pool TO pem_adminl;

GRANT ROLE

3. pem T — X X—A®D pgbouncer L—H¥—{Z CONNECT #RZ 5L 9., #l:

pem=# GRANT CONNECT ON DATABASE pem TO pgbouncer ;GRANT USAGE ON
SCHEMA pem TO pgbouncer;
GRANT

4. pem T— X X—ZD pem AF¥—< D pgbouncer L—H—I|Z USAGE HERZM5 L £9, #i:

pem=# GRANT USAGE ON SCHEMA pem TO pgbouncer;
GRANT

5. pem T —&XRXR—ZD pem.get_agent_pool_auth (text) HHET pgbouncer 2 —#¥ —I|Z EXECUTE
MERZM5LUET, Hi:
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pem=# GRANT EXECUTE ON FUNCTION pem.get_agent_pool_auth (text) TO
pgbouncer;
GRANT

6. pem.create_proxy_agent_user (varchar) B Z#HH L T, PEM 7 — X X — A H# — N —(Z
pem_agent_userl EWIHHZHFO IV —%2/EKL £3, Hil:

pem=# SELECT pem.create_proxy_agent_user ('pem_agent_userl');

create_proxy_agent_user

ZOBEBIE, TV RLBNAT = NTHUAMO - —2/EHK L, T—%F —1Z pem_agent B LT
pem_agent_pool DFEZMELET, ZHIZE D, pgBouncer lZT—Y =¥ MZfboT 7 RF Va2
Y—2FHTEET,

7. PEM 7 — X RXR—AH%—/N—0 pg_hba.conf 7 7 A )VOEFIZIROT Y MY ZEMLET, ZTHITED,
pgBouncer L — ¥ — | md5 FRFEHEEMHH LT pem T — X R—AIZHEHRTE £, Hi:

# Allow the PEM agent proxy user (used by
# pgbouncer) to connect the to PEM server using
# md5

local pem pgbouncer,pem_adminl md5

6 % 2 & Preparing the PEM Database Server



B3E

Configuring PgBouncer

PEM ¥ — X R—2AH% — N—r ##EFT 5 & 512 PgBouncer # M T2 B EXH O 9., ZDOH TIX,
enterprisedb ¥ A7 A —#—& L T PgBouncer % EATL 9, LA ROFNHIX, pgBouncer (N— 3~
>=19) Z2HKT 570 ADMEERLTVET,

1. —3IF N4 RS, pgBouncer 74 L2 b VIZBEIL X7,

2. pgbouncer.ini A{F{ES % pgBouncer D etc T« L7 MU DfiE#H % enterprisedb IZZH L,
T4V IDT 72 AME%E 0700 IZEHL £9, Hi:

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9
$ chmod 0700 /etc/edb/pgbouncerl.9

3. pgbouncer.ini £721% edb-pgbouncer.ini 77 A VORNEEIRD L SIZEEHLFT,

[databases]

;7 Change the pool_size according to maximum connections allowed
;7 to the PEM database server as required.

;7 'auth_user' will be used for authenticate the db user (proxy

;; agent user in our case)

pem = port=5444 host=/tmp dbname=pem auth_user=pgbouncer
pool_size=80 pool_mode=transaction
* = port=5444 host=/tmp dbname=pem auth_user=pgbouncer

pool_size=10

[pgbouncer]

logfile = /var/log/edb/pgbouncerl.9/edb-pgbouncer-1.9.1log
pidfile = /var/run/edb/pgbouncerl.9/edb-pgbouncer-1.9.pid
listen_addr = =

;7 Agent needs to use this port to connect the pem database now
listen_port = 6432

;7 Require to support for the SSL Certificate authentications
;; for PEM Agents

ROR—TTHL)
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(HI D=V 5 D E)

client_tls_sslmode = require

;7 These are the root.crt, server.key, server.crt files present
;; 1in the present under the data directory of the PEM database
;; server, used by the PEM Agents for connections.
client_tls_ca_file = /var/lib/edb/asll/data/root.crt
client_tls_key_file = /var/lib/edb/asll/data/server.key
client_tls_cert_file = /var/lib/edb/asll/data/server.crt

;; Use hba file for client connections

auth_type = hba

;; Authentication file, Reference:

;i https://pgbouncer.github.io/config.html#auth_file

auth_file = /etc/edb/pgbouncerl.9/userlist.txt

;; HBA file

auth_hba_file = /etc/edb/pgbouncerl.9/hba_file

;7 Use pem.get_agent_pool_auth (TEXT) function to authenticate
;; the db user (used as a proxy agent user).

auth_query = SELECT *» FROM pem.get_agent_pool_auth(S$1)

;; DB User for administration of the pgbouncer

admin_users = pem_adminl

;; DB User for collecting the statistics of pgbouncer
stats_users = pem_adminl

server_reset_query = DISCARD ALL

;; Change based on the number of agents installed/required
max_client_conn = 500

;; Close server connection if its not been used in this time.
;; Allows to clean unnecessary connections from pool after peak.

server_idle_timeout = 60

4. RO 3= > REMHL T, PgBouncer ® /etc/edb/pgbouncerl.9/userlist.txt el 7 71 IV %
ERB LI OHEHFLET,

pem=# COPY (

SELECT 'pgbouncer'::TEXT, 'pgbouncer_password’
UNION ALL

SELECT 'pem_adminl'::TEXT, 'pem_adminl_password'
TO '/etc/edb/pgbouncerl.9/userlist.txt’

WITH (FORMAT CSV, DELIMITER ' ', FORCE_QUOTE x);

COPY 2

EA——a—¥—, PEM #it7 T VK pem.get_proxy_auth (text) ZFFUOHTILIITE
T A, pem_admin =Y —DA—NR—2—YF—ThH GG, R 7 7 A VIZNAT—=RE2EINT 2 0E
MHHDET (enterprisedb in the above example ),

5. RO AT Y EEL PgBouncer D HBA 7 7 1)L (/etc/edb/pgbouncerl.9/hba_file) %{E
Bl 9,

8 8 3 Z Configuring PgBouncer
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# Use authentication method md5 for the local connections to
# connect pem database & pgbouncer (virtual) database.

local pgbouncer all md5

# Use authentication method md5 for the remote connections to
# connect to pgbouncer (virtual database) using enterprisedb

# user.

host pgbouncer,pem pem_adminl 0.0.0.0/0 md5

# Use authentication method cert for the TCP/IP connections to

# connect the pem database using pem_agent_userl

hostssl pem pem_agent_userl 0.0.0.0/0 cert

.HBA 7 71 VDfE#% (/etc/edb/pgbouncerl.9/hba_file) 75 enterprisedb IZEFE L,
TAVIZMNIDT 72 AME 0600 IZEHELET, H#i:

$ chown enterprisedb:enterprisedb /etc/edb/pgbouncerl.9/hba_file
$ chmod 0600 /etc/edb/pgbouncerl.9/hba_file

. PgBouncer =Y A G LT, y—VLRAZHBLET, H#i:

$ systemctl enable edb-pgbouncer-1.9
Created symlink from
/etc/systemd/system/multi-user.target.wants/edb-pgbouncer-1.9.service

to /usr/lib/systemd/system/edb-pgbouncer-1.9.service.

$ systemctl start edb-pgbouncer-1.9
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Configuring the PEM Agent

RPM RNy 7 —V %LU TCPEM T —Y v b2 A VA=V TEET, L1 VA D —IVIERIZOWTIE, X
@ EDBWeb ¥ 1 b » 5 AF T F % *PEMInstallationGuideLinux* Z R L TL 72X\,

‘https://www.enterprisedb.com/resources/product-documentation<https://www.enterprisedb.com/resources/product-

documentation?field_document_category_tid=2308&field_version_of_document_tid=3321>¢__

SNMP @RI D52 Y F 5 PEM T—Y = ¥ MiE, pgBouncer TRZELRWTLZI W, 722 XX, PEM ¥ —
W= —$IZA VA=V ENTZT 7 4V D PEM T— = > b SNMP JBHNZ{HH & 15454, pgBouncer T
ML L 2N T L ZE W,

41 FHILWPEM T—Y =V b DiEK (RPMERTA Y X h—Ib)

RPM Xy —V%2FHUTCPEM T —Y x>y b2 VA=)V UE, BEDPEM ¥ — X RX—2AH —NN— 2L
THEHET ALy =V BRTALELRHDEFT, ROV NEMHALET,

$ PGSSLMODE=require PEM_SERVER_PASSWORD=pem_adminl_password
/usr/edb/pem/agent /bin/pemworker —--register—agent --pem-server

pem_agent_userl --display-name "Agent Name"

Postgres Enterprise Manager Agent registered successfully!

FREDOIYY ND ——pem—agent-user 5L, /root/.pem T4 L2 bV D pem_agent_userl T—X
N—=22—H%—0D SSLAHE L F—_TE2ERT L5 Yz v MZHRLE T,

il

/root/.pem/pem_agent_userl.crt

/root/.pem/pem_agent_userl.key

PEM T—Y z ¥ M, F¥—% pem_agent_userl £ UTPEM T — X R—AH —N—ZHEHETE72DICHHL
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¥9, £72. /usr/edb/pem/agent/etc/agent.cfg. LWHKZFDT—Y ¥ MEKT7 714 VEIERKL
ESCH

agent .cfg il 7 7 A VTHHINSZ T -V Vv b2V —2HKLT0H D 7,

A1

$ cat /usr/edb/pem/agent/etc/agent.cfg
[PEM/agent]

pem_host=172.16.254.22

pem_port=6432

agent_id=12

agent_user=pem_agent_userl
agent_ssl_key=/root/.pem/pem_agent_userl.key
agent_ssl_crt=/root/.pem/pem_agent_userl.crt
log_level=warning
log_location=/var/log/pem/worker.log
agent_log_location=/var/log/pem/agent.log
long_wait=30

short_wait=10

alert_threads=0

enable_smtp=false

enable_snmp=false

enable_webhook=false
max_webhook_retries=3
allow_server_restart=true
allow_package_management=false
allow_streaming_replication=false
max_connections=0

connect_timeout=-1

connection_lifetime=0
allow_batch_probes=false

heartbeat_connection=false

4.2 O PEM =—> > hO##ERl (RPMEBEHTA VX M—JL)

BMFOPEM T—Y Y b 2HALTWAEHEESIE, SSLAIHEZEL XF—T7 7 V2 X =T v by Y IZa¥—-=LT,
T ANVEBMNHATEES, 771 VELHEL, frLWAATA—X—2BINLT, BFED agent.cfg 77 1)L
DV DPDNTA—R— % BEEWMZDMBERDHD £7,

T—Yx ¥ MIEHT 5 agent_user DITZEBIIL 3, Hi:

agent_user=pem_agent_userl

R— b ZFH LT pgBouncer K— 2L L 3, Hi:

12 % 4 Z Configuring the PEM Agent
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pem_port=6432

AEHIE & F— N ADGFEEH L X T, B

agent_ssl_key=/root/.pem/pem_agent_userl.key

agent_ssl_crt=/root/.pem/pem_agent_userl.crt

EORHEE LT, T—YzV VOEHBERAZ ) T h2FEGFTTEETY, ThZEvHiLvwv—yz N ID W
EENET, T—Yz Vv MOBEAERAI Y TN E2ETTEEEE. HiLnw—Yo MID 28FO ID I2iE
EMX, pem.agent T—T7IADHFLVWI—Vz NIDDOIT Y M) BENITEILELD D FT, F:

pem=# UPDATE pem.agent SET active = false WHERE id = <new_agent_id>;

UPDATE 1

EFED SSLEFHE., ¥F—7 710, BIUPT VUV MER T 7 I NVDNRYy 77w TEEFLTLEE W,

42. BBEOPEM T—Y v hDEH (RPMEHRTA Y2 h—)L) 13
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Conclusion
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